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We know that eCrime “communities”

● Tend to cluster in specific forums
○ By topic
○ By type of crime
○ By language

● Tend to treat forums as marketplaces
● Employ admins and moderators governing such spaces who are 

involved in the community themselves
● When get disrupted, assemble back in new forums or online spaces



eCrime Participants

● Utilize multiple anonymous identities
● Build branding tied to such identities
● Build communities online through different 

platforms and forums 
● Build trust over repeated interactions



Online criminal communities
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Example: SIM Swapping

Connections Across Different Crimes

https://cyberhoot.com/cybrary/sim-swapping/

Source:    https://www.n0sec.io/blog/how-to-rob-a-mobile-carrier
https://flashpoint.io/blog/sim-swap-fraud-account-takeover/

recruit retail workers

steal tablets from retails workers
"Remo Snatching"

https://www.n0sec.io/blog/how-to-rob-a-mobile-carrier
https://flashpoint.io/blog/sim-swap-fraud-account-takeover/


How can we categorize crimes online?

Traditional 

Purely online

Transitional

Unique to electronic networks 
(i.e., hacking services, doxxing, malware, phishing, ransomware, fake AV, DDOS, etc.)

Instantiations in both worlds
(i.e., carding, skimming, tax fraud, forgery, money laundering etc.)

Typical conventional crime
(i.e., drug dealing, physical abuse, illicit materials, etc.)

R. Anderson, C. Barton, R. B öhme, R. Clayton, M. J. G. van Eeten, M. Levi, T. Moore, and S. Savage, 
“Measuring the cost of cybercrime,”The Economics of Information Security and Privacy, pp. 265–300, 2013



Observations are that:
There is an overlap of user domain across multiple online 
spaces and crime domains

Open eCrime communities are scale-free (small % of key 
members)

Moderators and admins are key members and are 
targets of law enforcement

But online communities are resilient and reassemble back



If key members are removed how much disruption it causes for the 
communities?

How resilient are the criminal communities online?



How much overlap and connectedness between different types of crimes 
online?



If only there was Reddit for criminals, where everyone would go…
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Forum’s structure

Data Collection

Reddit like

SubDread1 SubDread2 SubDreadN…

Post1 Post2 PostN…

Comment1 to Post1

CommentN to Post1

…

180 883

115

1 123 614
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Thematic Analysis of SubForums & 
Grouped Themes

Method

SubDread1 SubDread2 SubDreadN…115 

Dread Forum

Darknet Vendor & 
Markets/Drugs/

Substances

Sex Works

Information & 
Security

Cards/Banks/Finance Crypto

Fraud Info

General Info

Online Employment



INDIANA UNIVERSITY BLOOMINGTON

Categorization by Crime Type

Method

SubDread1 SubDread2 SubDreadN…115

Dread Forum

Darknet Vendor & 
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Substances

Sex Works

Information & 
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MethodSocial Network 
Construction

Sort the subDreads

Access forum

Scrape the page
Add to the network(s)

User creates a post in a 
categorized SubForum



Results: Different Crime Types, Different Structures

86,465 users

480,119 edges

5.81 average degree

326 moderators 

Moderator Assortativity = -0.0142

794,318 sum of all weights

Negative tendency of the 
moderators
to connect with each other



Results: Different Crime Types, Different Structures

traditional crime discussions

High tendency of the users from the same crime
to connect with each other

transitional crime discussions purely online crime discussions

Type of Crime Assortativity = 0.505 
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Overlap & Connectedness of Users from Different Crimes
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Overlap & Connectedness of Users from Different Crimes

41%

31%

42%

40%

37%

37%

nodes from one crime network 
that have connection to any node in 
another crime network
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Scale-free crime networks





Method

Calculated metrics
&

Find top users

Remove top nodes & measure the size 
of Largest Connected Component (LCC)

There are Strong LCC and Weak LCC
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Centrality metrics
Ranking the users

Weighted degree
Closeness centrality

~ easy access to all other users

Betweenness centrality
~ “middleman” for others
or key member for the information flow

Weighted in-degree
~ attention from others

Weighted out-degree
~ responding to others

Eigenvector score
~ wide-reaching influence

PageRank score
~ attention from influencers  
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How removing top users will affect the criminal networks

Weak connections (directions are not important)

PageRank Clustering is 
significantly higher



INDIANA UNIVERSITY BLOOMINGTON

Strong connections (directions are important)

How removing top users will affect the criminal networks

~ 1 300 ~ 400 ~ 250
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Strong connections of moderators (directions 
are important)

How removing top users will affect the criminal networks
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Weak connections of moderators (directions 
are important)

How removing top users will affect the criminal networks

5 moderators of the 
whole forum
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Concluding Remarks
1. There is an evidence of overlap between major criminal domains. 

Overlaps are higher between traditional and online crimes.
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Concluding Remarks
1. There is an evidence of overlap between major criminal domains. 

Overlaps are higher between traditional and online crimes.

2. Although criminal social networks are scale-free, removing key nodes is 
not an effective disruption. Communities have robust ties.

3. Some moderators are also key members of community, but not all. And 
key moderators appear in overlaps.



Thank you!
dmanato@iu.edu


