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Current Events 



Agenda 

• Timeline of events
• Challenges
• Winning moves
• Today

University of Education

You Really Want to be Here



Disclaimers 

• Simple solutions
• Condensed
• Redacted



Roster 

University Staff
• 1 Senior systems administrator
• 1 Systems administrator (vacation)
• 2 Helpdesk
• *1 Junior helpdesk
• 1 Database administrator – remote (4-6 hour drive)
• 1 Director of IT



Friday 
5 August 2022

Students arrive in 10 days



Monday 
8 August 2022

Students arrive in 7 days



Monday Morning

• Server issues
• Firewall logs
• Fileserver CPUs maxed
• Helpdesk tickets



Tuesday 
9 August 2022

Students arrive in 6 days



Initial Email



Wednesday 
10 August 2022

Students arrive in 5 days



The Beginning

• The demand
• Network crawling
• Systems going offline 

*Redacted to protect the adversary’s identity



Meanwhile…



Negotiations Begin
*Redacted to protect the adversary’s stupidity/inexperience



Comms

• Insurance & Legal
• Board of Directors
• Notifications

• Recon
• Monitor
• Expel
• Clean
• Lockdown

• Restoration
• Improve
• Lessons
• Intelligence

Tech Recover

Plan of Action (POA)



Wednesday 10 August 2022

• External domain
• Out of band communication
• Updates every hour
• Leave tech people alone
• IR plan activated
• IT Director Lead



Checkpoint 1

• The Good
• Backups
• Firewall
• MFA 
• Some monitoring
• Incident Response Plan

• The Bad
• Disinformation
• Foreign National



Background

The Intern Shines



IIG Process







Vendor Notification

Not actual email
*Recreated for dramatic effect

Dramatization Email



Wednesday 
Mid-morning

Students arrive in 4.75 days

“Seek first to understand…” – Stephen Covey



Q&A - Backups

Not actual email:
*Recreated for dramatic effect

Dramatization Email



Q&A - Firewall

Redacted Email



Q&A – MFA (2FA)



Checkpoint 2

• The Good
• Backups
• Firewall
• MFA 
• Monitoring
• Incident Response Plan

• The Bad
• Disinformation
• Foreign National
• Backups
• Firewall
• MFA 



Offline

• Most Servers
• Most PCs
• Remote access
• IP phones
• Wireless



Roadblocks

• Sr. Admin AWOL
• Passwd gatekeeper
• Admin vacation
• Insurance & legal



Inadvertent Success

• Domain controller
• DHCP lease time
• Most pcs lost connectivity
• No lateral movement
• NAS in process of upgrade

DC DNSDHCP



Checkpoint 3

• The Good
• Monitoring
• Incident Response Plan
• DHCP
• DNS
• NAS

• The Bad
• Admin AWOL
• MFA 
• Firewall
• Backups
• Monitoring



Wednesday 
Afternoon

Students arrive in 4.5 days



Wednesday 10 August 2022

• Insurance, outside counsel involved
• Discussing in committee
• Triage question



Comms

• Insurance & Legal
• Board of Directors
• Notifications

• Recon
• Monitor
• Expel
• Clean
• Lockdown

• Restoration
• Improve
• Lessons
• Intelligence

Tech Recover

Plan of Action (POA)



Vendor Contact

• Gather information on adversary

*Do not expect your vendors to assist you with anything



Insurance Assigned/Approved

• Forensics team – remote – directing 10FS work
• 10FS team on site
• Insurance/Legal - negotiations with adversary
• Admin Found!



Information Gathering - Backups

• Investigate Jump/Staging Box (Backup Vendor)
• Has Sentinel One Installed
• Neither App or OS patched
• Alerting Off – changed alert contact, IP, etc…
• Only 3 accounts 
• vendor account
• admin account
• service account - hackprint



Information Gathering - Firewall

• ~320 3389
• .ru
• Hackprint    Any/Any
• Backup Vendor  Any/Any



Wednesday 
Evening

Students arrive in 4.2 days



Communications 

• Insurance & Legal
• Contact adversary, open comms

• President & Exec Council
• Contact Board of Directors
• Draft notifications to staff
• Formulate work around plan for student arrival

• Meeting Cadence Established



Information Gathering

• 10FS & University Staff 
• Install S1 & Velociraptor all systems
• Recall all laptops



Information Gathering

• 10FS & University Staff 
• Install S1 & Velociraptor all systems
• Recall all laptops



Thursday 
11 August 2022

Students arrive in 4 days



Expulsion

• Cut off all access



Communications 

Dramatization Email

Dramatization Email



Instructions



Communications 



Team Leader



Nickle & Dime



Thursday

• Recall Effort
• Phased

Network
Recovery



Comms

• Insurance & Legal
• Board of Directors
• Notifications

• Recon
• Monitor
• Expel
• Clean
• Lockdown

• Restoration
• Improve
• Lessons
• Intelligence

Tech Recover

Plan of Action (POA)



Friday 
12 August 2022

Students arrive in 3 days



Recovery

• Rebuild all servers
• Clean, test, recover partial data
• Firewalls upgraded
• Additional rules & filters
• S1 – communicate with forensics team



Saturday 
13 August 2022

Students arrive in 2 days



Sunday
14 August 2022

Students arrive in 1 day



Monday
15 August 2022

Students arrive



We Win 

• All students on campus 
• No interruption to classes

• Just the beginning
• Work progressed for months



Today 
• Cloud backups
• Weekly testing
• Offline truly offline
• Upgraded NAS
• Upgraded firewalls
• 3 disparate paths

• Full SIEM (managed & onsite)
• Full functioning SOC
• MFA ALL ACCOUNTS
• Active Penetration Testing
• Intelligence gathering
• Threat Hunting
• Account monitoring



Today 
• Incident Response Upgraded & Regular Testing
• Implemented NIST/ISO/GLBA/CIS governance 
• Vendor management 
• Change control
• Trained entire staff (ongoing)
• Hired 2 additional staff



Cybersecurity Program 

• National Center of Excellence
• Full classes
• Internships guaranteed
• Industry leading instructors
• Sponsorship by great companies



Lessons Learned

Prevention > Reaction



Lessons Learned – Top 3 

• Awareness
• Communication
• Prepare & Prevent
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Questions



Defeating Ransomware
How a small university beat defeated a ransomware gang 


