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Linux Kernel, Fuzzing, Syzkaller 

Linux kernel
is widely used in servers (Linux 
Distribution), cell phones (Android) 
in the world.

Fuzzing
has become one of the most 
popular and essential methods for 
uncovering bugs and 
vulnerabilities.

Syzkaller
which is the state-of-the-art kernel 
fuzzer, has found or fixed more 
than 6k bugs in the Linux kernel.



Kernel Fuzzing, Syzkaller & Syscall Descriptions

Linux kernel and Device Drivers

Syzkaller
(state-of-the-art kernel fuzzer) Syscall Descriptions

Fuzzing:
syscalls

Found more than 

4.6k bugs!

time-consuming 
error-prone



Syscall Descriptions

non-open file descriptor dependency: 
e.g., fd_kvmvm 
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Our Goal

Linux kernel and Device Drivers

Syzkaller
(state-of-the-art kernel fuzzer) Syscall Descriptions

Fuzzing:
syscalls

Found more than 

4.6k bugs!

• miss syscall descriptions
• need maintenance



Our Goal

Linux kernel and Device Drivers

Syzkaller
(state-of-the-art kernel fuzzer) Syscall Descriptions

Fuzzing:
syscalls

Found more than 

4.6k bugs!

SyzDescribe!

statically, accurately and automatically



Key Insight

statically reconstruct the initialization of a kernel driver

programming conventions regarding kernel driver development

initialization of the kernel drivers construction of the interfaces



SyzDescribe Design



Kernel Module 
Analysis

1. Kernel Module Identification

2. Kernel Driver Identification



Kernel Driver 
Identification

1. Driver and device object 
identification and pairing

2. Syscall handler and device 
file name recovery

Device number

Driver object

Device object



Kernel Driver 
Identification

1. Driver and device object 
identification and pairing

2. Syscall handler and device 
file name recovery

Syscall handler

Device file name



Kernel Driver 
Identification

• fd = open(“device file name”)

• Ioctl(fd, cmd, arg)

Syscall handler

Device file name



Kernel Driver 
Identification

misc device



SyzDescribe Design



Syscall Handler 
Analysis

1. Command Value Recovery

2. Argument Type Recovery

3. Additional Syscall Handler Recovery

(non-open file descriptor dependency)



SyzDescribe Design



SyzDescribe vs. Ground Truth (Final Goal) : Accuracy

• 100 drivers: randomly picked and cross-validate

• Closest to the ground truth compared against any other solutions



SyzDescribe vs. Syzkaller Description (Manual)

• 57 drivers: missed in the syzkaller descriptions

• 43 drivers: covered by syzkaller descriptions

• 2 non-open dependency: still missed in the syzkaller descriptions

• 13 drivers: more CMDs or TYPEs generated by SyzDescribe



“Bugs” in Human-Generated Descriptions
• 78 missed command values or argument types

• Two FN of the additional syscall handlers

• FP mainly because of evolution of the kernel code

• Only one (i.e., udmabuf_fops) of these “bugs” is fixed in January 2022.
èOngoing maintenance is needed.

• FN after human experts updated

• These “bugs” have existing for a long time.
èHuman experts are not enough.

• We have reported all the bugs to syzkaller (all of which are fixed).
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SyzDescribe vs. Syzkaller Description vs. 
Ground Truth: Fuzzing



SyzDescribe vs. Syzkaller Description vs. 
Ground Truth: Fuzzing

• 30 kernel drivers bootable in QEMU

• For 10 out of 30 drivers: without syzkaller descriptions
• For the other 20 drivers: SyzDescribe and syzkaller are competitive.
• The ground truth results are better: the coverage may not overlap completely.



Fuzzing Android Kernel of Pixel 6
• SyzDescribe recovers 154 syscall handlers corresponding to 139 kernel drivers.

• Find 18 crashes





Q&A
• Our open-source repo:

• https://github.com/seclab-ucr/SyzDescribe

• Email: yhao016@ucr.edu

• Twitter: @yuhao2222

• About Yu Hao: 
• A final year Ph.D. Candidate at UC Riverside under the supervision of Professor Zhiyun Qian. 
• Focus on Linux kernel security, kernel fuzzing, symbolic execution and static analysis.
• Published papers in top academic conferences (S&P, CCS, NDSS, ICSE and FSE).
• In job market



Syscall Handler 
Analysis

1. Command Value Recovery

2. Argument Type Recovery

3. Additional Syscall Handler Recovery


