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Who	is	FPF?	
The	Members	

130+		
Companies	

25+		
Leading	Academics	

10+			
Advocates	

The	Mission	

Bridging	the	policymaker-industry-academic	gap	in	privacy	policy	
	

Developing	privacy	protections,	ethical	norms,	and	workable	
business	practices	

The	Workstreams	

Ethics	&	De-identification	
Smart	Cities	

Connected	Cars	
Student	Data	

Location	&	Ad	Tech	
Internet	of	Things	



New	technologies	contribute	to		
privacy	tensions.	

Wearables	

Surveillance	&	Law	
Enforcement	

Online	&	Cross-	
Device	Tracking	

Connected	Cars	

Use	of		
Public	Space	

Social	Media	

Privacy	
Norms	

Big	Data	&	Found	
Data	

Artificial	
Intelligence	

Algorithmic	
Learning	

Re-Identification	
Claims	

Smart	Home	



Surveillance	&	Law	Enforcement	



Online	and	Cross-Device	Tracking	



Toys…	

Smart	Home	
Appliances…	

Home	Assistants…	 Energy	Management…	



Connected	Cars	

V2V	and	V2I	Communication	

“Smart”	Car	



Social	Media	

Controversial…	 Hip!	



Wearables	



Use	of	Public	Spaces	



Big	Data	&	Found	Data	

Notice		
Choice		

Data	Quality	&	Integrity	
Purpose	Specification		

Use	Limitation		
Data	Minimization	

Security	
Accountability	

New	data	sets	and	corporate	research	challenge	Fair	Information	
Practice	Principles	(FIPPS)	and	ethical	research	principles.	

COMMON		
RULE	



Artificial	Intelligence	



Algorithmic	Learning	

Transparency?		Accountability?	



Re-Identification	
LaTanya	Sweeney	&	Gov.	William	Weld	

Netflix	
AOL	Searcher	No.	4417749	

Paul	Ohm’s	“Database	of	Ruin”	

Demonstrations	of	re-identification	cast	doubt	on	
anonymization.	



Current	State	of	Privacy	Research	

Much	privacy	research	is	aimed	at	identifying	and	
blocking	privacy	threats.	



The	Way	Forward	
National	Privacy	Research	Priorities	

3.1			Foster	multidisciplinary	approach	to	privacy	research	

3.2			Understand	and	measure	privacy	impacts	and	desires	

3.6	Develop	approaches	for	remediation	and	recovery	

3.3			Develop	system	design	methods	to	incorporate	privacy	
desires,	requirements	&	controls	

3.5		Assure	that	information	flows	and	use	are	consistent	with	
privacy	rules	

3.4		Increase	transparency	of	data	collection,	sharing,	use,	and	
retention	

3.7	Reduce	privacy	risks	of	analytical	algorithms	



Privacy	Research	and	Data	Responsibility	
Research	Coordination	Network	(RCN)	

Challenge	
How	can	industry	and	academia	work	
together	to	advance	the	National	
Privacy	Research	Strategy?	

Ongoing	Efforts	
RCN	fosters	industry-academic	
collaboration	by	incentivizing	and	
distributing	privacy	research	

§  Privacy	Papers	for	Policymakers	
§  FPF-Capital	Area	Academic	Network	
§  Privacy	Scholarship	Reporter	
§  Cross-sector	workshops	&	symposia	

Scientific	Impact	
Encourage	multi-disciplinary	research	
along	a	continuum	of	privacy	
challenges,	e.g.	

§  Privacy	risks	of	analytical	algorithms	
§  Transparency	of	data	

collection	and	use	
§  De-identification	

New	Efforts	

	
§  Privacy	researcher	clearinghouse	
§  Document	industry	data	flows	
§ Methods	to	evaluate	privacy	controls	

	

Academic	
Researchers	

Industry	Chief	
Privacy	Officers	

www.fpf.org/rcn	



Research	Issues	

Analysis	of	large	data	sets—from	the	private	and	public	sector—promises	societal	benefits	
and	smarter	policy-making.	But	researchers	face	significant	hurdles:		

•  Privacy	&	Security	Concerns	
•  Ethical	Review	Concerns	

•  Transaction	Costs	
	
	

	

Access	to	Data	

•  Re-Identification	Risk	
•  IP	&	Trade	Secrets		

De-Identification	

Powerful	computing	and	ubiquitous	data	sets	have	cast	doubt	on	traditional	methods	of	
de-identification	

Ethical	Review	

IRB	review	is	not	well-suited	to	data-driven	research.		
•  Found	Data	
•  Corporate	Research	

•  Informed	Consent	
•  Common	Rule	Limitations	



Solutions:	Ethical	Review	
New	structures	for	ethical	review	beyond	the	IRB	can	provide	the	processes	required	to	
authorize	non-contextual	data	uses.	

Ethical		
Review	

Governance	
§  Oversight	

§  Rapid	response	
§  Confidentiality	
§  Transparency	&	Accountability	

Scope	
§  Data	research	&	
experimentation	

§  Non-contextual	data	use	

§  Disparate	impact	&	
algorithmic	data	use	

Guiding	Principles	
§  Respect	for	persons	
§  Benefit-risk	analysis	
§  Fairness	&	justice	
§  Due	diligence	
§  Independent	membership	

§  Process-oriented	
documentation	



Solutions:	Practical	De-Identification	



Solutions:	“ADRN/ADRC”	
A	network	of	Administrative	Data	Research	Centers	(ADRCs)	can	provide:		

§  Researcher	&	Data	Clearinghouse	
§  Researcher	Certification	
§  Ethical	Review	Structure	

§  De-Identification	Expertise	

	

§  Data	Governance	
§  Data	Quality	
§  Standard	Contracts	
	

	

Administrative	Data	Research	Centers	

Administrative	Data	Research	Network	

Certification	

Ethical	Review	

De-Identification	

Clearinghouse	 Data	Governance	

Data	Quality	

Contracts	



Smart	Cities	

Notice	/	
Transparency	

Choice	/		
Consent	

Sharing	&	
Onward	
Transfer	

Smart	City	
Privacy	Impact	
Assessment		

Communication	
&	Outreach	

Vendor	
Management	

Ethics	&	De-
Identification	

Develop	a	framework	to	help	smart	cities	and	
technology	partners	identify	privacy-related	risks	
and	proactively	develop	mitigation	strategies	

•  Limited	Choice	

•  Ethical	&	Societal	Risks	
•  Open	Data	Requirements	

•  Vendor	Management	

•  Public-Private	Partnerships	
•  Equity	

Issues	

•  City	Connectivity	
•  Infrastructure	Sensors	
•  Data	Analytics	

•  Public	Transportation		
•  Civic	Identity	Management	

•  And	more…	

Scope	

Solution	



Smart	Cities	



Connected	Cars	
•  Consumer	Guide	to	the	Connected	Car	
•  Comments	to	NHTSA	Automated	Vehicle	Guidance	
•  Analysis	of	PII	in	the	car	



Connected	Cars	



Student	Data	
•  Student	Data	Privacy	Pledge:	350+	companies	commit	to	specific	legal	

protection	of	student	data	
•  FERPA	Sherpa:	Parents’	and	Educators’	guides	to	student	privacy	
•  K-12	and	Higher	Education	Working	Groups	
•  Ongoing	studies	regarding	beneficial	student	data	uses	



Location	&	Ad	Tech	
•  Mobile	Location	Analytics	Code	of	Conduct	
•  In	progress:	Ad	Tech	Due	Diligence	Guide	
•  Research	on	cross-device	tracking,	state	management,	and	precise	

geolocation	data	collection	



Internet	of	Things	
Several	reports	and	ongoing	research	projects:	
•  Best	Practice	Guide	for	Wearable	Devices	
•  Privacy	Implications	of	Microphones	in	the	Home	
•  Drones	&	Privacy	by	Design		
•  Kids	&	the	Connected	Home	



Consumer-business	dialogue	leads	to	
privacy	tech	innovations.	

I	only	send	audio	back	to	Amazon	
when	I	hear	you	say	the	wake	word.		
For	more	information,	and	to	view	
Amazon’s	privacy	policy,	visit	the	
help	section	of	your	Alexa	app.	

Alexa,	are	you	
spying	on	me?	



Will	Europe	Set	the	Agenda?	

• May	2018	Effective	Date	of	the		new	General	Data	
Protection	Regulation	

•  Major	rights	backed	up	by	significant	penalties	

•  Extra-territorial	
•  Platforms	build	services	globally.	

	

PLUS:	May	2018	–	ePrivacy	regulation,	still	draft,	regulating	the	
Internet	of	Things,	cookies,	tracking	devices,	over	the	top	services.			



States	and	Cities	Will	Set	The	Agenda	
	
	
	
	
	

Student	Privacy	Law	
	
Facial	Recognition	and	Biometrics	
	
Location	Track	
	
Right	to	Be	Forgotten	
	
Attorneys	General,	Class	Action	Bar,	and	local	commissions.	



Thank	You!	

•  www.fpf.org	
•  @futureofprivacy	
•  @JulesPolonetsky	

Jules	Polonetsky	
CEO,	Future	of	Privacy	Forum	

Visit	our	site:	http://www.fpf.org		


