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Goal	

To	support	researcher	inves/ga/ons	of	so4ware	
development	security	prac/ce	adherence	by	
building	and	valida/ng	a	set	of	security	prac/ces	
and	adherence	measures	through	literature	
review	and	survey	data	analysis	
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Research	Ques/ons	

•  	RQ1:	What	so4ware	development	security	
prac/ces	are	used	by	so4ware	development	
teams?	

•  RQ2:	Does	security	prac/ce	adherence,	as	
measured	by	Ease	of	use,	Effec/veness,	and	
Training,	correlate	with	so4ware	development	
security	prac/ce	use?	
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RQ1:	What	prac/ces?	
Methods	

•  Literature	review	of	four	lists	of	
recommended	so4ware	development	security	
prac/ces	(BSIMM,	SDL,	SAFECode,	OWASP	
CLASP),	to	iden/fy	common	security	prac/ces.	

•  Surveyed	11	open	source	projects	based	on	
the	prac/ces	we	iden/fied.	
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RQ1:	What	prac/ces?	
Classifica/on	

•  For	each	security-related	ac/on	described	in	
one	of	our	source	documents,	we:	
– Categorize	the	ac/on	taken	as	a	Prac-ce	
–  Iden/fy	Ar-fact	Affected	by	the	ac/on	
–  Iden/fy	Ar-fact	Referenced	by	the	ac/on	
–  Iden/fy	the	Verb		
–  Iden/fy	Role	of	person	to	apply	the	prac/ce	
–  Iden/fy	the	life	cycle	Phase	during	which	the	
ac/on	takes	place	
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RQ1:	What	prac/ces?		
Classifica/on	Example	1	

•  Prac/ce:	“Apply	Secure	Coding	Standard”	
–  BSIMM:	“Use	Coding	Standards”	
–  SAFECode:	“Avoid	String	Concatena/on	for	Dynamic	
SQL	Statements”	

– MS	SDL:	“NULL	out	freed	memory	pointers	in	code”	
– Ar-fact	Affected:	Source	Code	
– Ar-fact	Referenced:	Coding	Standard	
– Verb:	Apply		
–  Role:	Developer	
–  Phase:	Implementa/on	
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RQ1:	What	prac/ces?		
Example	2	(Excluded	prac/ce)	

•  Excluded:	“Develop	an	opera/ons	inventory	of	
applica/ons”	(BSIMM)	
– Ar-fact	Affected:	Opera/ons	Inventory	
(Applica/on	Porholio)	

– Ar-fact	Referenced:	So4ware	Applica/ons	
– Verb:	Develop	
– Role:	Manager,	Project	Manager	
– Phase:	Opera/ons	
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RQ1:	What	prac/ces?	–		
Classifica/on	Results	
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Prac/ces	in	the	So4ware	Life	Cycle	
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Example	Prac/ce	Defini/on	
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RQ1:	What	prac/ces,	actually?		
Survey		

•  How	does	our	list	compare	with	what	
so4ware	development	teams	actually	do	for	
the	sake	of	security?	

•  Developed	a	survey	instrument	to	collect	
security	prac/ce	adherence	data	at	the	level	
of	the	so4ware	development	team.	

•  Survey	security-focused	so4ware	
development	teams	
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RQ1:	What	prac/ces?		
Survey	Demographics	
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“How	o4en	do	you	engage	in	the	
following	ac/vi/es?”	
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RQ2:	Prac/ce	adherence?		
Theory	
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RQ2:	Prac/ce	Adherence	

•  RQ2:	Does	security	prac/ce	adherence,	as	
measured	by	Ease	of	use,	Effec/veness,	and	
Training,	correlate	with	so4ware	development	
security	prac/ce	use?	
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RQ2:	Prac/ce	adherence?		
Hypotheses	

•  Ease	of	use	affects	frequency	of	use	of	
so4ware	development	security	prac/ces.		

•  Effec/veness	affects	frequency	of	use	of	
so4ware	development	security	prac/ces.		

•  Training	affects	frequency	of	use	of	so4ware	
development	security	prac/ces.		
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“This	prac/ce	is	easy	to	use”	
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“This	prac/ce	assists	in	preven/ng	
and/or	removing	vulnerabili/es”	
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“I	have	been	trained	in		
the	use	of	this	prac/ce”	
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“I	have	been	trained	in		
the	use	of	this	prac/ce”	

Survey	respondent:	"I	would	remove	security	
training.	Classroom	knowledge	delivered	via	
lecture	is	useless	at	best.	Experien/al	
knowledge	and	mentorship	through	hands	on	
experience	is	the	only	way	to	learn.	Academics	
have	trouble	with	this	one,	but	it	is	true.	Sorry.”	
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RQ2:	Prac/ce	adherence?		
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Limita/ons	
•  Our	source	lists	of	security	prac/ces	are		biased	toward	
large	organiza/ons	

•  Our	prac/ce	list	and	vocabulary	was	developed	by	a	
very	small	group,	may	need	refinement	

•  Very	low	survey	response	rate	(<	2%)	
–  Our	prac/ce	defini/ons	may	be	unfamiliar	
–  Our	survey	ques/ons	and	instrument	may	need	
refinement	

–  ‘Your	email	states:	"the	survey	is	anonymous	and	your	
responses	cannot	be	associated	with	you"	but	then	survey	
ask	for	project	names	and	github	URLs.	This	would	clearly	
deanonymize	me.’	
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Summary	

•  Developed	a	list	of	core	so4ware	
development	security	prac/ces	

•  Surveyed	11	so4ware	development	teams,	
found	evidence	for	use	of	these	so4ware	
development	security	prac/ces	

•  Developed	a	set	of	prac/ce	adherence	metrics	
•  In	our	data,	training	correlated	with	increased	
prac/ce	use	
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