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The Growing Threat to Industrial Control Systems



False Data Injection Attacks (FDI) 
Actuator or Sensor attacks



There is a lot of Work on Physics-Based 
Anomaly Detection (PBAD) to prevent FDI



PBAD uses Physical Models with Statistics



Key Insights of our Paper

• Previous work leverages only the sensors that are already in place for 
operations of the system. 
• These sensors only measure a limited number of physical quantities
• Our idea: hidden sensor measurements
• Add new sensors to measure new physical quantities
• These sensors are not used for operations, only for security
• They can even be used for attack-response
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Industrial Control Systems

• ICS are typically composed by multiple 
control loops. 

• The dynamics of a physical process 
can be summarized as

• 𝑥 𝑡 : System states (e.g., pressure, 
temperature)

• 𝑦 𝑡 : measurable variables.
• 𝑢(𝑡) control command



Hidden Sensors and Correlation

• Measurable variables can be divided into
• Set of operational sensors used to compute control commands 𝑢!
• Set of physical quantities that can be potentially measured

• Attacks in 𝑦!, for  𝑖 ∈ 𝐼"# will cause variations in 𝑢!, which will lead 
the system to deviate from its nominal operation. 
• An attack in an operational sensor can be reflected in a hidden one. 

• We can compute the correlation coefficient to find, for each visible 
measurement 𝑦!, a group of correlated hidden sensors 𝑦$ for  j ∈ 𝐼%&
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Multi-Variable attack-Detection

• For each operational sensor, there is 
an MVD.
• MVD computes a prediction based 

only on 𝑦! and a group of correlated 
hidden sensors (e.g., 𝑦$%& , 𝑦'%&)
• In order to generate stealthy 

attacks, it would be necessary to 
compromise 𝑦! as well as 𝑦$%& , 𝑦'%& .
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System Reconfiguration for Attack Response

• From a correlated hidden sensor 
𝑦$!, we can estimate the 
operational sensor 
• When an attack is detected, 𝑦! is 

replaced by (𝑦!.
• This guarantees the system 

continues operating while 
avoiding the impact of the attack
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Case Study: NIST Cybersecurity for Manufacturing Systems Testbed
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• Classical Control Exemplar based on a 
real-world chemical reaction system.
• Use in security in our earlier work*

• Ricker’s control algorithm. 
• Uses only 11 measurements for operations
• But there are 42 possible measurable physical

quantities

• Using correlation analysis, we can identify 
which of these unused physical quantities 
are correlated to our critical values

Tennessee Eastman Process

*Huang, Yu-Lun, et al. International Journal of Critical Infrastructure Protection. 2009.
*Cárdenas, Alvaro A., et al. ASIACCS 2011.



• Using system 
identification we 
obtain 
Hammerstein-
Weiner models and 
use them to 
compute 
correlation 
coefficients to find 
hidden 
measurements; 
e.g., 
• Reactor pressure 

is correlated to 
unmeasured 
product separator 
pressure.

Hidden Measurements Found in Different
Control Loops



State-of-the-art Works well for non-stealthy attacks

• Control loop: Reactor 
pressure (𝑦() and purge 
rate (𝑢)).
• A predictor is constructed 

only with 𝑦( and 𝑢).
• Bias attack in reactor 

pressure (𝑦() is easily 
detected.



• For a detection mechanism that 
uses only reactor pressure, a 
stealthy attack causes a shut down. 

• However, an MVD that also 
includes the product separator  
pressure (𝑦*+) can detect this 
attack.
• The correlation index between 𝑦(

and 𝑦*+ is 0.96

Hidden Measurements Can Detect “stealthy” 
attacks to state-of-the-art proposals



• In the previous slide we assume the
attacker does not know our hidden
measurement
• But if an attacker knows our hidden 

measurement and wants to remain 
undetected, it can launch a strong 
stealthy attack 

• However, a strong-stealthy attack 
for an MVD has a small impact on 
the system (the pressure never 
reaches unsafe levels, as in the 
slide before)

Hidden Measurements Can Limit
Strong Stealthy Attacks



Hidden Measurements can be used for Attack 
Response
• From a correlated hidden 

sensor 𝑦$!, we can estimate 
the operational sensor 
• When an attack is detected, 
𝑦! is replaced by (𝑦!.
• The mitigation strategy 

offers a second layer of 
security.



• Should we just create a full 
model with all possible 
physical quantities?
• Not necessary

• We can estimate the impact of 
“strong” stealthy attacks 
• In this case an MVD with 

sensors 𝑦", 𝑦#$, appear to be 
enough
• 𝑦#% might not be needed

How Many Hidden Sensors are Good Enough?



Conclusions

• Hidden Measurements Can
• Help us detect attacks that cannot be detected using state-of-the-art 

proposals
• Limit the impact of stealthy attacks from attackers that know of our “hidden” 

measurements
• Provide new measurements to respond to attacks

• Limitations:
• Trust model, we assume these hidden sensors are not compromised


