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Introduction Background Our Prior Works Proposed Research

What is Bluetooth Low Energy

Power Consumption: High 
Communication Distance: Short (10+ m)

Power Consumption: Low
Communication Distance: Long (100+ m)
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Bluetooth Low Energy Communication

Device OS App

Broadcast

1. Request for scan

2. Notify

3. Identify target 
device

4. Connect

Authentication (Pairing)

10. Communication 

9. Authentication (App level)
Mis-Bonding [NZD+14];

BadBluetooth [XDL+19]

Gattack [Jas16]; 

5.Start pairing

6.Pairing feature exchange 

(Negotiate key entropy and elliptic curve)

7. Authentication and encryption

8. Key distribution (e.g. IRK)

KNOB[ATR19] BIAS [ATR20]

Crackle [Rya13]

Frankenstein [RCGH20]

Co-Located Attacks  [SB19]

BL
ES

A 
[W

N
K+

20
b]

BlueShield [WNK+20]

Downgrade Attack [ZWD+20]

BLE-Guardian [KKS16]

BLEScope [ZWLZ19]

BAT Attack [ZL22]

PE/NC Pairing Analysis [JZL23]

Confusion Attack [TPF+22]
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Device OS App
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Confusion Attack [TPF+22]

The goal of this project is to systematically uncover the attacks via formal methods
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Mathematical Proof: A Simple Example

Assume a set of even integers
E = {...,−2, 0, 2, 4, ...}

And a set of odd integers
O = {...,−1, 1, 3, 5, ...}

Property (Lemma)

P = “Elements of E and O are distinct”
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Introduction Background Our Prior Works Proposed Research

Mathematical Proof: A Simple Example

Math Algebra

E = 2x for x ∈ Integer
O = 2y + 1 for y ∈ Integer

Proof by Contradiction

not P = “There exist some common
elements among E and O”
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Mathematical Proof: A Simple Example

Proof

Start with assuming for some x and y
2x = 2y + 1 holds true
⇒ 2(x− y) = 1
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Introduction Background Our Prior Works Proposed Research

Mathematical Proof: A Simple Example

Possible Sub-Cases
of X-Y

Generally known axioms
(Generalized
Constraint Resolution Methods)

applying axioms to
2(x-y) = 1

Conclusion
(Contradicting
all not P system states)

0 0 is the only neutral difference of Inte-
gers

2*0=1 Contradict

negatives all negatives differences of integers are
-1 or less {..., -3, -2, -1}

2*(-1 or less)= 1 Contradict

positive all positive differences of Integers are 1
or more {1, 2, 3, ...}

2*(1 or more)= 1 Contradict

4 / 15



Introduction Background Our Prior Works Proposed Research

How does Protocol Verification (Tamarin) Work?

Cryptography
Theory

Tamarin

SAT Solver

explanations
conflicts
lemmas
propagations

assertions

● Dec(Enc(msg, key)) = msg
● Sign(msg, privKey)     = Verify(msg, pubKey)
● Adversary Replay

… 

● Find next proof requirements 
● Choose which SAT problems to solve first
● Convert problem algebra theory into SAT problems

… 

● Does SAT problem have a solution?

x1 ^ x2 ^ x3
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How does Protocol Verification (Tamarin) Work?

x1 ^ x2 ^ x3
Client received a 
secret

Can attacker derive 
the secret?

Without obtaining 
Server’s private key
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(Privacy) How to Avoid Being Tracked: MAC Address Randomization

Type rand Hash 

01（2bits） 0x00…3（22bits） 0x00…04（24bits） 

Identity Resolving Key (irkp) Identity Resolving Key (irkc) 

(I) RPA Generation (II) RPA Resolution 

Type rand Hash 

01（2bits） 0x00…3（22bits） 0x00…04（24bits） 
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Our Downgrade Attacks against Bluetooth Low Energy [USENIX’20]

Mobile Fake Station Station 

2.Security feature exchange  

1.Start authentication 

3. 2G Authentication  

4. Disconnect 

4. Communication 
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Mobile Fake Device Device 
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1.Start pairing 

3. Weak Authentication  

Just Works 

4. Disconnect 

4. Communication 

7 / 15



Introduction Background Our Prior Works Proposed Research

Our Downgrade Attacks against Bluetooth Low Energy [USENIX’20]

Device Mobile/OS App 

 Paired with a secure pairing method (Passkey 
Entry/Numeric Comparison) 

7 / 15



Introduction Background Our Prior Works Proposed Research

Our Downgrade Attacks against Bluetooth Low Energy [USENIX’20]

Device Mobile/OS App Fake Device 

 1.Impersonate the victim 
device and deploy attacks 

against the mobile 

 Paired with a secure pairing method (Passkey 
Entry/Numeric Comparison) 

7 / 15



Introduction Background Our Prior Works Proposed Research

Our Downgrade Attacks against Bluetooth Low Energy [USENIX’20]

Device Mobile/OS App Fake Device 

 1.Impersonate the victim 
device and deploy attacks 

against the mobile 

2.Use the stolen 
information (i.e., 

IRK) to create a Fake 
mobile 

 Paired with a secure pairing method (Passkey 
Entry/Numeric Comparison) 

7 / 15



Introduction Background Our Prior Works Proposed Research

Our Downgrade Attacks against Bluetooth Low Energy [USENIX’20]

Device Mobile/OS App Fake Device 

 1.Impersonate the victim 
device and deploy attacks 

against the mobile 

Fake Mobile 

2.Use the stolen 
information (i.e., 

IRK) to create a Fake 
mobile 

 Paired with a secure pairing method (Passkey 
Entry/Numeric Comparison) 

7 / 15



Introduction Background Our Prior Works Proposed Research

Our Downgrade Attacks against Bluetooth Low Energy [USENIX’20]

Device Mobile/OS App Fake Device 

 1.Impersonate the victim 
device and deploy attacks 

against the mobile 

Fake Mobile 

2.Use the stolen 
information (i.e., 

IRK) to create a Fake 
mobile 3. deploy attacks 

against the device 

 Paired with a secure pairing method (Passkey 
Entry/Numeric Comparison) 

7 / 15



Introduction Background Our Prior Works Proposed Research

Our Downgrade Attacks against Bluetooth Low Energy [USENIX’20]

The Tested BLE devices 
MITM attack against BLE keyboards 

CVE-2020-9770 
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Our BAT Privacy Attacks [CCS’22]: Allowlist-based Side Channel

Computer Security Laboratory 

58:D7:8E:C7:8e:31 

NO. Time Source Destination TYPE 

1 00:00:04 58:D7:8E:C7:8e:31 Broadcast ADV_IND 
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8 ...
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Using Protocol Verification to Identify Confusion Attacks [NDSS’23]
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Y/N?Numeric 
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Using Protocol Verification to Identify Confusion Attacks [NDSS’23]

Device AI
DH Keys: skAI, pkAI

Device B
DH Keys: skB, pkB

pkAI
pkB

Verify cr 

Feature Exchange  
(AI, B, IOcapA, IOcapB)

Nonce nb
cr ← CMAC{pkB, pkAI, 0}nb

na
nb

Confirm Passcode
KNC ← CMAC{pkAI, pkB, nb}na

cr

NC Authentication Phase 1

Confirm Passcode
KNC ← CMAC{pkAI, pkB, 
nb}na

Device A
DH Keys: skA, pkA

Device BI
DH Keys: skBI, pkBI

pkA
pkBI

KDH-ABI ← 

gskA*pkBI
KDH-ABI ← 

gskBI*pkA

Feature Exchange 
(A, BI, IOcapA, IOcapB)

Enter passcode KNC

Show passcode KNC

Loop 1

Loop 2

Iterate for 20 loops

Authentication Phase 2

PE Authentication Phase 1

Key Calculation

Synchronize 
Delay

KDH ← gskB*pkAI

Authentication Phase 2

Key Calculation

KDH-AII ← gskAI*pkB
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Using Protocol Verification to Identify Confusion Attacks [NDSS’23]

Numeric 
Comparison

Passkey
Entry
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Using Protocol Verification to Identify Confusion Attacks [NDSS’23]

static passcode 
across sessions

static passcode 
across threads

passcode 
leak

reflection & 
typing 

check miss 

human error and
parallel NC pairingGhost Attack

Method Confusion 
Attack

Static Passcode Attack

Reflection Attack 

Group Guessing Attack

Robust 
Formal 
Model
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Task 1: Developing a Formal Model for Full Spectrum of the Protocols

PERIPHERALCENTRAL

CENTRAL
PER’Ls

CENTRAL

PERIPHERAL

CENTRAL PER’L
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Task 2: Developing a Formal Model for All Pairing Methods (Security)

(II) PE Authentication Phase 1

Device A

DH Keys: skA,pkA, 

Device B

DH Keys: skB,pkB, 

A, B, IOcapA, IocapB

(I) Feature Exchange 

pkA, pkB

(II) Authentication Phase 1

Enter/Show passcode KPE Enter/Show passcode KPE

20 Loops

crax = CMAC{pkA, pkB, K
x
PE}nax

crbx = CMAC{pkA, pkB, K
x
PE}nbx

nax , nbx

Verify crbx Verify crax

20 Times

KDH   ← g
skB*pkA

KMAC ← CMAC{0, na20, nb20, A, B}Kdh 

LTK ← CMAC{1, na20, nb20, A, B}Kdh

KDH   ← g
skA*pkB

KMAC ← CMAC{0, na20, nb20, A, B}Kdh 

LTK ← CMAC{1, na20, nb20, A, B}Kdh

(III) Key Calculation

(IV) Authentication Phase 2

eb = 

CMAC{nb20, na20, ra, IOcapB, B, A}KMAC

Verify ea Verify eb

Device A, User UA

DH Keys: skA,pkA, 

Enter/Show passcode KPE

(I) Feature Exchange 

A, I, IOcapA, IocapI

pkA

pkI

(II) Authentication Phase 1

Device I, Intruder  I

DH Keys: skI,pkI, 

Device B, User UB

DH Keys: skB,pkB, 

B, I, IOcapB, IocapI

pkI

pkB

(I) Feature Exchange 

(II) Authentication Phase 1

Enter passcode KX (Unknown)

 CMAC{pkA, pkI, KPE}na

CMAC{pkA, pkI, KX}ni

na , ni

Show passcode KPE 

cri = CMAC{pkB, pkI, KPE}ni

Enter/Show passcode KPE

crb = CMAC{pkB, pkI, KPE}nb

 cri, crb, ni, nb

(III) Key Calculation (✓)

(IV) Authentication Phase 2 (✓)

Decrypt CMAC{pkA, pkI, KPE}na

Enter/Show passcode KPE

crb = CMAC{pkB, pkA, KPE}nb

cra, crb，na, nb

(III) Key Calculation (✕)

(IV) Authentication Phase 2 (✕)

Replay cra=CMAC{pkA, pkB, KPE}na,na

Abort

Case I

Case II

Delay

Device A, User UA

DH Keys: skA,pkA, 

Enter/Show passcode KPE

(I) Feature Exchange 

A, BI, IOcapA, IocapI

pkA

pkBI

Device BI

DH Keys: skBI,pkBI, 
Device B, User UB

DH Keys: skB,pkB, 

(I) Feature Exchange 

AI, B, IOcapA, IocapB

pkAI

pkB

Device AI

DH Keys: skAI,pkAI, 

(II) NC Authentication Phase 1

crb = CMAC{pkB, pkI, KPE}nb

na, nb, crb

Verify crb

Confirm Passcode

KNC = CMAC{pkB, pkI, KPE}nb

Confirm Passcode

KNC = CMAC{pkB, pkI, KPE}nb

ea =

CMAC{na20, na20, rb, IOcapA, A, B}KMAC

Confirm Passcode

KNC = CMAC{pkB, pkI, KPE}nb

(III) Key Calculation (III) Key Calculation

20 Loops

(IV) Authentication Phase 2 (IV) Authentication Phase 2

Initiator Responder

NC Pairing

Show Passcode Enter Passcode

Static Passcode Random Passcode

PE Pairing

Roles

User Intruder

Devices

Pairing Roles

Methods

PE Features

Intruder

UserN

User1

User2

Rule 1: The users are 

not allowed to access 

devices of others

Rule 2: Intruder may 

access to user-devices 

via vulnerabilities

Rule 3: Access control 

for protocol process 

of each user/intruder 

is controlled by fact 

binding.

Device A, User UA

DH Keys: skA,pkA, 

(I) Feature Exchange 

pkA，pkI

(II) Authentication Phase 1

Enter passcode 

KX (Unknown)

 CMAC{pkA, pkI, K
1
PE}na

CMAC{pkA, pkI, KX}ni

Guess K1PE

1 
st
 loop

(I) Feature Exchange 

pkA，pkI

(II) Authentication Phase 1

Enter passcode 

K1PE (Replayed)

 CMAC{pkA, pkI, K
2
PE}na

CMAC{pkA, pkI, KX}ni

Guess K2PE

2
nd

 loop

1st Loop Passed

(I) Feature Exchange 

pkA，pkI

(II) Authentication Phase 1

Enter passcode 

K
21
PE (Replayed)

 CMAC{pkA, pkI, K
21
PE}na

CMAC{pkA, pkI, KX}ni

20 Loops

(III) Key Calculation (✓)

(IV) Authentication Phase 2 (✓)

Launch 21 Threads

…

…

21 Devices

18 Devices Guessing

Device A, User UA

DH Keys: skA,pkA, 

Enter passcode KPE

(I) Feature Exchange 

A, I, IOcapA, IocapI

pkA

pkI

(II) Authentication Phase 1

Device I, Intruder  I

DH Keys: skI,pkI, 

Device B, User UB

DH Keys: skB,pkB, 

B, I, IOcapB, IocapI

pkI

pkB

(I) Feature Exchange 

(II) Authentication Phase 1

Enter passcode KX (Unknown) Show passcode KPE

 CMAC{pkA, pkI, KPE}na

CMAC{pkA, pkI, KX}ni

na , ni

20 Loops

(III) Key Calculation

(IV) Authentication Phase 2

Abort Leak

Send Passcode

Disconnect

Show Passcode

Enter Passcode

PE Pairing Initiator PE Pairing Responder

(III) Key Calculation

20 Loops

(IV) Authentication Phase 2

(I) Feature Exchange 

(II) Authentication Phase 2

Send Passcode

Disconnect

Show Passcode

Enter Passcode

(III) Key Calculation

(IV) Authentication Phase 2

(I) Feature Exchange 

(II) Authentication Phase 2

PE Pairing Initiator PE Pairing Responder

PE Pairing Initiator PE Pairing Responder

(III) Key Calculation

(IV) Authentication Phase 2

(I) Feature Exchange 

(II) Authentication Phase 2

Show Passcode

Enter Passcode

Nonce ni Nonce nb

Nonce na Nonce ni

Nonce nb

…

Device I1, Intruder  I

DH Keys: skI,pkI, 

Device I2, Intruder  I

DH Keys: skI,pkI, 

Device I21, Intruder  I

DH Keys: skI,pkI, 

 CMAC{pkA, pkB, KPE}na

CMAC{pkA, pkB, KX}ni

Abort

Case II

Replay pkB Replay pkACase II

Roles

User Intruder

Devices

PE Pairing NC Pairing JW Pairing OOB Pairing

Pairing Methods
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Task 3: Modelling Linkability of BLE Devices for Privacy

Computer Security Laboratory 

Alice’s 
phone 

Bob’s 
phone 

T1: 52:09:4A:87:0A:A1 

T2: 52:09:4A:87:0A:A1 
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Task 3: Modelling Linkability of BLE Devices for Privacy

Privacy

ContentContextual

Anonymity

Unlinkability

Unobservability 

Pseudonymity

Secrecy

Access Control

Integrity
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Task 3: Modelling Linkability of BLE Devices for Privacy

▶ Unlinkability implies that an
attacker cannot relate multiple
observations of user actions.

▶ Proposed Solution: Using
Observational Equivalence
▶ Finding differences between all

possible execution traces of two
annotated systems: left and right.

Privacy

ContentContextual

Anonymity

Unlinkability

Unobservability 

Pseudonymity

Secrecy

Access Control

Integrity
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Task 4: Integrating Formal Verification into the Supply-chain

Bluetooth
Specification

Formal Model
Development

Vendor Integration

Application
Development

IoT Lifecycle
Management

Update with Specification Changes

Integration and Verification
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Deliverables

1 Formal models of the Bluetooth protocol: Complete formal models for the
Bluetooth Low Energy protocol, covering its various aspects, including device
pairing, authentication, and communication.

2 Analysis of the discovered vulnerabilities: A report detailing the identified
vulnerabilities in Bluetooth, based on the formal models developed.

3 Open-source implementation: A prototype implementation of the proposed
security enhancements for the Bluetooth protocol, released as an open-source
project for the community.

4 Research publications: Publish findings in peer-reviewed venues to contribute to
the global knowledge base on Bluetooth IoT security and privacy.
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