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Smart Grid of Power Systems
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- Advanced control methods, such as
distribution automation
- Improved interfaces, such as
distribution system modeling software

Source: United States Government Accountability Office,
“Electricity grid modernization, GAO-11-117, January 2011.
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Challenge

Guidelines and directives are presented in text form.
* Difficult to aggregate and integrate across guidelines.

Analytics for Smart Grid Cybersecurity
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ldentify essential system elements
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Create network view from reference model
to examine dependencies among system
elements, to examine implications of
guidelines for Smart Grid and
Cybersecurity.

Risk Identification

Assessment,
Quantification &
Mitigation*

Utilize exploratory tools, databases and
network views to situate vulnerabilities of
system elements and analyse system-wide
Impacts on the smart grid using network
vViews.

Network View of NIST Guidelines from DSM
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e User is passive reader, focuses on checklist.

Node Colour

* Even low hanging fruit may not be obvious. *Not included in thisposter. b Node Size _Cefirality of the node in theynetwork. ~

Text form contains critical information not accessible by reading, “Tinewidth  Counot conmended soesleeifamerts

e Textimpedes locating interactions, feedback, specialized views, etc.. Key elements of linked data. Edge Colour Impact Level on the logical ifiterface for a security objective.

* Important opportunities and potential benefits are “lost”. belongsto  connects belongs to has : ” _

* Loss creates opportunity costs. w - p— P r— Securiy Focu on |sk Identlflcatlon andAssessment _

Opportunity costs impact the enterprise. lignEtes Category MUIEmE Below Is a view of the NIST securityobjectives and Impact levels presented in terms of

+ Impact managers, security experts, and policy analysts who deal with text Y s I eRnierage, hes network representation. This is a disaggregated perspective that shows the differences
’ ! Impact level | | Category Type among security objectives and impact levels.

 Undermine the full value effectiveness of guidelines and directives.
* Impede realization of full realization of expected benefits.

Impact Levels

Design Structure Matrix of NIST Guidelines
Solution Strategy: Analytical Methods to Identify,
Assess, Quantity & Mitigate Cybersecurity Risks.

Leverage Text Guidelines for Smart Grid Cybersecurity
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Implementation of
Capability Maturity Models
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NIST 800:53

NISTIR 7628 R1
Guidelines

Other Documents

Cells contain the following information based on four set of information
provided in NISTIR- 7628 on:

Logical Interface between any two actors

T

A supported the
development of B

— DoE C2M2 —

NIST 1108R3

Logical Interface Categories based on Interface attributes.

DoE C2M2 Guide

- B are forms of A

Availability

NIST CVSS 3.0

Impact Level of Logical Interface for three Security Objectives.

Count of Security Requirements applicable for each Logical Interface.
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