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Medical device interoperability

- heterogeneity
- complexity & scale
- no central control
- evolution 

Photo by National Cancer Institute on Unsplash

The ability to safely, securely, and effectively exchange 
and use information among one or more devices, 
products, technologies, or systems. [FDA] h"ps://www.fda.gov/medical-devices/digital-health-

center-excellence/medical-device-interoperability

https://unsplash.com/@nci?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/82BHTkmkDfU?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://www.fda.gov/medical-devices/digital-health-center-excellence/medical-device-interoperability
https://www.fda.gov/medical-devices/digital-health-center-excellence/medical-device-interoperability
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Levels of interoperability 

Connectivity Format Meaning Use

[HIMSS] h)ps://www.himss.org/resources/interoperability-healthcare
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Medical Interoperability & Safety

A significant percentage of patient safety events (PSEs) have been 
attributed to interoperability issues: 
- How et al. (2018) 18.1% (Pennsylvania Patient Safety Authority)
- Leading categories: medication, laboratory, radiology

Li E, Clarke J, Ashrafian H, Darzi A, Neves AL. The Impact of Electronic Health Record Interoperability 
on Safety and Quality of Care in High-Income Countries: Systematic Review. J Med Internet Res. 2022 
Sep 15;24(9):e38144. doi: 10.2196/38144. PMID: 36107486; PMCID: PMC9523524.
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Conformance Profiles

A pivotal component in the conformance process

major CP
revision
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Challenge: Assurance of CPs
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Case Study: British 
Columbia Clinical Document 
eXchange
(CDX)
Conformance Profile and suppor2ng 
documents at bccdx.ca

LEADLAB R&D project with PHSA and 
OSCAR EMR

R: Safe interoperability by Design

D: Develop CDX for OSCAR
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Research Question
Is hazard analysis at the level of
Conformance Profiles possible and 
effective?
(i.e., without assumption about the design of a particular medical device)

 Selected STPA for suitability to early lifecycle analysis
 N. G. Leveson, Safety Analysis in Early Concept Development and Requirements 

Generation, INCOSE Int. Symp., vol. 28, no. 1, pp. 441–455, 2018

 Tailored method to evaluate interoperability 
conformance profiles (STPA-ICPA) 
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STPA-ICPA Method Overview
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System-Level 
Control 
Structure

Example:
e-Referral

Losses:
[L1] patient is harmed
[L2] patient’s harmful condition is not 
improved

«Process»
Patient Health

Process Models:
- Patient Health Process

«Controller»
Primary Care Giver

Hazards:
[H6] incomplete / incorrect report
[H7] wrong / missing report target
[H8] wrong / missing recipient
[H9] delayed / missing report
Constraints:
[C6] timely delivery of report
[C7] report well-formed & consistent
[C8] semantically correct & complete
[C9] report target is valid
[C10] report recipient is valid

«Sensor»
Reporting

Process Models:
- Patient Health Process

«Controller»
Secondary Care Giver

Hazards:
[H1] incomplete / incorrect order
[H2] wrong / missing order target
[H3] wrong / missing recipient
[H4] delayed / missing order
[H5] duplicate order
Constraints:
[C1] timely delivery of order
[C2] order well-formed & consistent
[C3] semantically correct & complete
[C4] order target is valid
[C5] order recipient is valid

«Actuator»
Ordering

intervention!

observation?

intervention!

observation?
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Decomposition of Order Actuator

* bold frames are elements of the interoperability infrastructure
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Extraction of Target Controller Constraints
• 42 safety-relevant constraints in 62 conformance statements
• Statements may be mandatory (SHALL), recommended

(SHOULD), or optional (MAY)
• Assign to controller and control action / feedback



14Assuring safe interoperability of medical systems through Conformance Profiles:  Opportunities and Challenges               Jens Weber                  SCC 2023

Extraction of Infrastructure Controller 
Constraints• More difficult, since infrastructure spec is less structured
• Extracted 11 safety-relevant constraints

– 2 of them cannot be enforced by the infrastructure (!)



Control Structure after adding 
extracted control actions & feedback 
signals



Iden<fica<on of Unsafe Control Ac<ons (UCAs)

Identified 74 UCAs



IdenAfy Loss Scenarios & align constraints 

-> idenAfy missing / incorrect constraints

17
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Hazard analysis identified 22 missing constraints 
and 5 incorrect ones 
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Summary of Analysis Results
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Work Experience and Effort
e-referrals are just one of seven bidirectional clinical 
workflows supported by CDX

Other workflows are similar (as they use the same 
infrastructure and foundational interoperability mechanisms) 
but also have semantic and organizational differences.
 reuse models

Concrete medical devices (like OSCAR) further refine the 
analysis models

 Tool support beyond spreadsheets and text documents
greatly facilitates reuse and traceability
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Candidate STPA Tools
Open Source:
• XSTAMPP (U Stuttgart, Germany)
• STAMP Workbench (IPA, Japan)
• CAIRIS (Bournemouth U, England)
• WebSTAMP (ITA, Brazil)
• FASTEN (Siemens, Germany)

Selected FASTEN (active project, projectional
editor based on JetBrains MPS)
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Extensions to FASTEN to support STPA-ICPA

• Traceability between constraints, UCAs, 
controller actions and feedback.

• All four element types (controllers, actuators, 
sensors, and processes)

• Consistency verification
• Linked loss scenarios
• Full document exports/reports
Oscar Costa’s thesis on FASTEN web site

Source code on Github:
https://github.com/oscarcosta/stpa.icpa.
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Tool greatly
facilitates 
analysis



26Assuring safe interoperability of medical systems through Conformance Profiles:  Opportunities and Challenges               Jens Weber                  SCC 2023

Conclusions
• System-theoretic hazard analysis on Conformance Profiles 

is an effective way to ensure safer interoperability
 Identified several high-profile problems

• Tool support is highly recommended 
 Model reuse, traceability, and consistency checks

• Results of the HA communicated back to PHSA
• Separate HA for OSCAR EMR
• OSCAR has been certified and is in clinical use
• All results of the project available in open source



Thanks

jens@acm.org

SCC 2023
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