
© 2023 Critical Systems Labs Inc

CERN LHC Machine Protection 
Assurance Case Argument –
 Assurance grounded in technical 

understanding rather than process 
compliance

Jeff Joyce, Laure Millet, Chris Reese, and 
Simon Diemert

LM



2
© 2023 Critical Systems Labs Inc

Critical Systems Labs Inc.

LM



3
© 2023 Critical Systems Labs Inc

Abstract
A fundamental question regarding assuring safety of complex critical system is the 
extent to which the structure of an assurance case argument should be shaped 
around a technical understanding of how risk is controlled by the design, in 
contrast to an argument focused on compliance with requirements specified in a 
standard or other form of published guidance.  This difference is sometimes 
referred to as a “product” versus a “process” argument. Through collaboration 
with researchers and technical staff at the University of Toronto, McMaster 
University and the European Organization for Nuclear Research (CERN), Critical 
Systems Labs (CSL) has developed a large assurance case argument for the CERN 
Large Hadron Collider (LHC) Machine Protection System (MPS). This 500+ node 
argument, which is publicly available on the CERN website, is meant to reflect the 
systematic thinking of the CERN technical staff during the development of this 
system that underlies their trust in this complex system. This argument relies on a 
dialectical approach, Eliminative Argumentation, to probe deeply into technical 
details to expose potential doubts and questions that would have surfaced during 
development.
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https://cds.cern.ch/record/1982423/files/221-243%20Schmidt.pdf
https://cds.cern.ch/record/1982423/files/221-243%20Schmidt.pdf
https://cds.cern.ch/record/2854725/files/CERN-ACC-2023-0002.pdf.
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=434805
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A Fundamental Question …

To what extent should the structure of an assurance 
case argument be shaped around a technical 
understanding of how risk is controlled by the 
design?

Process Argument Product Argument
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Process vs. Product
Process Argument

 Driven by compliance with 
requirements of a standard, 
or other guidance

 Primary inputs are typically 
organizations process 
definitions

 Principal contributors are 
often assurance experts 

Product Argument 

 Driven by a technical 
understanding of how risk is 
controlled by the design

 Primary inputs are typically 
engineering artifacts, e.g., 
functional requirements

 Principal contributors are 
Subject Matter Experts (SME)

Unlike a product argument, a process argument can be 
developed with little or no understanding of the technical design
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What does a Product Argument Look Like?
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CERN Large Hadron Collider (LHC)
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“The beam focuses the energy of an aircraft carrier in 
motion down to a width of less than a millimeter.”
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LHC Machine Protection System (MPS)

1. Beam Loss Monitoring System
2. Beam Interlock System
3. Beam Dump System
4. Safe Machine Parameters System
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CERN LHC MPS Background
 Developed over 10 years beginning mid-1990s at 

estimated cost of $200M USD to protect $4.75B USD 
investment

 Depends on many instances of emergent technology 
ranging from high-speed micro-electronics to 
superconducting magnets 

 Key elements were products of R&D collaborations 
between CERN experts and doctoral students

 Lack of non-generic published guidance as a basis for 
assurance

 Anxious not to rely only on past experience with machine 
protection for smaller, substantially less powerful 
accelerators
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CSL @ CERN

 2009-2011 – performed 
series of technical reviews 
for critical MPS components

 2022-2023 – created an 
assurance case argument 
for the LHC MPS in 
collaboration with 
researchers at U of Toronto 
and McMaster, in 
consultation with CERN 
subject matter experts
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LHC MPS Assurance Argument
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LHC MPS Assurance Argument
Two different ways to view a public version of the 
argument - see cslabs.com/cern.pdf for details

CERN website report (PDF, CSV) Browsable on-line access (only until May 12) 
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https://cslabs.com/cern.pdf
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LHC MPS Assurance 
Argument

One of ~100 
argument branches
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C0001 – Level 1

JJ



18
© 2023 Critical Systems Labs Inc

C0660 – Level 3
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C0010 (Level 5)
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Beam Permit Loops
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Eliminative 
Argumentation
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C0030 (Level 7)

SD
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D0031 (Level 9)

SD
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D0559 (Level 12)

SD



25
© 2023 Critical Systems Labs Inc

Links from Argument Details to Artifacts

…
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Key Performance Indicators (KPIs)
 Review of EA defeaters and 

mitigating claims & 
evidence lead to identification of 
KPIs.

 21 KPIs identified total:
 15 lagging
 6 leading

 Using as a case study to 
validate SPI/KPI functions in 
Socrates.
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Leading Indicator: frequency of 
detector failures as reported in 
control room.
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Result and Conclusions
 Captures why the CERN subject matter experts have 

trusted the MPS for nearly 15 years of operational use
 While Eliminative Argumentation didn’t reveal any 

previously unknown vulnerabilities, development of the 
assurance case identified gaps in the existing public 
documentation

 CERN experts were particularly interested in “cross 
cutting” inter-dependencies between sub-systems 
identified by the assurance case argument

 Associated specific elements of the assurance case with 
Key Performance Indicators (KPI)
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More Information
Two different ways to view a public version of the 
argument - see cslabs.com/cern.pdf for details

CERN website report (PDF, CSV) Browsable on-line access (only until May 12) 
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https://cslabs.com/cern.pdf

