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Abstract

A fundamental question regarding assuring safety of complex critical system is the
extent to which the structure of an assurance case argument should be shaped
around a technical understanding of how risk is controlled by the design, in
contrast to an argument focused on compliance with requirements specified in a
standard or other form of published guidance. This difference is sometimes
referred to as a “product” versus a “process” argument. Through collaboration
with researchers and technical staff at the University of Toronto, McMaster
University and the European Organization for Nuclear Research (CERN), Critical
Systems Labs (CSL) has developed a large assurance case argument for the CERN
Large Hadron Collider (LHC) Machine Protection System (MPS). This 500+ node
argument, which is publicly available on the CERN website, is meant to reflect the
systematic thinking of the CERN technical staff during the development of this
system that underlies their trust in this complex system. This argument relies on a
dialectical approach, Eliminative Argumentation, to probe deeply into technical
details to expose potential doubts and questions that would have surfaced during
development.
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A Fundamental Question ...

To what extent should the structure of an assurance
case argument be shaped around a technical

understanding of how risk is controlled by the
design?

Process Argument Product Argument
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Process vs. Product

Process Argument Product Argument

= Driven by compliance with = Driven by a technical
requirements of a standard, understanding of how risk is
or other guidance controlled by the design

= Primary inputs are typically = = Primary inputs are typically
organizations process engineering artifacts, e.g.,
definitions functional requirements

m Principal contributors are m Principal contributors are
often assurance experts Subject Matter Experts (SME)

Unlike a product argument, a process argument can be
developed with little or no understanding of the technical design
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What does a Product Argument Look Like"?
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CERN Large Hadron Collider (LHC)
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“The beam focuses the energy of an aircraft carrier in
motion down to a width of less than a millimeter.”
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LHC Machine Protection System (MPS)

1. Beam Loss Monitoring System

2. Beam Interlock System

3. Beam Dump System

4. Safe Machine Parameters System
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CERN LHC MPS Background

m Developed over 10 years beginning mid-1990s at
estimated cost of $200M USD to protect $4.75B USD
Investment

m Depends on many instances of emergent technology
ranging from high-speed micro-electronics to
superconducting magnets

m Key elements were products of R&D collaborations
between CERN experts and doctoral students

m Lack of non-generic published guidance as a basis for
assurance

m Anxious not to rely only on past experience with machine
protection for smaller, substantially less powerful
accelerators

JJ © 2023 Critical Systems Labs Inc

12



sooSR

= B
CSL @ CERN

m 2009-2011 — performed
series of technical reviews
for critical MPS components

m 2022-2023 — created an
assurance case argument
for the LHC MPS in
collaboration with
researchers at U of Toronto
and McMaster, In
consultation with CERN
subject matter experts
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LHC MPS Assurance Argument

B e e
I~ i
Bomc R o | Senc B
B e | R g B e e o —
o v BT D MO S o 3 T
— o oo = —_ e
— = R Ll e T mp b — o T e e —
e e T e B G S e P S S [ I s —_ [ Ty Tame e s
P a Bem B e S e e B b e e B B o B B e S M — ip — Sl — = e e e
"—“"g“."’f“:—' —o-".—. — —— (e . - [ B o e - T o IEE S e G e o RDD:| e Sewe Rav- B | Bipe
- -— - e P T o P o — = e i o S Prac o [ - @ N i
-— e b - B et — - e e e e o e o) =
- R e W - - - e e e
- .._._.._-' e o e e O B e e 3 - —
W B S e —C T e S T
- S 2 —— —4 B . S
-
v B Node Type Count Percentage
ASSUMPTION 2 04 %
ASSUMPTION
RESIDUAL 9 1.8 %
RESIDUAL
UNDEVELOPED UNDEVELOPED 15 29 %
CONTEXT CONTEXT 27 53%
INFERENCE
INFERENCE 30 59%
STRATEGY
EVIDENCE STRATEGY 32 6.3 %
COMPLETE EVIDENCE 70 138%
DEFEATER COMPLETE 74 145 %
CLAIM
DEFEATER 104 204 %
0 30 60 90 120 150
CLAIM 146 28.7 %
Total 509 100 %
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LHC MPS Assurance Argument

Two different ways to view a public version of the
argument - see cslabs.com/cern.pdf for details
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LHC MPS Assurance
Argument
One of ~100
argument branches
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C0001 — Level 1

C0001

The LHC Machine Protection System (MPS)
protects against damage from potential
beam losses, whilst avoiding unnecessary
interruptions to experiments.

;

X0653

X0002
. . There are a number of acronyms and S0659
Other aspects of LHC machine protection . . . .
. terminology used throughout this EA. A Argue over MPS protection against

(such as magnet quench protection) and ) L . .

link to all the acronym definitions and intolerable beam loss and spurious beam
human safety are excluded from the scope . .

terminology can be accessed via the dumps.

of this argument. artifact linked to this node.

o T~

C0660 C0661

The LHC Machine Protection System (MPS) The LHC Machine Protection System (MPS)
protects against damage caused by rotects against spurious beam dumps,
intolerable beam loss. which could interrupt experiments.

/

17
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C0660 — Level 3

7
C0009

The Beam Loss Monitoring System (BLM
provides timely indications of an
intolerable beam loss within the LHC.

C0660

The LHC Machine Protection System (MPS)
protects against damage caused by
intolerable beam loss.

B>

$S0003
Argue over the responsibilities of each
MPS subsystem.

O

JJ

C0010
The Beam Interlock System (BIS) actively
collects USER_PERMIT signals from User
Systems in the LHC and produces
BEAM_PERMIT statuses and distributes them
to the Beam Dumping System (BDS).

Ccoo11
\Whenever the Beam Dumping System (BDS)
etects the withdrawal of a beam permit,
will fast-extract the beam from the LHC
ing without causing intolerable beam

N

X0130

Intolerable beam loss is defined for the
MPS by CERN as energy levels where loss
could damage any critical component of the
LHC.

S,

C0061
The Safe Machine Parameters (SMP) system
calculates, communicates, and compares
critical parameters to elements of LHC
machine protection.

7

O

loss.
@)

O
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IR0129

If the SMP appropriately sets all the
parameters for MPS subsystems, if the BLMS
correctly detects an intolerable beam

loss, if the BIS communicates beam dump
requests, and if the BDS executes a dump
when a beam loss is detected, then the

larger LHC system is protected from damage
due to intolerable beam loss.

O

18
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o C0010 (Level 5)

coo10

The Beam Interlock System (BIS) actively
collects USER_PERMIT signals from User
Systems in the LHC and produces
BEAM_PERMIT statuses and distributes them
to the Beam Dumping System (BDS).

X0019

The BIS consists of 16 Beam Interlock
Controllers (BIC) arranged in a ring
connected by a redundant pair of beam
loops to transmit beam dump requests in
the clockwise direction and a redundant
pair of beam loops to transmit beam dump
requests in the counter-clockwise
direction.

$0028

Argue over the two primary functions of

the BIS, namely withdrawing Beam Permits
when required and transmitting a beam dump
requests to the Beam Dumping System (BDS)
within a 100 microseconds.

IR0450
The BIS is considered to be operating

C0030

JJ

C0029
The BIS will withdraw the beam permit when
intolerable beam loss is detected.

O

The BIS will transmit loss of the beam
permit to the BDS in less than 100
microseconds.

O

correctly if it withdraws all redundant
beam permits due to intolerable beam loss
and transmits a beam dump request to the
BDS in less than 100 microseconds

© 2023 Critical Systems Labs Inc
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Beam Permit Loops

Beam Dump Beam-1 and Beam-2

4 fibre-optic channels from Point 6
1 clockwise &
1 anticlockwise for each Beam

Arey %
CNS Expacimari

Square wave generated at IP6
-Signal can be cut by any Controller s
-Signal can be monitored by any Controller /

When any of the four signals are /
absent at IP6, BEAM DUMP!

Area ]
o Ceanrg TR TR

Beam-1 / Beam-2 are Independent! .
Beam Interlock Controllers (BIC) /

16 BICs per beam /
- Two at each Insertion Point

z Area 8
CE Expasmar LHE-D Expas

Up to 20 User Systems per BIC
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8 x Both-Beam
6 x Beam-2

Areh 1
ATLAS Egparmect
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i Software Engineering Institute
Carnegie Mellon University

Eliminative Argumentation: A Basis for
Arguing Confidence in System Properties
John B. Goodenough

Charles B. Weinstock
Ari Z. Klein

February 2015

TECHNICAL REPORT
CMU/SEI-2015-TR-005

Software Solutions Division

http/Awww.sei.cmu.edu
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C0030 (Level 7)

C0030

The BIS will transmit loss of the beam
permit to the BDS in less than 100
microseconds.

X0561

The transmission of beam permits and beam
dump requests by the BIS requires a
response time of 100 microseconds because
it is considered to be the range where
Ultra-Fast beam particle losses are caused
by single turn of the beams around the

LHC.

S0654

Argue over a set of foreseeable failure
modes for the transmission of beam dump
request from the BIS to the BDS in less
that 100 microseconds.

D0512
Unless the Beam Loss Signal is not

D0031 D0036 D0438

Unless the beam loop is damaged in a way Unless transmission of the withdrawal of Unless the BIC power fails and thus the .
. : = . . o ) . received by a Beam Interlock Controller
that interferes with the transmission of the beam permit is too slow. (i.e. not beam permit withdrawal signal is not sent o ;
. - - within 70 microseconds of the BLMS
the loss of the beam permit. less than 100 microseconds) or received by the BIC Loop.

detecting high beam loss.

@) @) O

O

22
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Level 9

C0032

There are four separate beam loops (two
for each beam) such that a failure of any
one of the beam loops will cause a
withdrawal of the beam permit and a beam
dump will be requested to the BDS.

D0031

Unless the beam loop is damaged in a way

that interferes with the transmission of
the loss of the beam permit.

S0560

Argue over the reliability of the beam
loops to transmit beam pe mits.

Critical
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C0033

The beam pemit is only present in the
beam loops while a 10MHz square wave
signal is active.

IR0558

Each of the four beam pemit loops vary
only by the beam they correspond to and
the direction toward the BDS they transmit
information to. Beam Permit Loops are
reliable to transfer beam dump requests if
claims C0032 and C0033 are verified by
pre-operation testing and shown to be
active during regular operations.

D0559
Unless all four beam loops are damaged at
the same time.

D0034
Unless damage to the beam loop causes

unwanted generation of a 10Mhz square wave

by something other than a BIC.

© 2023 Critical Systems Labs Inc
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D0559
Unless all four beam loops are damaged at
the same time.

C0440

Main BIS fibre optic transmission lines
are thermally, mechanically and
electrically isolated from other lines to
prevent cascading damage from fusing
cables and breaking.

D0448

Unless fibre optic lines have not been
inspected following the standard hazard \1/
prevention and maintenance methods.

E0543
In the event of one or all transmission
lines being damaged, the beam permit loop
will have no 10 MHz signal or noise and
subsequently result in the request for a
beam dump.
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EUROPEAN ORGANIZATION FOR NUCLEAR RESEARCH
European Laboratory for Particle Physics

Large Hadron Collider Project LHC Project Report 521

MACHINE PROTECTION FOR THE LHC: ARCHITECTURE OF THE BEAM AND
POWERING INTERLOCK SYSTEMS

F Bordry, R Denz, K-H Mess', B Puccio, F Rodriguez-Mateos and R Schmidt

Abstract
The superconducting Large Hadron Collider under construction at CERN is an accelerator with
precedented lexity. Its operation requires a large variety of instrumentation, not only for control of
the beams, but also for the control and protection of the complex hardware systems. Sophisticated
ion systems are datory to minimise the risk for serious damage caused by a failure. Each proton
beam will have an energy of more than 300 MJ, and the energy stored in the magnet system amounts to
about 1.2 GJ for each sector. Ideas for the archil of the interlocks linking the p ion systems are

presented here.

1 DESY, Hamburg, Gennany
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Links from Argument Details to Artifacts
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CHAPTER 17

EUROPEAN ORGANIZATION FOR NUCLEAR RESEARCH
Evropean Laboratory for Particle Physics
BEAM DUMPING SYSTEM

17.1 SYSTEM AND MAIN PARAMETERS
17.1.1 Introduction and System Overview

Large Hadron Collder Project LHC Project Report 521 6ot
Beam-1 and Beam-2 el b to ast-exract the besm i 3 low-ee way from each ring of the collider and fo ramsport 1 t0 31
cou, postioned ety i swey o llow o ppropise b dlion i et ot o

Dumping Systems in IR6 8

during =
porver of the LHC bese, the dumping system must meet sxireney high elsbilfy critra, which condition
foe overall Fig. 171 and vl o each.

MACHINE PROTECTION FOR THE LHC: ARCHITECTURE OF THE BEAM AND
'POWERING INTERLOCK SYSTEMS

F Bordey, R Denz, K-HMess, B Pucci, F Rodeiguez Mateos and R Seick Dump -
Beam-1 Permit Loops i b s o T30 o e cte f o e s
A A " « The'TCDS 224 TCDX
Clockwise and Anti-Clockwise
IR7 JE— b, 17.1, it dta .
s

Abstract Mdmentiimn BELOn T MSD willpovide 3 vertcal deflecton f rie he bea sbore the LHC machingcryotat befor the
Cleaning Cleaning " shaped form and afer . . .

B apropete dit distance he beam il b abiorbed by he TDE assembly: The TCDS and TCDQ vl

savsto prtet machin slemets o 3 barshot ta s ot syebronsed it th paticle-feebeam

an accelerator with
st caly for control of

the beams, but also for the control and protection of the complex hardware systems. Sophisticated
Sailure. Each proton

‘beam will have an energy of more than 300 M, and the energy stored in the magnet system amovats to
about 1.2 G for each sector. Ideas for linking
presented here.

The superconducting Large Hadron Collider under construction st CERN is
=

Beam-2 Permit Loops
Clockwise and Anti-Clockwise

X R2 IR8
ALICE [g] LHC-B
ATLAS
2R 3
A =
p)
1R
Beam-1 | | Beam-2
from SPS | | from SPS

1 DESY, Hantorg, Germany
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Key Performance Indicators (KPlIs)

= Review of EA defeaters and /o @

mltlgatlng ClaimS & Unless a physical failure of the detector,
e.g., breach of the ionization chamber,

eVidenCG Iead tO identificatiOn Of results in an inability to detect a beam
KPIS loss event.
. N\ /

| 21 KPIS |dent|f|ed tOtaI: c0140 l

: Detector failures will be identified and | “—
15 Iaggmg reported to the central control room.

6 leading
/O\

m Using as a case study to | eading Indicator 7 .
: : : eading Indicator: frequency o
validate SPI/KPI functions in detector failures as reported in

Socrates. control room.

“1
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Result and Conclusions

m Captures why the CERN subject matter experts have
trusted the MPS for nearly 15 years of operational use

m While Eliminative Argumentation didn’t reveal any
previously unknown vulnerabilities, development of the
assurance case identified gaps in the existing public
documentation

m CERN experts were particularly interested in “cross

cutting” inter-dependencies between sub-systems
identified by the assurance case argument

m Associated specific elements of the assurance case with
Key Performance Indicators (KPI)

27
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More Information

Two different ways to view a public version of the
argument - see cslabs.com/cern.pdf for details
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