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COMMUNICATION, UNDERSTANDING, REASONING

• An assurance case is
• “a documented body of evidence that 

provides a convincing and valid 
argument that a system is adequately 
dependable (or not) for a given 
application in a given environment”

• An assurance case has two roles:
• communication is essential, to build 

confidence and consensus
• recording understanding and 

reasoning
– both are required to have systems 

that are trusted and trustworthy
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A FORMAL METHODS PERSPECTIVE
1 +1 = 2?
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DEDUCTIVE AND INDUCTIVE ARGUMENTS –WHY SEPARATE OUT?

Science of security – importance of deductive/inductive split

“We now detail security research failures to adopt accepted lessons from the history and 
philosophy of science. 

A. Failure to observe inductive-deductive split 

Despite broad consensus in the scientific community, in Security there is repeated failure 
to respect the separation of inductive and deductive statements “
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SoK: Science, Security, and the Elusive Goal of
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Abstract—The past ten years has seen increasing calls to make
security research more “scientific”. On the surface, most agree
that this is desirable, given universal recognition of “science” as a
positive force. However, we find that there is little clarity on what
“scientific” means in the context of computer security research,
or consensus on what a “Science of Security” should look like. We
selectively review work in the history and philosophy of science
and more recent work under the label “Science of Security”.
We explore what has been done under the theme of relating
science and security, put this in context with historical science,
and offer observations and insights we hope may motivate further
exploration and guidance. Among our findings are that practices
on which the rest of science has reached consensus appear little
used or recognized in security, and a pattern of methodological
errors continues unaddressed.

Index Terms—security research; science of security; history of
science; philosophy of science; connections between research and
observable world.

I. INTRODUCTION AND OVERVIEW

Security is often said to have unique challenges. Progress
can be harder to measure than in areas where, e.g., perfor-
mance metrics or capabilities point to visible steady improve-
ment. Supposedly unique factors, such as the presence of
active adversaries, complicate matters. Some even describe the
field in pessimistic terms. Multics warriors remind the young
that many of today’s problems were much better addressed
forty years ago [1]. Shamir, in accepting the 2002 Turing
award, described non-crypto security as “a mess.” Schell, in
2001, described the field as being filled with “pseudo-science
and flying pigs” [2].

Perhaps in response to these negative views, over the last
decade there has been an effort in parts of the community to
develop a “Science of Security” (SoS). In this paper we review
both work in the history/philosophy of science and, recently,
under this SoS banner. We wish to distinguish at the outset
between these two strands. The first is an exploration of the
techniques that the consensus from other fields suggest are
important to pursuing any problem scientifically. The second
is the activity and body of work that has resulted from external
promotion of an agenda by the name “Science of Security”.
It is not our objective to argue directly for, or against, the
work under this label. Rather, given the effort by several
governments to promote and fund an agenda under this name,
we explore what has been done and how it has been pursued.
This leads us to consider the program (and other security

research) in the light of consensus views of science and
scientific methods. We find that aspects from the philosophy
of science on which most other communities have reached
consensus appear surprisingly little used in security, including
in work done under the SoS label. For example, we do not
find that that work better adheres to scientific principles than
other security research in any readily identifiable way.

We identify several opportunities that may help drive secu-
rity research forward in a more scientific fashion, and on this
we are cautiously optimistic. While we see great benefit to
this, we also do not wish to argue that all of security must be
done on rigidly scientific principles. A significant component
of security is engineering; this shares with science the regular
contact with, and feedback from, observation, despite not
having as clearly articulated a definition or methods.

Section II selectively reviews literature on the history and
philosophy of science, with particular emphasis on three
things: 1) methodologies and positions on which practicing
scientists and philosophers of science have largely reached
consensus; 2) aspects highlighting opportunities to eliminate
confusion in security research; and 3) contributions pointing
to where security research might be made “more scientific”.
Section III selectively reviews literature relating “science” and
“security”, for examples of viewpoints within the community,
for context in later discussion, and as supporting evidence
for arguments; an exhaustive review of all security literature
attempting to determine which papers use scientific methods
in security research is not a goal. Section IV highlights areas
where the security community has failed to adopt accepted
lessons from the science literature. Section V provides insights
and offers observations and constructive suggestions. Section
VI concludes.

II. HISTORY/PHILOSOPHY OF SCIENCE

This section highlights aspects from the history and phi-
losophy of science most relevant to security research. Our
goal here is not an encyclopedic review of science literature;
accessible summaries are available in introductory books by,
e.g., Chalmers [3] and Godfrey-Smith [4]. We ask patience of
readers who might question the relevance of this material to
security; Sections IV and V show that neglect of these lessons
is at the root of several significant problems.

DOI: 10.1109/SP.2017.38
Conference: 2017 IEEE Symposium on Security and Privacy (SP)

https://www.researchgate.net/deref/http%3A%2F%2Fdx.doi.org%2F10.1109%2FSP.2017.38
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ASSURANCE 2.0
R Bloomfield and J Rushby, Assurance 2.0 
Manifesto https://arxiv.org/abs/2004.10474
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TECHNOLOGY EVOLUTION

• Structural deepening - adaptations to remove 
obstacles, improve performance but
• “Over time it becomes encrusted with systems and 

subassemblies hung onto it to make it work 
properly, handle exceptions, extend its range of 
application, and provide redundancy"

• Adaptive stretch – for new applications or 
requirements

• Structural deepening, lock-in, and adaptive stretch—
have a natural cycle

• Eventually old principle is strained beyond limits and 
gives way to a new one

Slide 9
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REACTOR PROTECTION SYSTEMS
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REACTOR PROTECTION AND CONTROL SYSTEMS
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• Are new and themselves changing
• Evidence base, fluid

• Change the world
• Are performative
• Change the system they are part of e.g. 

user adaptation
• Change the wider system e.g. risk 

preference, adversary behaviour, markets

• Integrate many existing technologies
• Build on existing systems and software

– E.g quantum, LLM, formal method

• Challenge status quo
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TRANSFORMATIVE TECHNOLOGIES

Define an Assurance horizon
Up to which we can assure, can we detect 
when we get past it
Define  broader socio-technical system 
scope
Open Systems Dependability Perspective 

IEC 62853 
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ASSURANCE 2.0 KEY POINTS

• Assurance 2.0: "Simplicity Through Rigor“

• Key topics
• Claims, Argument, Evidence (CAE) and Defeaters
• CAE Blocks
• Positive, negative and residual doubt perspective
• Evidence and confirmation theory
• Summary report

• Explicit attention to bias – confirmation theory, defeaters, counter cases

• A completed assurance case is an engineered artifact
• Stopping rule of review, challenge and no unresolved doubts, “indefeasibility”

• Clarissa/ASCE provides tooling for the argument, links to native tools of the other 
elements

Slide 17
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CLAIMS, ARGUMENTS, EVIDENCE, DEFEATERS

• Claims - assertions 
put forward for 
general acceptance

• Arguments - link the 
evidence to the claim

• Evidence - the basis 
of the justification of 
the claim

• Defeater – reasons 
for doubting 

Slide 18
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BACKGROUND TO BLOCKS – EMPIRICALLY BASED

• Smart sensor safety case for the nuclear 
industry 

• CCF case from previous research results

• The safety of  a computer based medical 
device

• Generic medical device safety case

• The dependability of an electronic funds 
transfer system

• Changes to a payments system

• A defense training system

• Safety of changes to a command and control 
system

• An approach to assessing safety of ordnance

• A weapons safety case

• A case supporting vulnerability testing of an 
eVoting machine

Slide 19

Language initially unconstrained 
CAE and GSN

Empirically found a small set of 
constructs expressive enough - 
CAE “Blocks”
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BUILDING THE 
CASE

?
Defeaters

Confirmation 
theory

Synthesis tools

CAE structure 
and narrative

Assurance 
Case report

Argument step 
justification - theories

Ontologies and 
models to provide 
meaning
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THEORIES: FROM SOMETHING MEASURED TO SOMETHING USEFUL

• Analysis
• Verification analysis -> correct
• Abstract interpretation -> 

absence of RTE
• Prototype -> Production

• Ontology
• Types
• System 

• Rewrite rules
• Grammar

Slide 22
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DEVELOPMENT AND ASSESSMENT OF ASSURANCE CASES
Positive, negative, residual doubts

• Positive: logical soundness of argument plus scientific assessment of theories
o Soundness is logical validity (checkable) plus credibility of evidence and reasoning
o Credibility of evidence is "weighed" by confirmation measures

§ Forces contemplation of defeaters at evidence level
o And ensured for reasoning steps by (checkable) side-conditions (for deductiveness)

• Negative: active search for and resolution of defeaters
o Defeaters are retained to assist evaluators
o Value their coverage, significance, and diversity more than quantity

• Residual Doubts: what about the gaps?
o Localized for analysis as potentially valid defeaters, inductive steps
o Need to assess risk: consequences and likelihood
o We propagate probabilistic belief in several ways to assist different stakeholders

o Internalized explicitly within claims and associated models/theories
o Conservative sum of doubts

o Purpose is to explore assessments and tradeoffs, not deliver verdict

• Overall evaluation yields degree of belief in top claim
o Sentencing statement or Assurance Case report supports overall verdict

Slide 23
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• Type 1 - this measure looks at the impact of the evidence on our belief in the claim.
• P(C) is our confidence in the claim, given no other information. We want to assess the 

value of additional facts contributed by the evidence and then assign a value to P(C|E) 
The measure we use is the Keynes one:

• Type 2 – this measure asks us to compare our belief in the likelihood of the evidence, 
given the claim is true, vs. if it is false (i.e., P(E |C) vs. P(E |¬C)). We use the Kemeny-
Oppenheim (KO) or the Good measure:

• In considering the negative claims additional assumptions or defeaters might be 
discovered

Slide 24

CONFIRMATION MEASURES https://tahb.shinyapps.io/confirmation_theory/
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TECHNOLOGY AND TOOLS
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CLARISSA TOOLS

Assurance Case to 
Logic Program 

Step 1

ASCE

s(CASP)

Semantic 
Reasoning

Step 2

Human Explainable 
Logically-Reasoned

Assurance Case using ASCE

Prolog, s(CASP)

Defeaters

Theories

Knowledge

Assistance 
Engines
ErgoAI, 

LLM

Logically Integrated
Case , Evidence 

& Theories

Decision Support 
System

Known vulnerabilities  

Structural & 
Syntactic Analysis

Semantic 
Analysis

Assurance Case Logic Program 
(Prolog)

Reasoning
Analysis
Synthesis
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LLM SUPPORT FOR FORMALIZATION

(Legacy)

Ø Assessing accuracy of translation 
and back translation
q Using corpus of anonymized 

claims, based on actual cases
q Accuracy of NL -> formalized 

claims, currently ~96%

Ø A failure mode is likely to occur at 
~4% e.g.  Claim is too generic where 
more context is needed, elaboration 
of existing claims or unreliable 
external sources

27
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CONTINUOUS ASSURANCE INTEGRATION
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AUTOMATION AND RIGOR IN ASSURANCE CASES

Idealized workflow from generic theories to final case and judgement

Generic
Theories, 
Evidence, 
Defeaters

Communication and 
reasoning

Adapted for 
a  specific 

case

Synthesised 
possible 

cases
CAED

Graphical and textual summary

Expert 
development, 
narrative and 
enhancement

Analysis
Indefeasibility, confidence,

residual risk

Synthesis Analysis
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ASSURANCE CASE SYNTHESIS

Synthesis Assistant is a research tool designed to synthesize claims, arguments and 
evidence structures from a root or top-level claim.

• Given: 
• Top-level claim (defined in ErgoAI or 

node imported from an ASCE file)
• Definition of the system structure
• Possible defeaters
• Theories used to develop the case
• Evidences for the case
• LLM support

NL Claim
Theories, 
Evidence

Clarissa ASCE

Formalised 
(HiLog)

Synthesised 
(HiLog)

Graphical 
and textual 
summary

Synthesis Assistant

Selection 
and 

integration

Clarissa ASCE
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• Shift review effort to
• Understanding theories
• Assess their relevance and validity
• Trust in tools

• Complexity reduction
• Benefits increase with size of case 
• (Experimentation)

• Generate all cases wrt a constraint
• Select on cost or some psychological 

complexity metric

• Checks for
• Unused evidence, components

SUPPORTING EVALUATION AND COMMUNICATION

Slide 31
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THE HARDENS SAFETY CASE STUDY
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THE RTS 
CASE 
STUDY
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• Hardens demonstrates wide range of 
options
• Impressive demo of capability
• Options for deployment, proposed 

deployment
• Not all complete

• Evidence
• Artifacts in traditional sense not present, 

but instructions on how to generate them

• Attempted rationale reconstruction
• Always hard 

– even for well thought through and 
extensively documented project

Slide 34

CASE STUDY
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SYNTHESIS

Formalised 
(HiLog)

Synthesized 
(HiLog)

Graphical 
and textual 
summary

Synthesis Assistant
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• Presented case in terms of 
theories and CAE Blocks used
• Support understanding of 

rationale
• Importance of abstraction

• Core of case can be explained 
with 10 generic theories 

• Some specific additions
• Synthesis/handwritten
• Implementation 

software/hardware
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SUMMARY - THEORY VIEW

tr1 split into funct and non-funct requirements
tr2 meets decomp into capture and implement
tr31 models capture non-fun requirements decomp by type of requirement'
tr4 split into independence and structural requirements’
tr411 decomp types of independence from IEEE603'
tr6 split into formal and derived requirements'
tr7 correctly captured means that traceable, consistent and complete'
tr9 functional reqs split into formal req and derived ones'
tr2a Refinement and transitivity of implements wrt lifeycle artifacts'
tref2imp Refinement as transliteration and proof'
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Different types of summary views and narrative 
to provide the overall story and nuances
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OVERVIEW

Su2 Functional requirements implemented

Su1 Functional 
requirements captured

Su3 Non-functional 
requirements captured

Su4 Non-functional 
requirements implemented

Requirements

Want to produce 
understanding not 
wallpaper
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DEEP DIVES – CRYPTOL MODEL
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• Assumptions
• Evidence is assumed can be reconstructed if instructions to do so
• Also marked evidence that can not be found but a potential report identified

• Defeater classes
• Transliteration vs formal refinement proofs
• Requirements and specification of handwritten code (GUI, self test)
• Dealing with independence requirements
• Traceability vs mapping FRET to RFP

• Have identified some areas of doubt
• Some might be due to our misunderstanding
• Others due to scope of case study

• In Clarissa terms these show how the case has been developed and assessed

40

DEFEATERS AND OTHER ISSUES



© 2024 NCC Group plc. All rights reserved.

• To illustrate Clarissa case methodology
• Included – based on role of presenting Hardens case

– CAE Blocks, theories, doubts and defeaters, 
– Evidence integration and some narrative
– Views 
– Theories and synthesis

• Not included
– Prolog export
– Confirmation theory – use for review or by case makers
– Confidence propagation
– Theories linking probability of zero defects to risk

• To support NRC and our understanding of a correct by construction case
• To provide feedback to Clarissa on how an evaluator might use a Clarissa style case

• It is not to assess whether Hardens would be acceptable as an RTS

Slide 41

HARDENS BASED RTS CASE STUDY
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SAFETY ASSURANCE CASE FRAMEWORK (SAC) PROJECT OBJECTIVES

“to improve the efficiency and flexibility of Nuclear 
Regulatory Commission (NRC)’s licensing reviews of Digital 
Instrumentation & Controls (I&C) by enabling consistent 
evaluation and documentation of performance based 
(outcome oriented), safety focused, risk informed digital I&C 
licensing applications through a safety assurance case 
(SAC) approach”
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PROJECT APPROACH

Slide 43

The assurance case approach will build on Assurance 2.0

The work will build on the approach developed within the DARPA Clarissa project 
part of the Arcos program (Automated Rapid Certification Of Software)

The focus of the work is on digital I&C safety systems of the highest criticality

A Hardens-based case study will be used throughout to support the 
understanding of the approach and to provide concrete examples
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• Assuring transformative technologies
• Tempo, scope and focus on behavior

• Assurance cases
• Not just pictures, narrative and justification, understanding and communication

• Assurance 2.0
• Updated and more rigorous approach
• Supports synthesis
• Formal methods example

• Transition project with NRC
• Formal methods based assurance

– higher assurance at lower cost in less time, less uncertainty?
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CONCLUSIONS
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