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Security monitoring today

Administrators must decide what data to collect and 
how it should be analyzed
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Presentation Notes
Industry standard toolsE.g., SolarWinds Log & Event Manager, HP ArcSight, IBM QRadarAdmin looks at alerts; when alerts are insufficient (retrospective analysis), monitoring/rules is changed



Problem

Difficult to determine which monitors are necessary 
to meet intrusion detection requirements
Risks:

– Overprovisioned monitors – large volumes of poorly 
actionable logs

– Underprovisioned monitors – insufficient ability to detect 
or investigate security incidents

We help administrators determine exactly where they 
stand

– Can expose weaknesses in monitoring
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Presentation Notes
Overcollecting (without plan for analysis) is expensive (storage)!Undercollecting can be major problem when incidents occurAdmins are smart; use best practices & domain expertise, which decreases chance of extremesBut, hard to evaluate how good a job they’re doingExpose weakness BEFORE ATTACK



Our contribution

We have developed a quantitative, cost-sensitive 
methodology for monitor selection that meets 
intrusion detection requirements
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Presenter
Presentation Notes
Develop a mathematical model for monitor selection which takes into account resource limitations and the severity of security threatsCan model monitor selection problem and practitioner intrusion detection requirementsSolve for deployment that maximizes detection ability while minimizing monitoring costsCan compare effect of different monitor deployments



Guiding principles

• Monitors and computing assets can be 
compromised
– Monitor compromise can affect ability to detect intrusions

• Redundant monitoring can mitigate the effect of 
compromise or unavailability
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Presenter
Presentation Notes
Compromise means attacker has made asset or monitor unavailable or caused it to generate erroneous information (e.g., process list when rootkit is deployed)Attack model – Attacker could:Gain privileged accessSubvert monitorTake down asset/monitorVulnerability of assets drives some model parameters
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Presentation Notes
Methodology consists of 3 parts:Model: how data relates to attacksMetrics: quantify intrusion detection ability given a set of monitorsOptimal selection: formalization of problem; specify severity of security threats; solves for best monitor deployment



Model: Data model
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Presentation Notes
Monitors can generate indicatorsIndicators represent direct observables (predicate logic applied to monitor data -- e.g., exists, exceeds threshold)Events are detectable using sets of indicators, called minimal indicator setsMappings can be extracted programmatically from SIEM rulesetsCan express many different types of detection algorithms (rule-based, signature-based, etc.)



Case study: E-commerce web service
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To illustrate the methodology, will use this case study example throughout the presentation



Model: Case study data model
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Presentation Notes
Indicators are predicate logic applied to monitor data
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Monitoring metrics

• Goal of metrics: quantify utility and cost of 
monitors in supporting intrusion detection

• Three monitor utility metrics:
– Coverage
– Redundancy
– Confidence

• One cost metric:
– Monitor cost
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Metrics: Coverage

Definition: overall fraction of select events that are 
detectable given a set of monitors
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Used when trying to detect as many events as possible (best-effort)



Metrics: Redundancy

Definition: the number of ways an event can be detected 
given a set of monitors
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Used when detecting high-priority eventsAlso when ensuring detection (min_Red = 1)



Metrics: Confidence

Definition: belief in the ability to detect events accurately, even 
when monitors are compromised
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Presentation Notes
Guide, not guarantee – for comparisonTruthfulness values come from administrator (e.g., CVE values)Used for high-priority events



Metrics: Cost model

• Resource utilization cost
– CPU utilization
– Memory utilization
– Disk storage
– Network communication

• Amortized purchase price and recurring maintenance 
cost 
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Presenter
Presentation Notes
Cost in dollarsMonitors consume resourcesAssets provide resources at costIdea: increasing monitoring increases cost (primarily through data collection); we want to disincentivize unnecessary monitoring unless it increases utilityThink of it like a cloud pricing model



Model 
System

Define 
Monitoring 

Metrics

Optimally 
Select 

Monitors

Outline

Domain expert 
knowlege

16



Optimal selection methodology

Goal: to be able to use methodology to answer a 
variety of monitor selection questions

– Minimum set of monitors that can detect a given attack/set 
of attacks (assuming no compromise)?

– Under cost constraints, what set of monitors will 
maximize ability to detect a high-priority attack?
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Capturing intrusion detection requirements

Represent detection requirements as weights on 
metric values and minimum metric value 
constraints
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Presentation Notes
Weights: represent severity and importance of eventsMin values: represent mandatory detection capabilities[Show events]; Admins may want to detect everything, but this might be too expensiveLet’s say requirements…



Optimal selection methodology:
Constrained-cost monitor selection
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Objective function: monitoring utility, 
defined as weighted sum of metric values

• Parameterized by user-specified 
weight parameters

0-1 integer nonlinear programming 
problem, with monitors as input variables

Constraints:
• Cost function to minimize
• User-specified minimum detection 

metric requirements

Presenter
Presentation Notes
Explain…With this methodology, can solve for optimal deployment



Solving for optimal monitor selection

• Branch-and-bound algorithm
– Searches over space of possible selections, pruning 

suboptimal sets of monitor selections

• Greedy heuristic algorithm
– Maximizes effective utility increase by incrementally adding 

monitors until constraints are met
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Presenter
Presentation Notes
Since problem is 0-1 integer nonlinear program, finding exact solution is NP-HardTo provide baseline for heuristics, we use Branch, use B&B (standard technique)Provides exact solutionCan’t use convex optimization techniques (such as interior point methods) or linear relaxation techniques to solve



EVALUATION
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Presenter
Presentation Notes
Want to show that our approach scales well to large systemsAnd finds solution very close to exact



Experiment Setup

• Parameters: number of monitors and events
• Randomly generated 100 models for each set of 

parameters
• Created 4 sets of intrusion detection requirements –

optimal deployment programs

Goal: Observe scalability and accuracy of greedy 
solution
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Problems test different combinations of metricsDifferent min metric value requirements and metric weightsMonitor-indicator: truncated normalEvent-indicator: constant # of monitors, uniform # of indicators/monitor, then constant # of MIS from power set of selected indicators



Evaluation: Greedy algorithm

Runtime complexity:
– Polynomial in the number of monitors
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Presenter
Presentation Notes
Graph shows time to solve for each problem for different sized models (# of monitors)(50 events) (95% confidence intervals)Scales to hundreds of monitors and hundreds of events in secondsAdmittedly old computer, so would perform better on newer one 



Evaluation: Greedy algorithm

Runtime complexity:
– Linear in the number of minimal indicator sets        and 

indicators
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Presenter
Presentation Notes
Scales to hundreds of monitors and hundreds of events in secondsAccuracy: compared objective fn of greedy soln w/exact soln<2% average error in objective function value



Conclusions

• We help administrators make model-driven monitor placement 
decisions

• Administrators can more easily evaluate deployments
• Our methodology is expressive and scalable

Future work:
• Preemptive monitoring
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Evaluate: Uncover weakness in detection ability, superfluityOur methodology has many knobs and can model many different systems and since the optimization equation can accommodate all of them, it scales wellPreemptive monitoring: Using intrusion detection algorithms and data to drive predictive monitoringAllow monitoring to be controllable part of the intrusion detection process
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