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The CV5 framework provides a convenient way of organizing a vast literature on Network traffic 
and Host analysis for various security purposes, including cyber defense of critical infrastructure 
and identification of advanced slow and stealthy attack.  CV5 refers to the  
 
Correlation of sensor alerts that indicate Violations of: 

- Velocity (Avg/Max Frequency of distinct events) 
- Volume (Avg/Number of events in unit time) 
- Values (Consistency/probability of data) 
- Vertices (Connections/relationships/cliques) 

 
The framework was first introduced in  
Salvatore J. Stolfo, Shlomo Hershkop, Chia-Wei Hu, Wei-Jen Li, Olivier Nimeskern, Ke Wang 
"Behavior-based Modeling and its Application to Email Analysis" ACM Transactions on 
Internet Technology (TOIT) , Feb 2006. 
http://sneakers.cs.columbia.edu/ids/publications/TOIT-EMT.pdf 
 
Figure 1 provides a general view of network- and host-based audit and analysis using this 
framework.  
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Attacks using Spectral Analysis," Journal of Parallel and Distributed Computing, Special Issue 
on Security in Grids and Distributed Systems, Vol. 66, Issue 9, September 2006 
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Volume of MIB variables M   Thottan,   C   Ji,   “Anomaly   Detection   in   IP   Networks”,   IEEE  
TRANSACTIONS ON SIGNAL PROCESSING, 2003  
 
Volume of emails Gupta A. and Sekar   R.   “An   approach   for   detecting   self-propagating email 
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