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To find out the vulnerability of Tor onion services and genera 
websites, we implemented a framework.

qThe framework can collect network traffic

qThe framework can filter the collected traffic to consist only of
Tor-related traffic

• Website fingerprinting attacks have exposed a vulnerability in 
Tor network. 

• Tor browsers can access both onion services and general 
websites. 

• The onion (hidden) services are services that can only be 
accessed over Tor while the general websites (non-hidden 
services) that can also be accessed with regular web browsers.

• However, there has not been much research conducted on how 
secure the onion services are in the website fingerprinting 
attack compared to the general websites. 

• An adversary is able to observe the network traffic from a client
to the entry Tor router (entry guard) and the traffic from the 
exit Tor router to a destination client to de-anonymize the 
connection

• Examples: Tor router owner, ISP, or local network administrator

• The classification was conducted with Decision Tree, Random 
Forest, and XGBoost. 

• Table 2 shows the results with several classification experiments 
with 125 features

• When using XGboost, 10 onion services and 10 general websites 
have the highest accuracy of 82.02% and 82.62%, respectively. 

• Even with decision trees and random forest, we found that for 
10 onion services and 10 general websites, the difference in 
accuracy was not significant.

• The initial 30 packets are known as important features because 
they contain important information about protocols and
websites. However, this is a feature common to websites, 
especially for onion services so it may not that important for 
onion services 

• With the same features, there is no significant difference in 
accuracy. 

• The initial packet does not significantly affect.

• Tor network is vulnerable not only to general websites and but
also to onion services if important features are extracted

• 10 onion services and 10 general websites

• Due to the simplicity of the design of the onion services, 10 
general websites were also chosen to be made with relatively 
simple designs

• Each service has 150 instances
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