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Symbolic	  methods	  and	  SMT	  



Sa<sfiability	  Modulo	  Theories	  (SMT)	  

Is	  formula	  ϕ	  	  sa+sfiable	  
modulo	  theory	  T	  ?	  	  

SMT solvers have 
specialized algorithms for T 



Arithmetic Array Theory Uninterpreted 
Functions 

𝑠𝑒𝑙𝑒𝑐𝑡(𝑠𝑡𝑜𝑟𝑒(𝑎,𝑖,𝑣),𝑖)=𝑣  
𝑖≠𝑗⇒𝑠𝑒𝑙𝑒𝑐𝑡(𝑠𝑡𝑜𝑟𝑒(𝑎,𝑖,𝑣),𝑗)=𝑠𝑒𝑙𝑒𝑐𝑡(𝑎,𝑗) 

𝑥+2=𝑦⇒𝑓(𝑠𝑒𝑙𝑒𝑐𝑡(𝑠𝑡𝑜𝑟𝑒(𝑎,𝑥,3),𝑦−2))=𝑓(𝑦−𝑥+1) 

Sa<sfiability	  Modulo	  Theories	  (SMT)	  



Symbolic	  Reasoning	  
High	  computa<onal	  Complexity	  
	  

Undecidable	  (FOL	  +	  LIA)	  

Semi	  Decidable	  (FOL)	  

NEXPTIME	  (EPR)	  

PSPACE	  (QBF)	  

NP	  (SAT)	  

Prac<cal	  problems	  oVen	  have	  
structure	  that	  can	  be	  exploited.	  



Some	  MicrosoV	  Tools	  using	  	  

HAVOC	  SAGE	  

SymDiff	  

7	  



Other	  Cool	  tools	  using	  	  

Sledge	  
Hammer	  

MetiTarski 

ESBMC 

ScalaZ3 

Jeves 

PUG 

KeYmaera 



Feature Usage 

Arrrays 

Bit- 
Vectors 

Arith 
metic 

Quanti- 
fier Inst 

Quanti- 
fier-elim 

SLAyer 

SAGE Models 

Simplifier 

Proofs 

Cores 

Isabelle 
HOL4 

API 
Engine 



:	  Li[le	  Engines	  of	  Proof	  

Freely available from http://research.microsoft.com/projects/z3  



 What people say about 
        is powerful: Thank you for your advise and your 
powerful Z3 ! 
 
        is a crown jewel.  
 
        is not just a car: Der neue Z3 is höllisch schnell 
(und ich meine kein Auto). 
 
        is smarter than the speaker: I just meant that I am 
part of the PC to which you sent email so writing me 
that you sent email to the PC is ... well, redundant J. 
Even Z3 should be able to derive it.  [Andrei Voronkov] 



	  –	  What’s	  new?	  



Z3	  architecture	  -‐	  original	  

Theories	  
	  
	  
	  
	  
	  

U<li<es	  
	  

Bit-‐Vectors	  
Lin-‐arithme+c	   Grobner	  bases	  

Free	  (uninterpreted)	  func+ons	  

Arrays	  

Quan+fiers:	  
E-‐matching	  

OCaml	  

.NET	  

C	  
Na+ve	  

SMT-‐LIB	  

Model	  Genera+on:	  
Finite/parametric	  

Simplify	  

User	  theories	  Recursive	  Datatypes	  

Quan+fiers:	  
Super-‐posi+on	  

Proof	  objects	  

Assump+on	  
tracking	  

F#	  quote	  

Python	  

Quan+fiers:	  
Elimina+on	  



Tac+cs	  

Z3	  architecture	  -‐	  new	  

SMT	  (legacy	  core)	  
Bit-‐Vectors	  

Lin-‐arithme+c	  

Free	  (uninterpreted)	  func+ons	  

Arrays	  

OCaml	  

.NET	  

C	  

SMT-‐LIB	  

Recursive	  Datatypes	  

Java	  

Python	  

Quan+fier	  instan+a+on	  

∃R:	  Non-‐linear	  real	  arithme<c	  

Floa<ng	  point	  arithme<c	  

Horn	  clauses	  

Record	  
&	  replay	  

SAT	  core	  for	  Bit-‐vectors	  

Simplifica<on	  

And-‐then	  

Or-‐else	  

Try-‐for	  

Par-‐or	  

Par-‐then	  



	  Solving ∃R	  Efficiently	  
A	  key	  idea:	  Use	  par<al	  solu<on	  to	  guide	  the	  search	  

𝑥↑3 +2𝑥↑2 +3𝑦↑2 −5<0	  

𝑥↑2 + 𝑦↑2 <1	  

−4𝑥𝑦  −4𝑥+𝑦>1	  

Feasible	  Region	  

Extract	  small	  core	  

Dejan Jojanovich & Leonardo de Moura, IJCAR 2012 

x = 0.5 



mc(x)	  =	  x-‐10	   	   	   	  if	  x	  >	  100	  
mc(x)	  =	  mc(mc(x+11))	  	  	   	  if	  x	  ≤	  100	  	  
assert	  (x	  ≤	  101	  ⇒	  mc(x)	  =	  91)	  

Horn	  Clause	  Sa<sfiability	  

∀𝑿.  	  𝑿  >  𝟏𝟎𝟎  →	  mc(𝑿,𝑿−𝟏𝟎)	  
	  	  ∀𝑿,𝒀,𝑹.    	  𝑿≤  𝟏𝟎𝟎  ∧	  mc(𝑿+𝟏𝟏,𝒀)	  ∧	  mc(𝒀,𝑹)	  →	  

mc(𝑿,𝑹)	  	  

	  	  	        ∀𝑿,𝑹.  	  mc(𝑿,𝑹)	  ∧𝑿≤𝟏𝟎𝟏→𝑹=  𝟗𝟏	  
Solver	  finds	  solu.on	  for	  mc	  

Krystof Hoder & Nikolaj Bjorner, SAT 2012 
Bjorner, McMillan, Rybalchenko, SMT 2012 



	  	  	  	  is	  open	  shared	  source	  

	  
	  
	  

	   	  hap://z3.codeplex.com/	  
	  



	  	  	  	  	  	  	  	  	  	  	  	  source	  is	  (evil)	  subver.ng	  8/	  



Valida<on	  

SecGuru:	  Automa+c	  Valida+on	  of	  
Network	  Connec+vity	  Restric+ons	  

  Karthick Jayaraman, Charlie Kaufman, 
  and Ramanathan Venkatapathy 

 
                 

  Nikolaj Bjørner 



Network	  Policies:	  	  
Complexity,	  Challenge	  and	  Opportunity	  

Several	  devices,	  vendors,	  formats	  
•  Net	  filters	  
•  Firewalls	  
•  Routers	  
	  
Challenge	  in	  the	  field	  
•  Do	  devices	  enforce	  policy?	  
•  Ripple	  effect	  of	  policy	  changes	  	  
	  
Arcane	  
•  Low-‐level	  configura<on	  files	  
•  Mostly	  manual	  effort	  
•  Kept	  working	  by	  	  

	  “Masters	  of	  Complexity”	   74%	  

13%	  

13%	  

Human	  Errors	  by	  Ac+vity	  

Config	  Changes	  

Device	  hw/sw	  updates	  

WA	  Cluster	  Setup	  

Human errors > 4 x DOS attacks 



A	  Data-‐center	  Architecture	  

Policy  Policy  

Policy  

Policy  

Policy  

Policy  

Policy  

Policy  



A	  Data-‐center	  Architecture	  

Policy  Policy  

Policy  

Policy  

Policy  

Policy  

Policy  

Policy  

Defense in Depth = Crypto + Policies               - outside IP can be spoofed 
 
Efficient and Flexible Defense by Policy only        - inside IP cannot be spoofed 

Policies (Access Control Lists) matter 



Network	  Policies	  
What	  they	  look	  like	  in	  routers	  	  

Policy  Policy  

Policy  

Policy  

Policy  

Policy  

Policy  

Policy  

Type	   Src	  
Address	  

Src	  
Port	  

Remote	  
Address	  

Remote	  
Port	  

Protocol	  

Allow	   10.20.0.0/19	   *	   157.55.252.0/22	   *	   6	  

Allow	   10.20.0.0/19	   *	   157.55.252.0/22	   *	   17	  

Allow	   10.20.0.0/19	   *	   157.55.252.0/22	   *	   4	  

Allow	   10.20.0.0/19	   *	   157.55.252.0/22	   *	   1	  

Deny	  	   *	   *	   65.52.244.0/22	   *	   4	  

Defense in Depth = Crypto + Policies               - outside IP can be spoofed 
 
Efficient and Flexible Defense by Policy only        - inside IP cannot be spoofed 



A	  Need	  for	  Automa<ng	  Policy	  
Configura<on	  

Constantly	  growing	  	  
	  New	  clusters	  –	  “same”	  policy,	  but	  
	   	   	   	  different	  addresses	  	  

Constantly	  changing	  
	  Hardware	  	  	  	  	  	  	  	  –	  capacity,	  seman<cs	  
	  New	  Services	  	  –	  selec<vely	  exposed	  
	  Patches	   	  	  	  	  	  	  	  –	  to	  live	  site	  incidents	  

Bare	  metal	  low-‐level	  format	  of	  routers	  are	  also	  
used	  for	  policy	  configura<ons	  



Towards	  automa<on:	  
Checking	  Policy	  Configura<on	  with	  SecGuru	  

Constantly	  growing	  	  
	  New	  clusters	  –	  enforce	  and	  check	  that	  	  
	   	   	  new	  policies	  are	  instances	  	  
	   	   	  of	  a	  master	  template	  (the	  intent)	  	  

Constantly	  changing	  
	  Hardware	  	  	  	  	  	  	  	  –	  capacity,	  seman<cs	  
	  New	  Services	  	  –	  check	  effect	  of	  new	  rules	  	  
	  Patches	   	  	  	  	  	  	  	  –	  check	  for	  regressions	  



Towards	  automa<on:	  
Checking	  Policy	  Configura<on	  with	  SecGuru	  

Enforce	  and	  check	  that	  policies	  are	  instances	  	  
of	  a	  master	  template	  (the	  intent)	  	  

X := A 
Rules<X>	   Rules<A>	  

Rules	  on	  
Router	  



Towards	  automa<on:	  
Checking	  Policy	  Configura<on	  with	  SecGuru	  

Enforce	  and	  check	  that	  policies	  sa.sfy	  contracts	  

X := A 

X := A 

X := A 
Rules<X>	   Rules<A>	  

Contracts<A>	  Contracts<X>	  

Does policy  
satisfy  
contracts? 



Policies	  as	  Bit-‐Vector	  Formulas	  

IP,	  Port,	  and	  Protocol:	  bit	  vectors	  	  	  	  
Policy:	  Bit-‐vector	  logic	  

Type	   Src	  
Address	  

Src	  
Port	  

Remote	  
Address	  

Remote	  
Port	  

Protocol	  

Allow	   10.20.0.0/19	   *	   157.55.252.0/22	   *	   6	  

Allow	   10.20.0.0/19	   *	   157.55.252.0/22	   *	   17	  

Allow	   10.20.0.0/19	   *	   157.55.252.0/22	   *	   4	  

Allow	   10.20.0.0/19	   *	   157.55.252.0/22	   *	   1	  

Deny	  	   *	   *	   65.52.244.0/22	   *	   4	  

�

  
█■Allow:&█■(𝟏𝟎.𝟐𝟎.𝟎.𝟎≤𝒔
𝒓𝒄𝑰𝒑  𝟏𝟎.𝟐𝟎.𝟑𝟏.𝟐𝟓𝟓)  
˄     (𝟏𝟓𝟕.𝟓𝟓.𝟐𝟓𝟐.𝟎≤𝒅𝒔𝒕𝑰𝒑
≤𝟏𝟓𝟕.𝟓𝟓.𝟐𝟓𝟐.𝟐𝟓𝟓)  ˄           
(𝒑𝒓𝒐𝒕𝒐𝒄𝒐𝒍=𝟔)  



█■𝑫𝒆𝒏𝒚:&█■(𝟔𝟓.𝟓𝟐.𝟐𝟒𝟒.𝟎
≤𝒅𝒔𝒕𝑰𝒑≤𝟔𝟓.𝟓𝟐.𝟐𝟒𝟕.𝟐𝟓𝟓)
˄     (𝐩𝐫𝐨𝐭𝐨𝐜𝐨𝐥=𝟒)    

�
	  

𝑷𝒐𝒍𝒊𝒄𝒚  :(  ⋁𝑖↑▒𝐴𝑙𝑙𝑜
𝑤↓𝑖  )∧(⋀𝑗↑▒¬𝐷𝑒𝑛
𝑦↓𝑗  )	  



Policies	  as	  Bit-‐Vector	  Formulas	  

IP,	  Port,	  and	  Protocol:	  bit	  vectors	  	  	  	  
Policy:	  Bit-‐vector	  logic	  

Type	   Src	  
Address	  

Src	  
Port	  

Remote	  
Address	  

Remote	  
Port	  

Protocol	  

Allow	   10.20.0.0/19	   *	   157.55.252.0/22	   *	   6	  

Allow	   10.20.0.0/19	   *	   157.55.252.0/22	   *	   17	  

Allow	   10.20.0.0/19	   *	   157.55.252.0/22	   *	   4	  

Allow	   10.20.0.0/19	   *	   157.55.252.0/22	   *	   1	  

Deny	  	   *	   *	   65.52.244.0/22	   *	   4	  

�

  
█■Allow:&█■(𝟏𝟎.𝟐𝟎.𝟎.𝟎≤𝒔
𝒓𝒄𝑰𝒑  𝟏𝟎.𝟐𝟎.𝟑𝟏.𝟐𝟓𝟓)  
˄     (𝟏𝟓𝟕.𝟓𝟓.𝟐𝟓𝟐.𝟎≤𝒅𝒔𝒕𝑰𝒑
≤𝟏𝟓𝟕.𝟓𝟓.𝟐𝟓𝟐.𝟐𝟓𝟓)  ˄           
(𝒑𝒓𝒐𝒕𝒐𝒄𝒐𝒍=𝟔)  



█■𝑫𝒆𝒏𝒚:&█■(𝟔𝟓.𝟓𝟐.𝟐𝟒𝟒.𝟎
≤𝒅𝒔𝒕𝑰𝒑≤𝟔𝟓.𝟓𝟐.𝟐𝟒𝟕.𝟐𝟓𝟓)
˄     (𝐩𝐫𝐨𝐭𝐨𝐜𝐨𝐥=𝟒)    

�
	  

	  𝑷𝒐𝒍𝒊𝒄𝒚↓0 =𝑓𝑎𝑙𝑠𝑒
	  𝑷𝒐𝒍𝒊𝒄𝒚↓𝑖+1 =𝒊𝒇  
𝐼𝑠𝐴𝑙𝑙𝑙𝑜𝑤↓𝑖    �
𝒕𝒉𝒆𝒏    𝑅𝑢𝑙𝑒↓𝑖 
∨𝑷𝒐𝒍𝒊𝒄𝒚↓𝑖  �
𝒆𝒍𝒔𝒆    ¬𝑅𝑢𝑙𝑒↓𝑖 
∧𝑷𝒐𝒍𝒊𝒄𝒚↓𝑖   



Two	  uses	  of	  SecGuru	  



Two	  uses	  of	  SecGuru	  
Does	  policy	  permit	  outgoing	  traffic	  to	  some	  
address	  in	  65.52.244.0/22?	  
	  
	  
Check  Satisgiability  of    

	  

Does	  policy	  permit	  connec.ons	  to	  all	  the	  
remote	  addresses	  in	  the	  range	  
65.52.244.0/22?	  
	  
Check  Unsatisgiability  of    

	  



Seman<c	  Diff	  with	  SecGuru	  

Semantic diff between policies 
Is 𝑷𝒐𝒍𝒊𝒄𝒚↓𝟏 ≡𝑷𝒐𝒍𝒊𝒄𝒚↓𝟐 ?     
If not, print 𝑷𝒐𝒍𝒊𝒄𝒚↓𝟏 ⊕𝑷𝒐𝒍𝒊𝒄𝒚↓𝟐  
 
Traffic accepted by 𝑷↓𝟏 , but not 
𝑷↓𝟐 . Models for 𝑷↓𝟏 ∧¬ 𝑷↓𝟐  
 
Traffic accepted by 𝑷↓𝟐 , but not 
𝑷↓𝟏 .  
Models for 𝑷↓𝟐 ∧¬ 𝑷↓𝟏  



Seman<c	  Diff	  with	  SecGuru	  
Semantic diff between policies 
 



All-‐BVSAT:	  A	  compact	  model	  enumera<on	  

Really	  naïve	  model	  enumera<on:	  

-‐  To	  generate	  the	  (𝑘+1)𝑠𝑡  model,	  negate	  all	  the	  𝑘	  models	  seen	  so	  far

-‐  (⋁𝑖↑▒𝐴𝑙𝑙𝑜𝑤↓𝑖 )∧(  ⋀𝑗↑▒¬𝐷𝑒𝑛
𝑦↓𝑗 )∧(  ⋀𝑘↑▒¬𝑀𝑜𝑑𝑒𝑙↓𝑘 )      	  …	   
2↑32+16+32+16 	  models	  

Smarter	  model	  enumera<on	  in	  SecGuru	  using	  All-‐BVSAT	  (idea):	  

-‐  Find	  ini<al	  𝑠𝑟𝑐𝐼𝑝↓0 ,𝑠𝑟𝑐𝑃𝑜𝑟𝑡↓0 ⊨𝑷𝒐𝒍𝒊𝒄𝒚↓𝟏 ∧¬𝑷𝒐𝒍𝒊𝒄
𝒚↓𝟐 	  

-‐  Maximize	  bounds	  𝑙𝑜↓𝑠𝑟𝑐𝐼𝑝 ≤𝑠𝑟𝑐𝐼𝑝≤ℎ𝑖↓𝑠𝑟𝑐𝐼𝑝 	  :	  
𝑙𝑜↓𝑠𝑟𝑐𝐼𝑝 ≤𝑠𝑟𝑐𝐼𝑝≤ℎ𝑖↓𝑠𝑟𝑐𝐼𝑝 ∧𝑠𝑟𝑐𝑃𝑜𝑟𝑡↓0 
=𝑠𝑟𝑐𝑃𝑜𝑟𝑡⊨𝑷𝒐𝒍𝒊𝒄𝒚↓𝟏 ∧¬𝑷𝒐𝒍𝒊𝒄𝒚↓𝟐 	  

-‐  Maximize	  next	  bounds:	  

𝑙𝑜↓𝑠𝑟𝑐𝐼𝑝 ≤𝑠𝑟𝑐𝐼𝑝≤ℎ𝑖↓𝑠𝑟𝑐𝐼𝑝 ∧𝑙𝑜↓𝑠𝑟𝑐𝑃𝑜𝑟𝑡 
≤𝑠𝑟𝑐𝑃𝑜𝑟𝑡≤ℎ𝑖↓𝑠𝑟𝑐𝑃𝑜𝑟𝑡 ⊨𝑷𝒐𝒍𝒊𝒄𝒚↓𝟏 ∧¬𝑷𝒐𝒍𝒊𝒄𝒚↓𝟐 	  



All-‐BVSAT:	  A	  compact	  model	  enumera<on	  

Maximize	  bounds:�
   █■█■𝑙𝑜↓𝑠𝑟𝑐𝐼𝑝 ≤𝑠𝑟𝑐𝐼𝑝≤ℎ𝑖↓𝑠𝑟𝑐𝐼𝑝 ∧𝑙

𝑜↓𝑠𝑟𝑐𝑃𝑜𝑟𝑡 ≤𝑠𝑟𝑐𝑃𝑜𝑟𝑡≤ℎ𝑖↓𝑠𝑟𝑐𝑃𝑜𝑟𝑡 ∧𝑙𝑜↓𝑑𝑠𝑡𝐼𝑝 
≤𝑑𝑠𝑡𝐼𝑝≤ℎ𝑖↓𝑑𝑠𝑡𝐼𝑝  &⊨&𝑷𝒐𝒍𝒊𝒄𝒚↓𝟏 ∧¬𝑷𝒐𝒍𝒊𝒄
𝒚↓𝟐  �

   	  
	  

Result	  is	  a	  cube:	  
srcIp 

srcPort 

dstIp 



All-‐BVSAT:	  A	  compact	  model	  enumera<on	  

More	  succinct:	  Maximize	  mul.ple	  bounds	  
�

 �
█■█■(𝑙𝑜↓1 ≤𝑠𝑟𝑐𝐼𝑝≤ℎ𝑖↓2 ∨𝑙𝑜↓2 ≤𝑠𝑟𝑐𝐼𝑝≤ℎ𝑖↓2 )∧𝑙𝑜↓𝑠𝑟𝑐𝑃𝑜𝑟𝑡 ≤𝑠𝑟𝑐𝑃𝑜𝑟𝑡≤ℎ
𝑖↓𝑠𝑟𝑐𝑃𝑜𝑟𝑡 ∧(𝑙𝑜↓3 ≤𝑑𝑠𝑡𝐼𝑝≤ℎ𝑖↓3 ∨𝑙𝑜↓4 ≤𝑑𝑠𝑡𝐼𝑝≤ℎ𝑖↓4 ) &⊨&𝑷𝒐𝒍𝒊𝒄𝒚↓𝟏 ∧¬𝑷𝒐𝒍𝒊𝒄
𝒚↓𝟐     	  
	  
	  
	  
	  
	  

	  
Result	  is	  a	  mul<-‐cube:	  

srcIp srcIp 
srcPort 

dstIp 

dstIp 



Sa<sfiability	  of	  Horn	  Clauses	  



Divide	  and	  Conquer	  

SMT solvers have specialized 
algorithms for T 

Front-end 
Programming  
language  
semantics 

Back-end 
Logic engine 



Corral 

Verification  
condition 

HAVOC  Dafny      

Verification Tool Workflow 
Houdini Slicing 

Inductive variable 
selection 

Program  
partially  
annotated with 
inductive invariants 



Duality 

Corral 

 
Why, LLVM 

Horn Clauses 

HAVOC  Dafny      

Program  
partially  
annotated with 
inductive invariants 

HSF 

IC3 UFO MCMT
SAFARI 

Verification Condition Generators can already produce Horn Clauses  

Leon 

Synergy 

Kind 

… 

Aligator 

Envisioned: Verification Tool Workflow 



mc(x)	  =	  x-‐10	   	   	   	  	  	  if	  x	  >	  100	  
mc(x)	  =	  mc(mc(x+11))	  	  	   	  	  	  if	  x	  ≤	  100	  	  
	  
assert	  (mc(x)	  ≥	  91)	  

Mo<va<on:	  Recursive	  
Procedures	  



Formulate	  as	  Horn	  clauses:	  
	  
	                        ∀𝑿.  	  𝑿  >  𝟏𝟎𝟎  →	  mc(𝑿,𝑿−𝟏𝟎)	  
	  	  ∀𝑿,𝒀,𝑹.    	  𝑿≤  𝟏𝟎𝟎  ∧	  mc(𝑿+𝟏𝟏,𝒀)	  ∧	  mc(𝒀,𝑹)	  →	  

mc(𝑿,𝑹)	  	  

	  	  	        ∀𝑿,𝑹.  	  mc(𝑿,𝑹)	  →	  	  𝑹  ≥  𝟗𝟏	  
	  
Solve	  for	  mc	  

Mo<va<on:	  Recursive	  
Procedures	  



Formulate	  as	  Predicate	  Transformer:	  	  
	  
█■F    (mc)(𝑋,𝑅)=&█■𝑋>100∧𝑅=𝑋−10  @∨  
𝑋≤100∧∃𝑌.  mc(𝑋+11,𝑌)∧mc(𝑌,𝑅)  	  

	  	  
	  

Check:	  	  µμF    (mc)(𝑋,𝑅)→𝑅≥91	  	  	  	  

Mo<va<on:	  Recursive	  
Procedures	  



Instead	  of	  compu+ng	  µμF    (mc)(𝑋,𝑅),  
then	  checking	  µμF    (mc)(𝑋,𝑅)→𝑅≥91	  	  	  	  

	  
	  

Suffices	  to	  find	  post-‐fixed	  point	  mc↓𝒑𝒐𝒔𝒕   sa+sfying:	  
	  	  

	  

	  ∀𝑿,𝑹.      F    (mc↓𝒑𝒐𝒔𝒕 )(𝑿,𝑹)→mc↓𝒑𝒐𝒔𝒕 
(𝑿,𝑹)	  
	  
	   	   ∀𝑿,𝑹.        mc↓𝒑𝒐𝒔𝒕 (𝑿,𝑹)→𝑹≥91	  

	  	  

Mo<va<on:	  Recursive	  
Procedures	  



	  Program	  Verifica.on	  (Safety)	  	  
	  
as	   	  Solving	  fixed-‐points	  
	  
as 	  Sa.sfiability	  of	  Horn	  clauses	  

Program	  Verifica<on	  as	  SMT	  
[Bjørner, McMillan, Rybalchenko, SMT workshop 2012] 

Hilbert Sausage Factory: [Grebenshchikov, Lopes, Popeea, Rybalchenko, PLDI 2012] 



Many	  problems	  	  
expressible	  in	  SMT-‐LIB2	  



Solvers	  for	  recursive	  Horn	  Clauses	  

•  Several	  newer	  tools:	  
– PDR	  in	  Z3	  [Hoder,	  B]	  (more	  about	  this	  later)	  
– Duality	  [McMillan]	  
– HSF	  [Rybalchenko	  et.al.]	  
– Eldarica	  [Rümmer,	  Hojja<,	  Kuncak]	  
– SPACER	  [Komuravelli,	  Gurfinkel,	  Chaki,	  Clarke]	  

•  Many	  cousins	  (indirectly	  solve	  Horn	  clauses)	  
– FLATA,	  Corral,	  Yogi,	  UFO,	  Kind,	  Leon,	  Safari,	  
MCMT	  





IC3/PDR:	  Property	  Directed	  
Reachability	  in	  Z3	  

The IC3 Algorithm for Symbolic Model Checking by Aaron Bradley 
 
 
 
Procedures              Regular vs. Push Down systems 

    As a Conflict-driven solver for  
    recursive Horn clauses 

 
Beyond    Linear Real Arithmetic 
Propositional   - Timed Automata Decision Procedure 
Logic     - Interpolants from models 
 
 

   [SAT 2012. Kryštof Hoder & Nikolaj Bjørner] 



PDR – the algorithm  
Objective is to solve for R such that  
 
 F    (𝑹)(𝑿)→𝑹(𝑿),    𝑹(𝑿)→𝑺𝒂𝒇𝒆(𝑿),    ∀𝑿  
 
Key elements of PDR algorithm: 
 

 Over-approximate reachable states   
𝑹↓𝟎   ≔F    (𝐟𝐚𝐥𝐬𝐞),   𝑹↓𝟏 →𝑹↓𝟐 →…→𝑹↓𝑵 ≔𝐭𝐫𝐮𝐞  

 Propagate back from ¬𝑺𝒂𝒇𝒆    
 Resolve conflicts 
 Strengthen/propagate using induction 



PDR – the algorithm 
Objective is to solve for R such that  
 
 F    (𝑹)(𝑿)→𝑹(𝑿),    𝑹(𝑿)→𝑺𝒂𝒇𝒆(𝑿),    ∀𝑿  
 
 
Initialize: 
 
 
Main invariant: 

█■𝑺𝒂𝒇𝒆&&&&𝑹↓𝟏 ≔𝒕𝒓𝒖𝒆&&@&↖&&↗&&↖  &@&&𝑹↓𝟎   ≔F    (𝒇𝒂𝒍𝒔𝒆)&&&&F    (𝑹↓𝟎 )  

█■𝑺𝒂𝒇𝒆&&&&𝑹↓𝒊+𝟏 &&@&↖&&↗  &&↖  &@&&𝑹↓𝒊 &&&&F    (𝑹↓𝒊 )  



Search: Mile-high perspective 
Modern SMT solver 

Fixedpoint solver 

Decisions: 
Assignments  Conflict Clauses 

←SP(𝑰𝒏𝒊𝒕)←𝑰𝒏𝒊𝒕   𝑩𝒂𝒅  →WP(𝑩𝒂𝒅)→ Conflict  
Resolution 

Conflict 
Resolution 



Search: Mile-high perspective 

F    
(𝐼) 𝐼  F↑  2 

(𝐼) 
B↑2 

(¬𝑆)  B(¬𝑆) ¬𝑆  
 
 

Conflict Resolution 

 
 

Conflict Propagation 

 
 

Conflict Propagation 



	                        ∀𝑿.  	  𝑿  >  𝟏𝟎𝟎  →	  mc(𝑿,𝑿−𝟏𝟎)	  
	  	  ∀𝑿,𝒀,𝑹.    	  𝑿≤  𝟏𝟎𝟎  ∧	  mc(𝑿+𝟏𝟏,𝒀)	  ∧	  mc(𝒀,𝑹)	  →	  

mc(𝑿,𝑹)	  	  

	  	  	        ∀𝑿,𝑹.  	  mc(𝑿,𝑹)	  →	  	  𝑹  ≥  𝟗𝟏	  

PDR(LRA): Conflict resolution 

Y=𝟏𝟎𝟏	  	  
R=90

X=𝟏𝟎𝟎
R=𝟗𝟎  

  
 

Conflict Resolution 

 
Resolution 
Get Generalization from Farkas Lemma  

𝒀>𝟏𝟎𝟏⇒𝑹>𝟗𝟎  

𝒀>𝟏𝟎𝟎⇒𝑹=𝒀−𝟏𝟎  ∧ X=𝟏𝟏𝟏
Y=𝟏𝟎𝟏  

Conflict  



Conflict resolution with arithmetic 

R(0,0,0,0).                         Initial states 
T(L,M,Y1,Y2,L’,M’,Y1’,Y2’)∧R(L,M,Y1,Y2) →  R(L’,M’,Y1’,Y2’)         Reachable states  
R(2,2,Y1,Y2) → false                           Is unsafe state reachable? 

Step(L,L’,Y1,Y2,Y1’) → T(L,M,Y1,Y2,L’,M,Y1’,Y2)                 P1 takes a step 
Step(M,M’,Y2,Y1,Y2’) →  T(L,M,Y1,Y2,L,M’,Y1,Y2’)                 P2 takes a step 

Step(0,1,Y1,Y2,Y2+1).                                                          ℓ𝓁↓𝟎 :𝒚≔ 𝒚 +𝟏;𝒈𝒐𝒕𝒐   ℓ𝓁↓𝟏  
(Y1 ≤ Y2 ∨ Y2 = 0) →  Step(1,2,Y1,Y2,Y1).                 ℓ𝓁↓𝟏 :𝒂𝒘𝒂𝒊𝒕   𝒚 =𝟎∨𝒚≤ 𝒚   ;𝒈𝒐𝒕𝒐   ℓ𝓁↓𝟐  
Step(2,3,Y1,Y2,Y1).            ℓ𝓁↓𝟐 :𝒄𝒓𝒊𝒕𝒊𝒄𝒂𝒍  ;𝒈𝒐𝒕𝒐   ℓ𝓁↓𝟑  
Step(3,0,Y1,Y2,0).                ℓ𝓁↓𝟑 :𝒚  ≔𝟎;𝒈𝒐𝒕𝒐   ℓ𝓁↓𝟎  



PDR(T): Conflict Resolution 

𝑳=𝟎
𝑴=𝟎
𝒀𝟐=𝟎  
𝒀𝟏=𝟎  

𝑳=𝟏
𝑴=𝟐
𝒀𝟐=𝟎  

𝑳=𝟐
𝑴=𝟐  

  
 
 

Conflict Resolution 

𝑳=𝟏
𝑴=𝟏
𝒀𝟏=𝟏
𝒀𝟐=𝟎  

𝑳=𝟎
𝑴=𝟏
𝒀𝟐=𝟎  

                                                                                ∧                  
∧ 
 

 Conflict               Resolution 
    Get Generalization from Farkas Lemma 
         Eg., resolve away blue internal variables   

𝒀𝟐≥𝒀𝟏+𝟏∧𝒀𝟏≥𝟎  𝒀𝟐≤0 𝒀𝟐≥𝟏  𝒀𝟐≤0 ∧ 



PDR(T): Conflict Resolution 

𝑳=𝟎
𝑴=𝟎
𝒀𝟐=𝟎  
𝒀𝟏=𝟎  

𝑳=𝟏
𝑴=𝟐
𝒀𝟐=𝟎  

𝑳=𝟐
𝑴=𝟐  

 
 
 

Conflict Resolution 

𝑳=𝟏
𝑴=𝟏
𝒀𝟏=𝟏
𝒀𝟐=𝟎  

𝑳=𝟎
𝑴=𝟏
𝒀𝟐=𝟎  
𝑴=𝟏  
→𝒀𝟐≥𝟏  

𝑴=𝟏  
→𝒀𝟐≥𝟏  

𝑴=𝟏  
→𝒀𝟐≥𝟏  

 
 
 

Conflict Propagation 

 
 
 

Conflict Propagation 



PDR(T):	  Generaliza<on	  from	  T-‐
lemmas	  

Can we satisfy? 
𝑹(𝟎,𝟎,𝟎,𝟎).                           Initial states 
𝑻(𝑳,𝑴,𝒀𝟏,𝒀𝟐,𝑳’,𝑴’,𝒀𝟏’,𝒀𝟐’),  𝑹(𝑳,𝑴,𝒀𝟏,𝒀𝟐)𝑹(𝑳’,𝑴’,𝒀𝟏’,𝒀𝟐’)            Reachable states  
𝑹(𝑳,𝑴,𝒀𝟏,𝒀𝟐)    ¬(𝑳=𝟐∧𝑴=𝟐).          Unsafe state is unreachable 
 

  ⏟𝑳=𝟎∧𝑴=𝟏∧𝒀𝟐=𝟎 ┬M   ∧⏟F    (𝑹↓𝟎 ) ┬𝑷𝒓𝒆   is unsatisfiable 
 
E.g., there is unsat core of:  ⏟⋀𝒋↑▒𝒄↓𝒋 ≤𝒙↓𝒋 ≤ 𝒄↓𝒋   ┬M       ∧   ⏟F    (𝑹↓𝒊 ) ┬𝑷𝒓𝒆 

  
 
Unsat proof uses T-lemmas   
 
(⏟𝟓> 𝒙↓𝟏 ∨𝟑< 𝒙↓𝟑  ┬𝑭𝒓𝒐𝒎  ¬M ∨⏟𝒙↓𝟏 − 𝒙↓𝟐 >𝟐∨𝟐𝒙↓𝟐 − 𝒙↓𝟑 >𝟏 ┬𝑭𝒓𝒐𝒎  ¬𝑷𝒓𝒆 ) 



PDR(T):	  Generaliza<on	  from	  T-‐
lemmas	  

Can we satisfy? 
𝑹(𝟎,𝟎,𝟎,𝟎).                           Initial states 
𝑻(𝑳,𝑴,𝒀𝟏,𝒀𝟐,𝑳’,𝑴’,𝒀𝟏’,𝒀𝟐’),  𝑹(𝑳,𝑴,𝒀𝟏,𝒀𝟐)𝑹(𝑳’,𝑴’,𝒀𝟏’,𝒀𝟐’)            Reachable states  
𝑹(𝑳,𝑴,𝒀𝟏,𝒀𝟐)    ¬(𝑳=𝟐∧𝑴=𝟐).          Unsafe state is unreachable 

  
Unsat proof uses T-lemmas      
 
(⏟𝟓> 𝒙↓𝟏 ∨𝟑< 𝒙↓𝟑  ┬𝑭𝒓𝒐𝒎  ¬M ∨⏟𝒙↓𝟏 − 𝒙↓𝟐 >𝟐∨𝟐𝒙↓𝟐 − 𝒙↓𝟑 >𝟏 ┬𝑭𝒓𝒐𝒎  ¬𝑷𝒓𝒆 ) 
 

   █■𝟐⋅(− 𝒙↓𝟏 ≤−𝟓)@𝒙↓𝟑 ≤𝟑@𝟐⋅(𝒙↓𝟏 − 𝒙↓𝟐 ≤𝟐)@𝟐𝒙↓𝟐 − 𝒙↓𝟑 ≤𝟏@  
   █■−𝟐 𝒙↓𝟏 ≤−𝟏𝟎@𝒙↓𝟑 ≤𝟑@𝟐𝒙↓𝟏 − 𝟐𝒙↓𝟐 ≤𝟒@█■𝟐𝒙↓𝟐 − 𝒙↓𝟑 ≤𝟏 −−−−−

− @𝟎≤−𝟐                   ⏟𝟐 𝐱↓𝟏 − 𝐱↓𝟑 ≤𝟓 ┬█■𝐁𝐥𝐨𝐜𝐤  𝐚𝐧𝐲  𝐦𝐨𝐝𝐞𝐥𝒔𝒂𝒕𝒊𝒔𝒇𝒚𝒊𝒏𝒈  𝐭𝐡𝐢𝐬    ↓  



PDR(LRA):	  Timed	  automata	  

Observation: 
 

 PDR + Model refinement using Farkas strengthening  
 is a decision procedure for timed push-down systems 
  

 
Justification: 
 

 Every lemma produced is a sum of differences from the input 
 ~ 
 Acyclic path in difference graph.  
  
 ⇒ Finite set of Farkas lemmas possible. 

 



N+1	  degrees	  of	  separa<on	  
Objec<ve:	  Synthesize	  induc<ve	  invariant	  to	  prove	  property.	  
	  
Reaching	  objec<ve	  with	  interpolants:	  
	  

	  Synthesize	  interpolants,	  use	  for	  proving	  invariants. 	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  Admirable	  	   	  Synthesize	  interpolants,	  evaluate	  on	  random	  formulas.	   	  	  	  	  Admire	  them	  	   	  Write	  papers	  about	  theory	  of	  interpolants.	   	   	  	  	  	  	  Admire	  the	  theorems	  	   	  Review	  papers	  about	  genera<ng	  interpolants.	  	   	  Write	  admirable	  review	  	   	  Par<cipate	  in	  PC	  discussion	  about	  paper. 	  	   	  	  	  	  	  	  	  	  Admire	  Kevin	  Bacon	  
	  Write	  paper	  about	  proof	  transforma<ons,	  	  
	  maybe	  good	  for	  interpola<on.	   	   	  	  	  	  	  	  	  	  	  Who	  knows,	  it	  may	  be	  used?	  
	   	   	   	  	  

Reaching	  objec<ve	  with	  PDR:	  
	  ….	  Nevertheless,	  interpolants	  arise.	  



Side-‐effect:	  Horn	  Craig	  Interpolants	  
Suppose	  𝐴⇒𝐵	  
A	  Craig	  Interpolant	  is	  formula	  𝐼:	  
	   	   	  𝐿𝑎𝑛𝑔(𝐼)⊆𝐿𝑎𝑛𝑔(𝐴)∩𝐿𝑎𝑛𝑔(𝐵)	  

	   	  𝐴⇒𝐼,  𝐼⇒𝐵	  
	  
Horn	  version.	  Establish	  sa<sfiability	  of:	  

	   	  ∀𝑥,𝑦.  𝐴[𝑥,𝑦]⇒𝐼(𝑥),  
	   	   	  ∀𝑥,𝑧.  𝐼(𝑥)⇒𝐵[𝑥,𝑧]	  
and	  find	  solu<on	  for	  𝐼.	  



Side-‐effect:	  Horn	  Craig	  Interpolants	  
Suppose	  𝐴⇒𝐵	  
A	  Craig	  Interpolant	  is	  formula	  𝐼:	  
	   	   	  𝐿𝑎𝑛𝑔(𝐼)⊆𝐿𝑎𝑛𝑔(𝐴)∩𝐿𝑎𝑛𝑔(𝐵)	  

	   	  𝐴⇒𝐼,  𝐼⇒𝐵	  
∀𝑿.          𝑿  >  𝟏𝟎𝟎  → mc0(𝑿,𝑿−𝟏𝟎) 
∀𝑿,𝒀,𝑹.      𝑿≤  𝟏𝟎𝟎  ∧ mc0(𝑿+𝟏𝟏,𝒀) ∧ mc0(𝒀,𝑹) → mc1(𝑿,𝑹) 
∀𝑿.           𝑿  >  𝟏𝟎𝟎  → mc1(𝑿,𝑿−𝟏𝟎) 
∀𝑿,𝒀,𝑹.      𝑿≤  𝟏𝟎𝟎  ∧ mc1(𝑿+𝟏𝟏,𝒀) ∧ mc1(𝒀,𝑹) → mc2(𝑿,𝑹)  
∀𝑿.                       𝑿  >  𝟏𝟎𝟎  → mc2(𝑿,𝑿−𝟏𝟎) 
∀𝑿,𝑹.       mc2(𝑿,𝑹) →  𝑹  ≥  𝟗𝟏 
 
Solve for mc0, mc1, mc2 



 

Intermediary solutions:   ∀𝑿.      F    (𝑹↓𝟎 )(𝑿)→𝑹↓𝟏 (𝑿),   
     ∀𝑿.    F    (𝑹↓𝟏 )(𝑿)→𝑹↓𝟐 (𝑿),     
     ∀𝑿.      F    (𝑹↓𝟐 )(𝑿)→𝑺𝒂𝒇𝒆(𝑿), 

 
 

Observation:  Farkas strengthening computes  
   a “Horn Interpolant” for LRA 

 
  i.e., solves for non-recursive Horn clauses 

PDR(T):	  Interpolants	  as	  a	  side-‐effect	  



PDR(T):	  Interpolants	  as	  a	  side-‐effect	  



Universally	  Quan<fied	  Horn	  Clauses	  
void init(int n, int* A, inc c) { 
    for (int i = 0; i < n; ++i) { 
          A[i] = c; 
    } 
    assert(∀𝑗.  0≤𝑗<𝑛⇒𝐴[𝑗]=𝑐); 
} 

Problem: Inductive invariant is quantified 
 
𝑅(𝑖,𝑐,𝑛,𝐴)≡∀𝑗.  0≤𝑗<𝑖⇒𝐴[𝑗]=𝑐 
  
Horn clause solvers compute quantifier-free symbolic solutions. 

Bjorner, McMillan, Rybalchenko, SAS 2013 

 Find 𝑅 to satisfy: 
 
 ∀𝑐,𝑛,𝐴.                𝑅(0,𝑐,𝑛,𝐴).   
 ∀𝑖,𝑐,𝑛,𝐴.          𝑅(𝑖,𝑐,𝑛,𝐴)⇒𝑅(𝑖+1,𝑐,𝑛,𝐴[𝑖↦𝑐])
 ∀𝑖,𝑐,𝑛,𝐴,𝑗.    𝑅(𝑖,𝑐,𝑛,𝐴)∧0≤𝑗<  𝑛=𝑖  ⇒𝐴[𝑗]=𝑐 



Universally	  Quan<fied	  Horn	  Clauses	  
void init(int n, int* A, inc c) { 
    for (int i = 0; i < n; ++i) { 
          A[i] = c; 
    } 
    assert(∀𝑗.  0≤𝑗<𝑛⇒𝐴[𝑗]=𝑐); 
} 

Problem: Horn clause solvers don’t handle ∀𝑘  .𝑄(..) formulas  

Bjorner, McMillan, Rybalchenko, SAS 2013 

 Find instead 𝑄 to satisfy: 
 
 ∀𝑐,𝑛,𝐴.                          ∀𝑘  .𝑄(0,𝑐,𝑛,𝐴[𝑘],𝑘).   
 ∀𝑖,𝑐,𝑛,𝐴,𝑘.          (∀𝑘.𝑄(𝑖,𝑐,𝑛,𝐴[𝑘],𝑘))⇒𝑄(𝑖+1,𝑐,𝑛,𝐴[𝑖↦𝑐][𝑘],𝑘)
 ∀𝑖,𝑐,𝑛,𝐴,𝑗.            (∀𝑘.𝑄(𝑖,𝑐,𝑛,𝐴[𝑘],𝑘))∧0≤𝑗<  𝑛=𝑖  ⇒𝐴[𝑗]=𝑐 



Universally	  Quan<fied	  Horn	  Clauses	  
void init(int n, int* A, inc c) { 
    for (int i = 0; i < n; ++i) { 
          A[i] = c; 
    } 
    assert(∀𝑗.  0≤𝑗<𝑛⇒𝐴[𝑗]=𝑐); 
} 

Bjorner, McMillan, Rybalchenko, SAS 2013 

 SAS 2013 paper approach: Pre-instantiate ∀𝑘.  𝑄 using pattern matching  
 
 ∀𝑐,𝑛,𝐴,𝑘.                          𝑄(0,𝑐,𝑛,𝐴[𝑘],𝑘).   
 ∀𝑖,𝑐,𝑛,𝐴,𝑘.                  𝑄(𝑖,𝑐,𝑛,𝐴[𝑘],𝑘)⇒𝑄(𝑖+1,𝑐,𝑛,𝐴[𝑖↦𝑐][𝑘],𝑘)
 ∀𝑖,𝑐,𝑛,𝐴,𝑗.                    𝑄(𝑖,𝑐,𝑛,𝐴[𝑗],𝑗)∧0≤𝑗<  𝑛=𝑖  ⇒𝐴[𝑗]=𝑐 

Solution: Q(𝑖,𝑐,𝑛,𝑎,𝑗)≡0≤𝑗<𝑖⇒𝑎=𝑐 



Other	  Horn-‐clause	  solving	  methods	  

•  Datalog	  engine	  over	  abstract	  tables	  
– Hash-‐tables	  for	  JavaScript	  points-‐to	  analysis	  
– Header-‐space	  algebra	  tables	  (ternary	  simula<on)	  
for	  checking	  routers	  [Lopes,	  Varghese	  &	  B]	  

•  Tabula<on	  as	  Infinite	  Descente	  	  
	  (a.k.a	  cyclic	  induc<on	  proofs)	  

Popular	  in	  CLP	  community.	  	  
New	  super-‐accelera<on	  [Voronkov	  &	  B]	  

•  Recursive	  func<ons	  in	  Leon	  



Summary	  
	  	  	  	  	  	  	  	  	  	  	  	  
	  	  	  	  	  	  	  	  	  	  	  	  	  An	  efficient	  SMT	  solver 	  	  	  	   	  	  	   	  	   	  

	  	  	  	  	  h[p://research.microsoV.com/projects/z3	  	  	  
	  

	  	  	  	  	  	  	  	  Tes<ng,	  Verifica<on,	  Valida<on,	  Modeling
	  	  	  	  	  h[p://rise4fun.com	  	  	  

	  
	  	  	  	  Fixedpoints:	  	  
	  	  	  	  Sa<sfiability	  of	  Horn	  Clauses	  Modulo	  Theories	  
	  	  	  	  	  h[p://rise4fun.com/z3py/tutorial/fixedpoints.htm	  	  


