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Current Automotive “SW Certification” Landscape

 Automotive companies follow 

internal best practice SW 

development methods

 Existing government regulations 

have very limited influence on 

SW integrity

 Limited use of “external” 

independent organizations to 

assess SW integrity

 Internal independent review / 

assessment is common

 “Certification” is not practiced

● Some tools suppliers are starting 

to certifying their products
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Vehicle Control System Development

4

d
e

v
e
lo

p
m

e
n

t 
p

ro
c

e
s
s

Requirements

Analysis

Simulation

Design

Implementation

(RP vs. Target)

Diff. Equation,, State-

based formalism,

SDF, etc.

C/C++

Code Libraries 

Ascet

SD
dSpace

Target-

Link

Natural language

Use-case diagram

Block diagram, etc. 

Matlab

SL/SF

Rhapsody

Programming Env. (Tornado, 

MS Visual Studio, etc)

Word

State-

mate

Continuous + 

Discrete

UML, UML-Profile,

ADL (AADL, EAST-

EEA), AutoSAR, etc

m
o

d
e

l
tr

a
n

s
fo

rm
a
ti

o
n

to
o

l 
in

te
g

ra
ti

o
n

Excel DOORS

Math

emati

ca

tool Integrationmodel translation
/composition

ACC
LDW

LXC

CTD
KLE

VRP

EngCyc
IMC

DFI

ACC-v1
ACC-v1

ACC-v1

ACC-v1
ACC-v1

LDW-v1

ACC-v1
ACC-v1

LXC-v1

ACC-v1
ACC-v1

CTD-v1

ACC-v1
ACC-v1

KLEC-v1

ACC-v1
ACC-v1

VRP-v1

ACC-v1
ACC-v1

EngC-v1

ACC-v1
ACC-v1

IMC-v1

ACC-v1
ACC-v1

DFI-v1

ACC-v1

LXC-v3

KLEC-v2

VRP-v2

EngC-v1

DFI-v5

ACC-v3

LXC-v3

KLEC-v5

VRP-v1

EngC-v1

DFI-v3

Chevrolet

Volt

Buick

Regal

CTD-v1

Feature/SW  Product Lines

Vehicle Development

Feature Development



Typical  Algorithm Development
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SW Development
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SW-In-The-Loop for Unit Testing

Software Runnable – Win32 Build

Host PC

Stimuli



HIL for Integration Testing

Software – Target Build
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In Vehicle Validation

 Test Track Evaluation

 Pre-Production Vehicle Public 

Road Evaluation

● Vehicle qualified for operation on 

public roads

 Production Vehicle Public Road 

Captured Test Fleet Evaluation
Target 

Vehicle

Target ECU
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Example Automotive Potential Hazards

 Unintended Acceleration

 Unintended Deceleration

 Unintended Lateral Acceleration

 Loss of Lateral Control / Steering Effort Too High

 Loss of Vehicle Park

 …
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Level 1

Level 2

Level 3
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(Application Monitor)
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What is ISO 26262?

 Adaptation of IEC 61508 to comply with the specific 
needs of E/E systems within road vehicles

 Specifies a functional safety life-cycle for automotive 
products

 Applies to all activities during the safety lifecycle of 
safety-related systems comprised of electrical, 
electronic, and software components

 Is a standard, not a regulation

 Broad industry participation in its development

 Likely to represent automotive state of the art

 Key concept: Automotive Safety Integrity Level (ASIL)

 Specify risk associated with a potential hazard

 Dictate development requirements to achieve required 
integrity with respect to systematic and random 
hardware failures



ISO 26262 Working Group 16 

Convenor Ch. Jung,  Independent Consultant

Secretary E. Fritzsche, VDA

Germany BMW,  Daimler , VW, Bosch,  Continental

France PSA,  Renault,  Continental,  Valeo

UK Landrover,  MIRA, Renesas

Sweden Delphi,  Volvo Cars,  AB Volvo, Mecel

Italy Centro Ricerche Fiat,  Fiat Auto,  TRW

Japan Denso,  Hitachi,  Honda,  Nissan,  Toyota

USA GM,  IBM,  TRW, 

Belgium Nissan, Toyota Motor Europe

Membership as of Nov 2010



ISO 26262 Development Time Line

March 2005 

distribution 

of PWI to 

SC3

June 2005:

SC3 members 

vote

Official Kick-Off

DIS

7/2009 DIS 

Publicly Available

12/2009 DIS Ballot

1/2008:

WG16 members 

vote 6-3 to 

promote to CD

CDWD IS

1/2007

Official Launch

Of Work Item

8-1 vote

11/2005

First WG16

Meeting

PWI

6/2008:

CD Ballot Vote -

Approved

Final Standard 

Available

7/2011

FDIS

2/2011 FDIS

Available

4/2011 FDIS

Ballot
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Management of Functional Safety

 Reviews / 

Assessments:

● ASIL determines level 

of review 

independence

 Safety Case Required

● Compiled set of work 

products

● No inconsistencies / 

Open Items

Source ISO/DIS 26262



Reference Phase Model for the Software Development

Software Development

Source ISO/DIS 26262



Example Software Architecture 
Design Requirements

Source ISO/DIS 26262



Example Software Unit Design Table

Source ISO/DIS 26262



SW Development Work Products

 Safety plan (refined)

 Software verification plan

 Design and coding guidelines for 
modelling and programming 
languages

 Software tool application guidelines

 Software safety requirements 
specification

 Hardware-software interface 
specification (refined)

 Software verification plan (refined)

 Software verification report

 Software architectural design 
specification

 Safety analysis report

 Dependent failures analysis 
report

 Software unit design 
specification

 Software unit implementation

 Software verification 
specification (refined)

 Embedded software

Source ISO/DIS 26262
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Next Steps – SAE Functional Safety Committee

 Initiated Feb., 15, 2011

● 30 members, 16 companies

 Mission: common 

understanding of ISO 26262

 Focus:

● Harmonizing ASIL 

assessment methods and 

levels

● Harmonizing hazard metrics

– How to measure for safety goal 

violation and what specific 

value constitutes a violation

 Similar activities in Japan & 

Europe

GM, Ford, Chrysler, FIAT, TRW, Bosch, 

ZF, Magna, Continental, Autoliv, BWI, 

MIRA, MOBIS, Kostal, Lab Telemetric, TI

Participating Companies:

Active recruiting of other companies

(including Japanese & European)

http://www.sae.org/servlets/works/committeeHome.do?comtID=TEVEFS



Motor Vehicle Safety Act of 2010

 Proposed legislation 

introduced in 2010

 Prompted by Unintended 

Acceleration Concerns

 Has 23 major provisions

 Status: 

● No vote taken in 2010 

● Opposition based on 

budget constraints

● Future - ???

 NHTSA to form Center for Vehicle  Electronics, SW, & 

Emerging Technologies

 Initiate new federal motor vehicle safety standard(s) to:

● Prevent unintended acceleration through brake override system

● Prevent pedal obstructions

● Require electronic systems to meet minimum performance 

standards

● Standards fro keyless ignition and gear shift controls

 Increase civil penalties, whistleblower protections, …

Highlights:

Source: http://www.opencongress.org/bill/111-s3302/show



NHTSA Unintended Acceleration Investigation

 March 2010 NHTSA enlisted NASA to support 

investigation of specific complaints

 NASA did not find an electronic cause

● Dual-point fault identified, but unlikely the cause

 Future NHTSA actions, include

● Consider regulations for brake-override, keyless 

ignitions, & event data recorders

● Initiate study on reliability / security of electronic 

control systems
– Consider NASA recommendation related to controls from 

other industries, diagnostic trouble codes, SW design & 

validation methods, protection against dual-fault scenarios

● Investigate placement of accelerator and brake 

pedals

● Continue to enhances its expertise in this area

 NHTSA has engaged the National 

Academy of Sciences to study 

broad issue of electronic control 

systems in vehicles

● Recommendations expected in 

fall of 2011

Source: http://www.nhtsa.gov/UA
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Summary & Conclusions

 ISO 26262 represents the overall industry mid-term vision of best 

practices methods for developing safety-critical software

● ISO 26262 likely to strongly contribute to automotive state of the art

● Industry move to ISO 26262 will roll out over the next several years

● Significant industry effort to make this transition

● Strong chance that automotive companies will harmonize ASILs and 

associated metrics

 Not likely that the industry will move towards full certification in the 

midterm time frame without additional external influences

 Impact of unintended acceleration issues on new potential 

regulations uncertain


