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Two	  approaches	  
•  Correla5ng	  Events	  across	  

different	  target	  networks	  
–  Source,	  type,	  5me	  

•  Correla5ng	  Pa@erns	  
across	  different	  target	  
networks	  	  
–  Looking	  for	  Common	  Data	  
Structures:	  Generalized	  
Structures	  or	  cycles	  in	  data	  
that	  may	  be	  repeatable	  
across	  different	  target	  
networks	  

•  Visual	  Analy5cs	  	  
–  Building	  Visual	  queries	  to	  
inves5gate	  possible	  
rela5onships	  between	  
events	  in	  the	  data	  

–  Exploring	  the	  use	  of	  the	  
Diamond	  model	  
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Data	  Overview	  and	  Characteriza5on	  

Data	  Processing	  
a)  Generated	  Flows	  from	  

the	  pcaps	  
b)  Parsed	  the	  data	  on	  

Logstash,	  and	  	  
c)  Loaded	  the	  data	  on	  

Elas5csearch	  for	  
analysis	  
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Preliminary	  overview	  (1	  hour/D1)	  
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Learning Hierarchical Temporal Models 
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Learning	  Clusters	  of	  Behavior	  (C2)	  Models	  
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Flow	  Visualiza5on	  
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Pivo5ng	  the	  Diamond	  Model	  
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Adversary	  >>	  Infrastructure	  >>	  Capability	  >>	  Vic5m	  
	  
Infrastructure	  >>	  Adversary	  >>	  Capability	  >>	  Vic5m	  



Data	  Modifica5ons/Enrichment	  
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A:	  Alloca5ng	  Geographical	  Posi5ons	  for	  	  Data	  Sources	  
B:	  Iden5fy	  specific	  threats	  from	  flows	  (IDS)	  	  
C:	  Define	  infrastructure	  and	  capabili5es	  for	  the	  dataset	  



Progress	  so	  far…	  
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Next	  Steps	  

•  Complete	  the	  data	  import	  into	  the	  analysis	  
framework	  

•  Annotate	  the	  flows	  with	  indicators	  for	  
“capabili5es”	  (specific	  IDS	  events)	  

•  Complete	  the	  visualiza5on	  to	  allow	  for	  the	  
interac5ve	  analysis	  

•  Ground	  truth?	  
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Marco	  Carvalho	  
mcarvalho@fit.edu	  
(321)	  674-‐8767	  
	  
	  
	  

C3E	  2015	  -‐	  Pi@sburgh,	  PA	   12	  


