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Network breaches are inevitable

“widespread recognition that some of these cybersecurity (cyber) events cannot be stopped.” [NIST2016] 

Cybersecurity incident response (CSIR)
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Incident response relies on playbooks

“ incomplete, untested, and not fit for purpose” [Onwubiko2020]

“overly prescriptive, slow to change, and often suffer from a lack of responsible oversight.” [Smith2021]
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Background
Threat model: cyber kill chain [LockheedMartin] [SANS2015]

- Gain initial access to the network

- Propagate in the network via lateral movement
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Key challenges: information uncertainty and resource allocation

- Security observations are noisy, incomplete, and contradictory
- Quick response may be suboptimal [NERC/FERC2020]

- Delayed containment is dangerous [NIST2012]
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Research questions (RQs)

During incident response, defenders need to answer the following questions:

(RQ1) What is the probability of compromise of the network hosts?

(RQ2) What is the containment strategy that minimizes the overall impact?

(RQ3) At a given moment, whether to continue the investigation or proceed to 

the containment?

(RQ4) If the answer to RQ3  is to continue the investigation, then which host 

should be inspected, using which security tool, to yield the optimal outcome?
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A campus network model [Enoch2019]
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Computer Applications.
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Experiment 1: probability of compromise
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Exp. 2a: optimal containment vs other 
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(RQ3) To investigate or to contain?
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Assumption 0: the uncertain attack graph faithfully captures the logic of multistep 

cyberattacks

Assumption 3: the initial point of intrusion and the attack scenario are 

probabilistically independent

Assumption 4: security observations are probabilistically independent

Assumption 5: the impact function is deterministic

Assumption 6: the impact function is additive

Model assumptions
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