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& 67 Years of Technical Achievement
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MIT Lincoln Laboratory

DoD Federally Funded Research and Development Center

Massachusetts Institute of Technology MIT Lincoln Laboratory

Mission: Technology in Support of Key Roles: System architecture engineering
National Security Long-term technology development

System prototyping and demonstration

Mission Areas:

Air, Missile & Maritime Homeland Air Traffic Communication Cyber
Defense A Protection < Control 4 Systems < Security 4

Advanced Space ISR Systems : , :
Technology Control A and Technology Tactical Systems A Engineering /
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3 Homeland Protection & Air Traffic Control Division

Developing systems & technologies to improve the safety, security,
resilience, and efficiency of U.S. Homeland and its people

Transportation Homeland Protection Bioengineering

’ . bl

Homeland Air Defense/Security
Counter-WMD
Borders & Maritime Security

Critical Infrastructure Protection

Air Traffic Surveillance HA/DR Biomedical Sensors & Systems
Weather Sensing/Forecasting Disaster Relief Tech Biomedical Informatics
Air Traffic Control Automation Decision Support & Engineered & Synthetic Biology
UAS Airspace/Collision Avoidance Collaboration Tools Brain & Cognitive Systems
DoD Transportation Humanitarian Tech Human Systems Engineering
Systems Analysis — Architectures - Prototyping - Testing — Decision Support
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Bioengineering R&D Across MITLL
By Application Area

Human 1D/
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Biosecurity Brain Science

Data Management Molecular Prototyping
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Extend Neurological & Behavioral Assessments for
Psych Health, Cognitive Status, and Neurotrauma

Neurological Models

Brain Localization
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Sensorimotor Response

Operational Monitoring

.Dlagnostlc Alds Intervention Efficacy
(in person or remote)
» Cognitive fatigue » Depression » Therapeutic/nutritional
* TBI sensing « mTBI * Brain stimulation
* Suicide ideation « PTSD
» Aberrant behavior &
threat risk

Pain quantification

« Pain management
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TBI: Traumatic Brain Injury
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@ Presentation Roadmap

« Claim: Cognitive fatigue can lead to a state of cognitive “in-security” in which one is
Induced into making a non-optimal, irrational decision

* Thesis: Cognitive fatigue can be detected and mitigated to restore cognitive security

« Application domains:
— Intelligence analysis, Cyber decision-making, Medical diagnosis, Fake News detection

Dual-Process Cognitive Biomarker

Theory Biases Analysis S

Cognitive Fatigue / Security LINCOLN LABORATORY

WWS 9/4/2019 MASSACHUSETTS INSTITUTE OF TECHMNOLOGY



@ Dual-Process Model for Decision Making

(Medical Domain)

Type
1

Processes

f

Pattern
Patient > Pattern Recognition Executive

Presentation Processor T override

RECOGNIZED |=p

Dysrationalia . ) . )
yovemde Calibration Diagnosis

Repetition

{
Type
REC(I)\‘g;IZED }_’ 2

Processes

Dysrationalia - the inability to think and behave rationally despite adequate intelligence.
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@ Dual-Process Model for Decision Making

« Type 1 processing is fast, autonomous, and where we spend most of our time. It usually works well, but
as it occurs largely unconsciously and uses heuristics heavily, unexamined decision making in the
intuitive mode is more prone to biases.

 Type 2 processing is slower, deliberate, rule-based and takes places under conscious control, which
may prevent mistakes.

 The predictable deviations from rationality that eventually lead to errors tend to occur more frequently
in the Type 1 processes, in line with findings of dual-process researchers in other domains.24-26

* Repetitive processing using Type 2 processes may allow processing in Type 1. This is the basis of skill
acquisition.

» Biases that negatively affect judgments, often unconsciously, can be overridden by an explicit effort at
reasoning. Type 2 processes can perform an executive override function—which is key to debiasing.

» Excessive reliance on Type 1 processes can override Type 2, preventing reflection and leading to
unexamined decisions—this works against debiasing.

 The decision maker can toggle (T) back and forth between the two systems—shown as broken line in
figure 1.

 The brain generally tries to default to Type 1 processing whenever possible

Cognitive Fatigue / Securit . . . .
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@ Cognitive Biases*

- “At its core, cognitive science is the study of how our minds process and transform
Information. And over the past few decades, researchers have found that a number of
glitches are hard-wired into the human brain in ways that adversely affect our ability to
seek out objective truth” [1]

« Cognitive Bias — ‘a predictable deviation from rationality’ [2]

THINKING,
« Cognitive Biases examples [3] FAST e SLOW
— Confirmation bias —we see what we want to see " = IS
— Optimism bias — we over estimate our abilities DANIEL

— Self-serving bias — good things happen because of us KAHNEMAN
— Recency bias —recent past more important than distant past RS TN BN A o
— Bias for bias —we are prone to influence by biases
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Cognitive Bias Codex*

COGNITIVE BIAS CODEX

We s based We no 2y
on hc ofte
We reduce events and list:
What Should We to their key elements
Remember?
e discard specif
to form generalit
We edit and reinforce
memories after the fact

We Need

Visual & Algorithmic Design:  John Manoogian Iii

Concept & Categorization:  Buster Benson

List of 188 Cognitive Biases:  Wikipedia

To Act Fast ¢ . £ : w're familar with or fond of

We simplify probabilities and numbers

Too Much
Information

Not Enough
Meaning

designhacks.co

Some 180 cognitive biases have been defined and are routinely identified by cognitive scientists
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Combating Bias in Decision Making

Bias is triggered

¥

Awareness of bias

¥

Motivated to correct bias H ——
‘ Debiasing i hhengs

Failure M | of clinical

reasoning

Aware of direction and
magnitude of bias

Able to apply appropriate
debiasing strategy

L 4

Successful debiasing

3 2

Optimal decision making

Awareness of bias can lead to correcting it and arriving at an optimal decision
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@ High-risk situations for biased reasoning*

High-risk situation Potential biases

1. Was this patient handed off to me from a previous shift? Diagnosis momentum, framing

2. Was the diagnosis suggested to me by the patient, nurse or another Premature closure, framing bias

physician?

3. Did I just accept the first diagnosis that came to mind? Anchoring, availability, search satisficing, premature closure
4. Did | consider other organ systems besides the obvious one? Anchoring, search satisficing, premature closure

5. Is this a patient | don't like, or like too much, for some reason? Affective bias

6. Have | been interrupted or distracted while evaluating this patient? All biases

7. Am | feeling fatigued right now? All biases

8. Did | sleep poorly last night? All biases

9. Am | cognitively overloaded or overextended right now? All biases

Representative bias, affective bias, anchoring, fundamental attribution

. . S
10. Am | stereotyping this patient” error, psych out error

11. Have | effectively ruled out must-not-miss diagnoses? Overconfidence, anchoring, confirmation bias

Cognitive Fati /'S it
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Cognitive Fatigue: Some Background*
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* Definitions:

— Subjective lack of mental energy that is perceived by the individual (or
caregiver) to interfere with usual and desired activities!?

— Decrease in cognitive resources developing over time on sustained
cognitive demands, independently of sleepiness

« Observed in the context of various attentional and executive cognitive
functions with, amongst others, developing

— Difficulties to suppress irrelevant information during selective attention
— Increased perseverations and time needed to plan,

— Weakened cognitive control and decreased high-level information
processing

— Even declining physical performance

« A significant contributing factor in
— Loss of productivity
— Poor academic and professional performance
— Increased risks of accidents and
— Reduced quality of life in normal and clinical populations

Cognitive Fatigue / Security . .. .
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; Environmental and Neural Bases of Cognitive Fatigue

 Environmental:
— Information overload
— Too many choices
— Lack of sleep
— Excessive task duration

* Neuroanatomy:

— Anterior cingulate cortex, responsible for

attention, runs out of dopamine

— Striatum, responsible for planning physical

activity, slows down

— Brainwaves become altered unsynchronized

Anterior cingulate ~ Posterior cingulate

cortex 1 cortex/precuneus

Multiple
prefrontal
regions

Medial -
prefrontal
cortex

Medial view Lateral view

Nature Reviews | Neuroscience

BETA

THETA
4-7 Hz

DELTA
0.1-3Hz

Brain waves and their function
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&3 Combating Bias in Decision Making

Bias is triggered

¥

Awareness of bias

¥

Motivated to correct bias H ——
‘ Debiasing i hhengs

Failure M | of clinical

reasoning

Aware of direction and
magnitude of bias

Able to apply appropriate
debiasing strategy

L 4

Successful debiasing

3 2

Optimal decision making

However, detecting bias and then correcting it may be difficult...
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& Combating Cognitive Fatigue in Decision Making

Fatigue
/ Brasis triggered

‘ Fatigue

|:> Step 1: Detection < Awaremis of bias— F

Fatigue

I

Motivated to correct bia Anti- .
\_ Pebiasing—y Fatigue [stortion
! Failure [ —pyi—o Cllnl_Cal
e Aware of direction and reasoning

magnitude of bias— Fatigue

i}

L Able to apply appropriate
Step 2: Mitigation < debiasing stratas
r Anti-Fatigue

\_ Successful debiasing—
; Anti-Fatigue

[

Optimal decision making

Maybe we can focus on fatigue, instead...
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Methods to Detect Neurological State

Brain Imaging (MRI, MEG, CT) Electrophysiology (EEG, EMG)

Clinical Assessment Physical Exam

€e

A
\
.

X t - {
)

|

Standard Approach Desired Characteristics
« Time consuming, invasive, expensive « Simple, noninvasive, inexpensive
« Largely qualitative trending « Objective, quantitative measures
* Primarily clinical populations * Access large populations via mobile devices
Cognitive Fatigue / Security MRI: Magnetic Resonance Imaging CT: Computer Tomography LINCOLN LABORATORY
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@ Biomarkers of Human Behavior

Desired properties Neural reele

1. Changes in motor control of a behavior

due to change in brain function
Eye
2. Changes in timing and coordination : L Lo tracking

within components of the behavior =8 S
Galvanic skin 2 ) Fine motor

conductance dexterity

Balance, Gait ' A Cardiorespirator

Neural timing and coordination across different parts of the brain essential in motor control
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@ Vocal (and Facial) Biomarkers

Neural Facial

One focus is on vocal and facial gestures
during speaking

* Easily and noninvasively measured -l b tracking
behaviors —

Galvanic skin Fine motor
conductance * dexterity

« Many standard signal processing
techniques can be leveraged for analysis

Balance, Gait y Cardiorespirator

* Highly complex human behavior that
requires coordination across the brain

Coordination can be a hidden aspect of human behavior that can be brought into a realm that is
tractable and understandable.
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S— . . . .
% Vocal Timing and Coordination
Changing of speaking rate at Loss of motor coordination, i.e.,
phoneme level complex synchrony, of speech
articulators (tongue, lips, jaw)
Automatic Phoneme Recognition
Vocal tract resonance correlations
T ‘ - ] " ' N
' =
22
(O]
{ >
|1 T
(]
L
A 4
Average phoneme durations for a subject
20
S 10 w
< g
a g
0 “Sh” “o,, “p”
Matrix Element
Average phoneme durations to quantify change in ~
average speaking rate of each phoneme for each subject Eigenvalues to quantify coordination
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@ Vocal Timing and Coordination

Changing of speaking rate at Loss of motor coordination, i.e.,
phoneme level complex synchrony, of speech
articulators (longue, lips, jaw)

Automatic Phoneme Recognition

Vocal tract resonance correlations
" &L " |

N
Frequency (kHz)

| 1
0 0.5 1.0 - 15
Time (s)
. 4
Average phoneme durations for a subject
20 I

v : :
3 Can also investigate
S 10 coordination across
§ different speech production
a sub-systems: vocal folds

0 “sh” “o” “p” and articulators

4

Average phoneme durations to quantify change in
average speaking rate of each phoneme for each subject
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Timing and Coordination of

T
)
‘,‘ " - N
Ay
Facial Action Units
Facial Action Units Lip Corner Pull Lip Tightening Brow Lowering
L
» Represent muscle
groups that underlie e o
facial expressions ‘
Facial action unit
. . . ) ) |ati
Facial Action Units are derived from video correiations v
Correlation matrix
50 0.6
£ 100 A 04
IS
5 150 02
':g 200 0
=
250 0.2
300 0.4
Matrix Element
""""""" = | v o
"""""" Eigenvalues to quantify coordination
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Stress on the Brain
@ from Cognitive Overload

Insult by head impact

Vocal fold:
source state ™\

| /
o -
positions Tactile '
feedback ™

. Aud g < \
r/"" v feedba
R ) °

§ Sonhncodm;tds — \/
from conce
) - "

~———" Wrticulator and foid
timing/coordinati

4y
.'“a " . Neural motor
N\

| signals

Cognitive stress can cause neurocognitive

and sensorimotor changes

Cognitive Stress

Speech Network

N

Hypothesis: Can assess cognitive changes
using speech (facial) biomarkers
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&3 Detecting Cognitive Load & Fatigue

LL Biomedical Speech/Hearing and
Neurocognitive Laboratory

Cognitive Load Study
» Objective: Detect one of two load conditions
* Digit & sentence recall task

» Multiple sensor modalities
— Audio
— Video
— EEG (considered a gold standard for cognitive load)

Cognitive Load Protocol

Vowel - Cognitive Task Vowel
Pa-ta-ka « o Task Training « v Pa-ta-ka

(“ahh”) ' Repeat x324 (“ahh”)
(10 sec) (5 sec) (max 54 trials) (@.hours) (5 sec) (10 sec)

Cognitive load & vocal load
3 Difficulties — 108 unique sentences
The viewpoint The viewpoint
4,6,7,8 overlooked Pause overlooked 4,6,7,8
the ocean the ocean

Hear Digits Hear Sentence Repeat Sentence Repeat Digits

<

é
wil
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Detecting Cognitive Load & Fatigue
EEG, Audio/Video Fusion

o
(o3

Prob. Detect
(=]
-

o
o)

Audio@Xideol

0.8+
j
— 1 trial = 6s 0 — 1 trial = 6s
— 10 trials = 60s | | _coj 0.4l =10 trials = 60s |
20 trials = 120s a : 20 trials = 120s

=30 trials = 180s
— 40 trials = 240s| |

50 trials = 300s
— 60 trials = 360s

— 30 trials = 180s
— 40 trials = 240s| | 02l

50 trials = 300s
=60 trials = 360s

0 0.2 0.4 0.6 0.8 1 0 0.2 0.4 0.6 0.8 1

Prob. False Alarm Prob. False Alarm

« Multiple trials of digit & sentence recall task
» 11 subjects in lab-based collection
 Expanded to portable collection platforms

Noninvasive vocal and facial biomarkers approaching gold-standard EEG performance

Cognitive Fatigue / Security
WWS 9/4/2019

LINCOLN LABORATORY

MASSACHUSETTS INSTITUTE OF TECHMOLOGY



@ Other Passive and Stand-Off Sensing

« Other passive wearable or standoff monitoring

7.143 fps

from video, infrared, WIFI/RF

— Heartrate and respiration

— Skin conductance and temperature
— Fine and gross movements

« Examples

— Emotion from video and infrared cameras on
smartphones and tablets

— Movement through walls using WIFI and RF \‘I |

https://motherboard.vice.com/en_us/article/a3aaqp/mit-
device-uses-wifi-to-see-through-walls-and-track-your-
movements

State-of-the-art mobile technology allow for a large array of non-obtrusive behavioral sensing

Cognitive Fatigue / Security
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& Combating Cognitive Fatigue in Decision Making

Fatigue
/ Brasis triggered

‘ Fatigue

Step 1: Detection < Waremiso btas— F

Fatigue -
Motivated to correct bia Anti- .
\_ Pebiasing—y Fatigue [stortion
; Eailitre ot clinical
e Aware of direction and reasoning

magnitude of bias—

i}

Fatigue

Able to apply appropriate
|:>Step 2: Mitigation < _dabia_i’ié_sfﬁmf\,
r Anti-Fatigue

\_ Successful debiasing—
; Anti-Fatigue

[

Optimal decision making

Maybe we can focus on fatigue, instead...
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Interventions

* Rest
— Sleep is a good defense
— Switching tasks

e Chemical interventions
— Caffeine can do wonders
— “Go pills” are common and approved in military

 Transcranial Direct Current Stimulation

o
L

— Has shown great promise in improving cognitive
function

— Has lasting effect for improvement over fatigue

g
and overload M
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tDCS

How does it work?

i anodal tDCS
— Provides 2mA stimulation through the skull to \

dorsal parietal lobes to counteract effects of ICP i
fatigue.

Role of Al in interpreting current data and

applying stimulation in correct way to improve
function

10+

)
=]

Accuracy (%)
Change from 1800
s 8 S o

IIIII

&
|
I|I I|
Lo

Last Expenmental Session ——=

iy
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IS
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1800 2000 2200 2400 1800
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Canonical Architecture for Al

Sensors Users (Missions)
‘« E‘{ Structured Algorithms Human- Machine
* = Data e.g.: Teaming
IE§l % > . [ Human .
i Data Information Knowledge-Based Knowledge O H — Insight
e Anomaly Detection uman-viachine —
Conditioning > !/ * Complement
Sources Unsupervised T TVachine
> and Supervised
@ Learning
. Unstructured Ad L _ < >
— ot Data versarial Learning
l 4 NVD - ) - Transfer learning Spectrum
Modern Computing
- =
CPUs ' GPUs "s‘ Quantum

Robust Al

Verification & Validation Security Metrics Explainable Al Felley, Eth|qsz SR e
(e.g., counter Al) Training
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Human-Machine Teaming Model to Combat
Cognitive Fatigue, Ensure Cognitive Security

o
o

s
,
'o%e%!

Making
v Gather relevant cognitive
Human biomarkers

v' Assess aspects of cognitive fatigue
l v Recommend intervention with
— appropriate measure to maintain

optimal performance

Detect,
Assess

Intervene

Artificial Intelligence can be leveraged to identify fatigue in biomarker data and recommend
appropriate intervention
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Cyber Security: Critical Threat Surfaces

s
,
‘o

Global Trends

Attacker

Insider threats (both
malicious and unwitting

insiders) Compromised User Comgromised Stystem
: omponents
: : ; » Credential Stealing ) .
Prollfler_?_tlon of devices e Attacle Compromised Input : §E§§'§§?§lﬂ£§a€ks
(e.g., 1oT) * Spear Phishing Memory Corruption . Malicious Logic

| | | Passuord Suessing Code Injection Counterfeit Components
Mission success in the - Cognitive Security Database Injection . Malicious Compilers
presence of Cyber attacks Malformed Packet (Ddos)
Attacker use of Cyber-EW effect

automation / Al

Users Data Systems
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Achieving Cognitive Security:
Potential Research Directions

« Systems to detect and avert fatigue quickly

 Non-invasive ways to sense cognitive fatigue

« HCI that incorporates cognitive fatigue feedback

« Human-machine teaming that offloads human when fatigued

* New types of interventions: work-sharing, goat-yoga
— Depends on cause of fatigue...

* Role of cognitive fatigue in cognitive security (e.g., decision
making)

« Other cognitive disorders that effect human performance
— Depression, ADHD, affect, etc. ...

Cognitive Fatigue / Security LINCOLN LABORATOLRY
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@ Summary

Cognitive fatigue negatively effects decision capabilities of humans
— Humans will continue to be an integral part of automated systems

Cognitive fatigue could be an advantageous attack surface for a motivated attacker
— Leads to non-optimal, biased decisions in many domains

Cognitive fatigue can be detected unobtrusively and mitigated to restore optimal
performance

— Biomarkers manifest fatigue, interventions provide mitigation

MIT Lincoln Laboratory is working to better understand phenomenology and
Implement solutions
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WWS 9/4/2019 MASSACHUSETTS INSTITUTE OF TECHMNOLOGY





