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Combinatorial coverage for 7,489 tests 
132754262  configuration 

red = 2-way; blue=3-way; green=4-way 

Definition. Variable-value configuration:  For 
a set of t variables, a variable-value 
configuration is a set of t valid values, one for 
each of the variables.  

Definition. Simple t-way combination 
coverage:  the proportion of t-way 
combinations of variables for which all valid 
variable-values configurations are fully 
covered.    

Problem:  an existing test set has a large 
number of tests. 
•  Not designed as a covering array   
•  Does it provide 2-way coverage?  3-way 

coverage?  More? 
•  How can we evaluate combinatorial 

coverage? 
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Definition. Total t-way combination 
coverage:  the proportion of valid  t-way 
variable-values configurations covered.    
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•  Tests contain four binary variables:  a, b, c, d 
•  What can we say about coverage?  

Vars Configurations 
covered 

Config coverage 

a b 00, 01, 10                 .75 
a c 00, 01, 10          .75 
a d 00, 01, 11          .75 
b c 00, 11                .50 
b d 00, 01, 10, 11     1.0 
c d 00, 01, 10, 11      1.0 

2/6 covered to 100% 
3/6 covered to 75% 
6/6 covered to ≥ 50% 
total 2-way coverage  
= 19/24    = .79 
(area under curve) 
 

Test # a b c d 

1 0 0 0 0 
2 0 1 1 0 
3 1 0 0 1 
4 0 1 1 1 

•  Tests have       2-way combinations 
with 4 values each:  00, 01, 10, 11 

•  Measure the coverage of each 
combination 

•  Φ = % of combinations w/ full 100% 
value coverage 

•  M = minimum value coverage 
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Some properties of test criteria 
 
Μt (all-values)  ≥ 
 
Μt (base-choice) =  
 
(t+1)-way total coverage:  St+1 ≥  1/v 

Evaluating Test Strategies 
-  Combinatorial coverage is an 

important consideration  for all 
test strategies 

-  Helps us understand why some 
strategies are effective 
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Example: 
coverage for 70 tests, 2352324152141 design:  

St = total variable-value coverage, the 
proportion of variable-value configurations that 
are covered by at least one test 
Mt = minimum coverage of t-way settings 
among combinations 

Very Large Test Sets 
-  Some problems are too large for 

covering array algorithms 
-  Random tests naturally cover a high 

proportion of combinations 
-  Measure random test set coverage 

MEASURING TLS CIPHER SUITES  

•  combination of key exchange, 
authentication, encryption and 
MAC algorithms  

•  interactions between 
components may be sources of 
problems  

•  useful to consider what 
interactions exist in already 
implemented code; what may 
need more extensive testing if 
suite is extended 

•  Examples 

•  IANA - input model of 
5162101281 = 8400 possible 
implementations; small 
proportion covered  

•  Mozilla – smaller input model; 
larger proportion covered  

•   Combinatorial coverage 
provides a measure of one 
aspect of assurance complexity 

KEX Enc Key size Mode Hash
ECDHE ECDSA AES 128 CBC SHA

ECDHE RSA 256 GCM SHA256
DHE RSA SHA384
DHE DSS

TABLE VII: Mozilla IPM

Fig. 6: Coverage Mozilla

E. NSA Suite B

Suite B is a recommendation by the
NSA 5. Currently only one cipher, namely
TLS_ECDHE_ECDSA_AES_256_GCM_SHA384, is
recommended. Before a revision in 2015 AES 128 and
SHA256 were also allowed.

IV. MEASURING TLS CIPHER SUITES

The TLS cipher suites can be viewed as a collection of
configuration settings or options, conditioned that an input
parameter model is available. A particular implementation is
composed from a number of modules or components that to-
gether provide desired functionality. For TLS, the components
are of the five types of modules described earlier in Section III.
Combination coverage is of interest for configurable systems
because interactions between multiple components are often
the source of bugs and vulnerabilities. The more potential
interactions, the greater the possibility for such interoper-
ability problems, and thus the greater need for testing. The
significance of t-way combinations of configuration options
is dependent on the application. For TLS cipher suites, an
example might be the importance of analyzing the existing
pairs of encryption and authentication functions. If encryption
is provided without authentication, or with inadequately secure

5https://tools.ietf.org/html/rfc6460

KEX Enc Key size Mode Hash
ECDHE ECDSA AES 128 GCM SHA256
ECDHE ECDSA AES 256 GCM SHA384

TABLE VIII: NSA recommended cipher suites before 2015
revision

KEX Enc Key size Mode Hash
ECDHE ECDSA AES 256 GCM SHA384

TABLE IX: NSA recommended cipher suite after 2015 revi-
sion

KEX Enc Key size Mode Hash
ECDHE ECDSA AES 128 GCM SHA256

256 SHA384

TABLE X: NSA IPM (before revision)

Fig. 7: Coverage NSA Suite B

authentication, then users will be vulnerable to a man-in-the-
middle attack.

If we wish to analyze a cipher suite, one consideration
is the extent to which we can measure combinations of its
configurable options. If a new or a revised cipher suite is
proposed, for example, interoperability errors may be more
common where combinations of options have not been used
in the previous versions. For instance, if such a cipher suite has
a pair of components that is present in the current suite, then it
is already in use and interoperability problems are presumably
more likely to have been identified through use. If a particular
combination of components was not present in the current im-
plementation, then, in the case that a testing procedure can be
applied, this is likely to be required to ensure correct operation
than if the current suite already has this pair. Furthermore, if
an existing configuration uses both components, then previous
test sets should have covered this pair. By identifying pairs and
higher strength t-way combinations that are not covered in the
current test set, we can improve the test sets by covering the
previously untested interactions.

Consider Table II for example. The ENISA cipher suite
input model has a configuration of 233141, for 96 possible
implementations. Table XII contains 24 rows, so many other
implementations are possible using software for each of the
parameters in the input model. Table XII shows that 86% of
the pairs have been covered in the ENISA specification, so
problems that are related to unspecified 2-way interactions are
relatively unlikely if a new option is afterwards added to a
revised ENISA cipher suite.

The IANA cipher suite list, on the other hand, has an
enormous possible configuration space, with an input model
of 5162101281 = 8400 possible implementations. As shown
in Table XII, only 45% of the pairs, and only 16% of 3-way
combinations are present in the current list. Thus changes or
additions are more likely to introduce combinations that have
not been used in the existing test sets.

All data can be found in Table XII and is further visualized
in Figures 3, 4, 5, 6 and 7 which show the coverage for the
IANA, ENISA, BSI, Mozilla and NSA test sets. These figures

Fig. 1: Example test set

Fig. 2: Measured combinatorial coverage for 7,489 tests.

suites into parameters (Table XI). It is revealed that 2-way
coverage is achieved for all pairs of parameters except for
the parameter pair (Key size, MAC) where the tuples (256,
SHA256) and (128, SHA384) are missing.

In addition, we have performed a comparison of the spec-
ified cipher suites of IANA, ENISA, BSI, Mozilla and NSA
Suite B and our measurement results are given in Table XII.
Note that TLS is used only as an illustration of the analysis
method, because complex constraints embedded in the TLS
code of different implementations have not been included.

For example, if encryption is selected as NULL in the IANA
cipher suites, then the key length must be zero and the mode
must be NULL as well. Similarly, when the AES key size is 128
bits in NSA suite B, then the hash function must be SHA-256
with 128-bit collision resistance to match the security strength;
and when different curves are used with ECDHE_ECDSA, key
lengths must be changed. The figures in Table XII can therefore
be considered upper bounds rather than exact sizes of the

configuration spaces. A complete analysis including specific
TLS constraints can be considered in a future paper.

A. IANA

The Internet Assigned Numbers Authority (IANA) records
all cipher suites which have been specified for TLS (versions
1.0, 1.1 and 1.2) and each cipher suite is assigned a unique
identifier (2-byte value).1 The whole cipher suite list contains

1https://www.iana.org/assignments/tls-parameters/tls-parameters.xhtml#
tls-parameters-4

KEX Enc Key size Mode Hash
NULL NULL 0 NULL NULL
RSA RC4 40 CBC MD5

RSA EXPORT RC2 56 EDE CBC SHA
DH DSS EXPORT IDEA 128 GCM SHA256

DH DSS DES 168 CCM SHA384
DH RSA EXPORT 3DES 256 CCM 8

DH RSA AES
DHE DSS EXPORT CAMELLIA

DHE DSS SEED
DHE RSA EXPORT ARIA

DHE RSA
DH anon EXPORT

DH anon
KRB5

KRB5 EXPORT
PSK

DHE PSK
RSA PSK

ECDH ECDSA
ECDHE ECDSA

ECDH RSA
ECDHE RSA
ECDH anon
SRP SHA

SRP SHA RSA
SRP SHA DSS
ECDHE PSK

PSK DHE

TABLE I: IANA IPM

Fig. 3: Coverage IANA

317 cipher suites which are omitted for space reasons, but we
give the resulting IPM in Table I. In the context of this paper,
we consider a cipher suite list as a test set.

1) Key length constraints:

• For each encryption algorithm one constraint for al-
lowed key sizes (e.g. AES ) key size = 128 or 256)

• Only necessary for IANA model since the other sub-
sets don’t allow for invalid combinations

B. ENISA

The following recommendation is issued by the ENISA
(European Union Agency for Network and Information Secu-
rity). The recommendation notes that none of the available key
exchange mechanisms are particularly favorable for future use
(long term) as no proof of security exists, but recommends
(EC)DHE together with RSA, DSS or ECDSA for legacy use
as this provides forward secrecy 2. See Table II for the whole
list of cipher suites.

2https://www.enisa.europa.eu/activities/identity-and-trust/library/
deliverables/study-on-cryptographic-protocols/at%5fdownload/fullReport


