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* The GAPS CLOSURE project, funded by the
government, is developing a natural
language framework for cross-domain data
filtering and transformation:
https://github.com/gaps-closure

« This allows for expressing packet filtering
and transformation rules in plain English, no
specialized knowledge or reprogramming for
different systems/hardware needed.

« Network security is crucial for national
security and is increasing in importance.

+ Firewall rules protect against incoming
malware, DoS attacks, ransomware, and
outbound traffic.

« Translating English to packet/network-level
metrics reduces misconfiguration and
enables richer configurations.

« Stateful rules are crucial for network
security, identifying handshakes, parts of
TCP flows, and 5-tuples for connection
tracking.

« Simplify network/system configuration using plain English in NRL to produce
BPF instructions for packet filtering, transformation, and network statistics
constraints.

+ NRL is a restricted English language for expressing constraints and
transformations over models, while BPF is a 3-decade-old instruction set for
packet filtering.

* NRL rules apply to any data format defined by a DFDL Schema.

NRL Rules BPF Bytecode

+ Extract packet field sizes and offsets from DFDL schema to generate BPF
bytecode for filtering, transforming, and network stats.

+ Chicago BPF enables stateful packet filtering and transformation using
scratch memory, including storing packet 5-tuples for complex packet filtering
and transformation rules.

« Stateful rules like SYN/ACK handshake identification and targeting TCP flow
packets can be implemented using scratch memory.
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+ A transpiler written in Java, that taken NRL
as input, and takes the definition of a packet
file data format.
+ It outputs equivalent BPF bytecode that
runs on the hardware target to filter and
transform packet data according to the NRL
rules.

* The transpiler can take in complex policies
composed of hundred of rules, and instantly
translate the rules into one BPF policy.
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