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Verification of Safety-Critical Embedded Software

e Problem

— As complexity increases, verification has become the most costly
part of development

— Integration can be especially challenging and expensive
e Approach

— Model system architecture with standard notation with clear
semantics

— Divide verification task into manageable, reusable pieces

— Translate these models to a form that can be interpreted by
powerful general-purpose engines (SMT-based model checkers)

© Copyright 2016 Rockwell Collins, Inc.

All rights reserved.
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Certification

e We also care about certification ... -~
— Compliance with current practice

and certification guidance

© Copyright 2016 Rockwell Collins, Inc.
All rights reserved.
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Architecture Analysis and Design Language (AADL)

%
e 1Y o . Software
s®
4 ° ) . /
UAV i B 1
Software o Dy
J Sensors /
Flight Mission Linux VM togial connection VAR s
{ eChronos }[ seL4 }[ seL4 } on PRAFMU '.Stabihtv&
« _______________________ Navigati
(’ d & /
& 7 Cunctnrr;:r:elemmrv ;  EGEEEEEEEE R
 J Logical Connection F I
N Y oMous gy ) T e
Flight Controller Mission Controlle.’ A meterconl
. R Y A B i /
. Radic Control
Pl S —*
Y| o 1 cPu cPU Lo
ARM Cortex M4 ARM Cortex A15
GpPs [H>—Y .
Odroid

Camera
Pixhawk >
N

Motors e Sensors s
@ -
N | U
A

AADL = SAE AS5506 standard

« Target: Embedded, real-time, distributed systems
« Describes both hardware and software

« Extensible syntax (annex)

« Open source tools, supported by SEI

© Copyright 2016 Rockwell Collins, Inc. Slide 4
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Architecture Modeling and Analysis Tools
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Structural
Analysis

Architecture Models

%AADL Architecture Translation

Architecture Analysis

Assumption: Input <20
Guarantee: Output < 2*Input

Assumption: none.
‘Guarantee: Output = Input. +Input2

- e eacton Assumpton: Input <20 Assumption; Input < 10

> Guarantee: Output < Input + 15 ‘Guarantee: Output < 50

eChronos Kind/JKind
VxWorks Model Checker

© Copyright 2016 Rockwell Collins, Inc. 7
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AGREE: Assume-Guarantee Reasoning Environment

e Each AADL component contains a about its
inputs and about its outputs in a

e AGREE uses a k-induction model checker to determine whether
a component implementation (its subcomponents) satisfies its
contract.

e Analysis proceeds hierarchically on the model:

— Evidence that a component’s guarantees hold only relies on
evidence from its subcomponents.

— This allows analysis to scale to larger designs.

© Copyright 2016 Rockwell Collins, Inc.
All rights reserved.
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Simple Example

Assumption: .
Assumption: none
Input < 20
Guarantee:
Guarantee:

= +
Output < 2*Input Output = Inputl + Input2

Assumption: Assumption:
Input < 20 Input <10

Guarantee: Guarantee:
Output < Input + 15 Output <50

Assuming the input to the system <10, is the output <507?

e Given
- System assumptions Proof Obligations
- Subcomponent contracts As > A,
— Architecture model As A Gy 2 Ag

e Prove As A Gy A Gg 2 Ac

ASAGAAGBAGCQGS

- System guarantees

© Copyright 2016 Rockwell Collins, Inc.
All rights reserved.
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AGREE Translation

e Translates AADL models with AGREE annotations into Lustre for
analysis by k-induction model checkers

- Kind 2 (University of Iowa)
— JKind (Rockwell Collins)

Lustre

© Copyright 2016 Rockwell Collins, Inc.
All rights reserved.

Your
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AGREE Annex to AADL

e Annotate AADL model with assume-guarantee contracts

system Car
features
Target_Speed: in data port Types::speed.speed_impl;
Actual Speed: out data port Types::speed.speed_impl;
annex agree {**

const MAX_ACCEL : real = 2.0;

assume "target speed is positive" : Target_Speed.val >= 0.0;
assume "reasonable target speed" : Target_Speed.val < 150.0;

eq const_tar_speed : bool =
Agree_Nodes.H(Target_Speed.val = prev(Target_Speed.val,0.0));

guarantee "actual speed is less than constant target speed” :
const_tar_speed => (Actual_Speed.val <= Target_Speed.val);

guarantee "acceleration is limited" :
Agree_Nodes.abs(Actual_Speed.val - prev(Actual_Speed.val, 0.0)) < MAX_ACCEL;

**x1s

end Car;

© Copyright 2016 Rockwell Collins, Inc.
All rights reserved.
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4 )
Export component D D
contracts to Simulink
e Formal contracts on components - G /

— Assumptions: Constraints on
what a component expects from

its environment

— Guarantees: Specification of Z /Z /
component behavior in response
to its environment

e The contract of a component
specifies requirements for its
implementation

———— m—————
/ l /

L g L--- \ 4

e Tools link system
development environment
to component
development environment

© Copyright 2016 Rockwell Collins, Inc.
All rights reserved.
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Export Design Contracts
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Translate to MATLAB Function

-
4\ MATLAB R2015b
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*
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Running: C:\Project_Files\ATC\Simulink\projectStartup.m
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Simulink Menu customizations loaded.
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Insert Property Observer in Simulink Model

r
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Application: GPCA Controller Analysis

GPCA_SW.m,

v Components modeled in
TLMC_(:/I“:)';E_IN TLM_h::)DE_IN S i m u I i n k

m Architecture modeled in AADL

CONFIG_IN

o W Component verification using
. i ot Simulink Design Verifier

IM_OUT P

IM_IN

TLM_MODE_IN TLM_MODE_IN PRES_IN

SENSOR_IN SYS_MON_IN OP_CMD_IN

CONST_IN LOGGING_IN DB_IN

CONFIG_IN OP_CMD_IN CONST_IN

SYS_STAT_OUT p»

SENSOR_IN

CONST_IN

SYS_STAT_IN

Maintains System verification using
thresholds OSATE/AGREE

Computes total
volume infused

Commands
flow rate

Example Requirement: Analysis Time:
If the drug reservoir is empty, the Monolithic
infusion flow rate shall be zero. e sl lsl
_ > 1 hour 4m 33s
Counterexample found in <1 second (12/19 proved)
© Copyright 2016 Rockwell Collins, Inc. 17

All rights reserved.
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Application: NASA Quad-Redundant Flight
Control System

System & Existing Mil Std FAR FCS Top Level
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Application Reqts v v v v % 4
& Specs Nav| |Guide| |CLaws| |ISAS| |[OSAS| |CCDL
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Application: Boeing Unmanned Little Bird (HACMS)
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Example: ULB Contracts

Assume: MP, = “The STANAG message from the authentication component
has valid data”

Guarantee: MP; = “If the camera moves, then the LOl is 3”

Wescam VSM

Guarantee: WV, = “if no stanag message received,
the camera state remains the same”

STANAG Thread

Guarantee: 5T,
="STANAG commands
translated to camera
commands”

© Copyright 2016 Rockwell Collins, Inc.
All rights reserved.

Camera Thread

Guarantee: CT; =
“Move camera if
message is received”

LOI Manager

Assume: MP, = “The received STANAG message has valid
data”

Guarantee: MP_ = “STANAG commands not fowarded to
camera unless LOI is 3"

T ———

20
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ULB Phase 2 Flight Demo - 24 July, Mesa AZ

© Copyright 2016 Rockwell Collins, Inc.
All rights reserved.
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DARPA “Wait, What?” WAIT
St. Louis, 9-11 Sep 215 WHAT

— FO rmal A FUTURE TECHNOLOGY FORUM

Methods & 1'

© Copyright 2016 Rockwell Collins, Inc.
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Observations

e Some requirements are not compositional
— High level requirements contain details of low level specifications
e Errors found during formalization

— Problems became evident when translating the English
requirements to AGREE syntax

e Errors found during model checking
— Counterexample provided by Kind 2/JKind
e Errors found by realizability analysis

— No possible implementation existed for a component with the given
requirements

© Copyright 2016 Rockwell Collins, Inc. 23
All rights reserved.
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Current Work

e Support for more AADL constructs
— Shared Data
— Remote Procedure Calls

e Exporting component contracts to other environments
- C/C++

e Changes to specification language
— More expressive, more user-friendly

e Richer timing semantics
— Real-time

© Copyright 2016 Rockwell Collins, Inc.
All rights reserved.
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