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Demystify Your Trust Boundary with Interactive 
Refinement
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Tenet

Customer trust in Amazon’s stewardship of their 
money is paramount. We work to secure our 
customers’ funds and personal financial information 
above all else.
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Tenet

We obsess over insider threats as much as external 
threats. We build our systems in a way that no 
operator access to production is required. We 
automate sensitive tasks, and enforce multi-person 
approval to perform them.
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Flexible trust boundary
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1. RZ = set of resources
2. findings(RZ) = {(src, dst) | src ∈ RZ && 

dst ∉ RZ && allowed(src, dst)}
3. allowed(src, dst) = 

• allowedperm(src, dst) || 
• allowednetwork(src, dst) ||
• allowedcode(src,dst)
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Code analysis for red zones

1. try {
2. String tokenized = tokenizer.tokenize(creditCardNum); // creditCardNum is sensitive
3. log.info("Tokenized : {}", tokenized); // no issue here
4. } catch (Exception ex) {
5. log.error("Failed to tokenize credit card"); // no issue here
6. }
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The only people outside of my trust boundary who have access are X, Y, and Z

The only people outside of my trust boundary who have access are X, Y, and Z

Fixed trust boundary

Interactive trust boundary

fixed variable

Automatic Specification
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Thank you!
Blogs
1. https://aws.amazon.com/blogs/security/protect-

sensitive-data-in-the-cloud-with-automated-reasoning-
zelkova/

2. https://aws.amazon.com/blogs/aws/amazon-s3-block-
public-access-another-layer-of-protection-for-your-
accounts-and-buckets/

Papers
1. https://www.amazon.science/publications/reachability-

analysis-for-aws-based-networks
2. https://www.amazon.science/publications/stratified-

abstraction-of-access-control-policies
Documentation
1. https://aws.amazon.com/security/provable-security/
2. https://www.amazon.science/research-areas/automated-

reasoning

Learn more:

Vaibhav Sharma

Contact information
svaib@amazon.com
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𝑔:… → database

What is cloud computing?

“on-demand delivery of IT resources via the Internet with pay-as-you-go pricing.”

𝑓:… → computer

𝑓!" ∶ computer → …

[Andrew Gacek, 
HCSS 2020]


