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CPS Attack Classes 

1.  Sensor	  a+acks	  
•  The	  a+acker	  can	  arbitrarily	  change	  

sensor	  measurements.	  

2.  Actuator	  a+acks	  
•  The	  a+acker	  can	  arbitrarily	  change	  

actuator	  values.	  

3.  Communica=on	  a+acks	  
•  The	  a+acker	  can	  change	  	  	  	  	  	  

messages	  between	  sensors	  and	  
controllers,	  and	  messages	  between	  
controllers	  and	  actuators.	  

4.  Controller	  a+acks	  
•  The	  a+acker	  can	  change	  the	  

controllers’	  parameters	  	  (e.g.,	  
execu=on	  model)	  or	  even	  the	  
controllers’	  code.	  
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Synthesis of Secure and Attack-Resilient 
Cyber-Physical Systems 

•  Overall	  approach	  

Goal:	  Develop	  tools	  and	  techniques	  to	  ensure	  that	  cyber-‐physical	  systems	  maintain	  
a	  degree	  of	  control	  even	  when	  the	  system	  is	  under	  cyber	  and/or	  physical	  a+ack	  	  

–  Control-‐level	  techniques	  
•  A+ack	  detec=on	  and	  iden=fica=on	  
using	  redundant	  sensing	  and	  
model	  of	  the	  system’s	  dynamics	  

•  A+ack-‐resilient	  control	  
architectures	  

–  Code-‐level	  techniques	  
•  Ensure	  that	  the	  control	  code	  is	  
correctly	  implemented	  and	  
integrated!	  

•  Preven=ng	  malicious	  code	  
injec=on	  into	  the	  controller	  



Why attack-resilient state estimators? 

•  A+ack-‐resilient	  control	  of	  Cyber-‐Physical	  Systems	  
– Idea:	  Design	  a+ack-‐resilient	  state	  es=mators	  

•  Un=l	  now	  -‐	  required	  an 	  	   	   	   	   	  	  	  	  	  	  	  	  	  	  	  	  
accurate	  LTI	  system	  model	  
– Fawzi	  et	  al.	  2012	  
– PasqualeY	  et	  al.	  2013	  

	  
•  If	  the	  number	  of	  a+acked	  sensors	  is	  below	  a	  threshold,	  state	  
can	  be	  reconstructed	  from	  a	  history	  of	  sensor	  readings	  
– Also	  iden=fies	  sensors	  under	  a+ack	  



Modeling attacks on sensors and actuators 
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Deterministic system with known model? 

•  In	  prac=ce	  we	  have	  modeling	  errors	  
– Process	  and	  measurement	  noise	  

– Implementa=on	  effects	  -‐	  including	  ji+er,	  latencies,	  etc	  



Goal: Attack-resilient state-estimation  
with performance guarantees 



Modeling Errors Caused by Timing 

•  Control	  of	  Linear-‐Time	  Invariant	  con=nuous	  plants	  

Ideal	  discrete-‐4me	  plant	  model	  
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Modeling Errors Caused by Timing 

Real	  discrete-‐4me	  plant	  model	  

Effects	  of	  synchroniza=on	  errors	  
between	  sensors	  can	  also	  be	  captured	  

•  Control	  of	  Linear-‐Time	  Invariant	  con=nuous	  plants	  



Modeling attacks on sensors 

Problems:	  
•  A+ack-‐resilient	  state	  es=ma=on	  with	  modeling	  errors?	  

•  Can	  the	  a+acker	  exploit	  the	  noise	  to	  destabilize	  the	  system?	  

•  Can	  we	  bound	  the	  error	  of	  the	  state	  es=ma=on?	  



Attack-Resilient State Estimation 

Approach:	  Consider	  the	  difference	  between	  the	  measurement	  and	  
system	  evolu=on	  due	  to	  the	  ini=al	  state/inputs	  

Measurement	  and	  inputs	  history	  matrix	   System	  dynamics	  



Attack-resilient State Estimation:  
Ideal case  

Op4mal	  a+ack-‐resilient	  state	  
es=mator	  [Fawzi	  et	  al.	  2012]	  

The	  number	  of	  
nonzero	  rows	  of	  

the	  matrix	  	  

The	  maximal	  number	  of	  a@acked	  sensors	  
for	  which	  the	  state	  can	  be	  es4mated	  



Attack-resilient State Estimation:  
With noise and modeling errors  
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Bounding the State Estimation Error 
Algorithm Complexity  

•  Finding	  extreme	  points	  for	  every	  F	  

	  

• …but	  we	  need	  to	  do	  it	  only	  at	  design-‐4me	  

•  For	  almost	  all	  systems	  	  



Evaluation of the ‘bounding’ algorithm 

Simula=on	  results	  for	  1000	  runs	  of	  100	  randomly	  selected	  systems	  
with	  n	  =	  10	  states	  and	  p	  =	  5	  sensors.	  



Case Study 

•  Constant-‐speed	  cruise	  control	  for	  LandShark	  
– Ensure	  that	  the	  vehicle	  can	  maintain	  speed	  when	  some	  of	  
the	  sensors	  are	  under	  a+acked	  

7th	  order	  skid	  steering	  
model	  



System Architecture in ROS 



Attack-Resilient Cruise Control Demo 

www.seas.upenn.edu/~pajic/research/CPS_security.html 



Attack-Resilient Cruise Control Demo 



Robustness Analysis 

Encoder	  rel.	  
error	  0.5%	  
=>	  0.1m/s	  



Attack-resilient state estimator for  
American Built Car 

OBD	  
Port	  

Black	  
Box	   GUI	  

Sensors/	  
Actuator	  

•  CarSim	  Simula=on	  
•  In-‐Car	  Implementa=on	  



Attack-resilient state estimator for  
American Built Car 

www.seas.upenn.edu/~pajic/research/CPS_security.html 
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