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Introduction

What happens when a user approves a login request regardless of the timing
or reality of whether the true user is logging in?

Looks good
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Problem

Phishing Alert Update: Do Not Approve Duo Push Alerts If You Did Not Initiate a Login *

Top 3 types of data compromised in phishing attacks: credentials, Pll, Medical?

A Google study of 12.4M phishing victims and 1.9B stolen credentials from March 2016-2017 concludes “7-25%
of stolen passwords in our dataset would enable an attacker to log in to a victim’s Google account through

password reuse‘3

e  MFA = security + risk of fatigue
e  Fatigue + unsuspecting user = careless login request approval
e Careless approval + (phished/reused/stolen) credentials = compromised user account(s)

Key Question: How to prevent a successful breach assuming adversary possesses phished or stolen
credentials and a step-up fatigued end user? /fﬁ
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https://news.unchealthcare.org/2022/02/phishing-alert-update-do-not-approve-duo-push-alerts-if-you-did-not-initiate-a-login/
https://www.tessian.com/blog/phishing-statistics-2020/
https://research.google/pubs/pub46437/

Background

e SAML 2.0 common in corporate environments (others e.g. Google OpenID Connect)

e  We focus on SAML but our solution is protocol-agnostic
e Single Sign-On (SSO) paradigm provides multi-service access using one set of credentials
e SAML 2.0 terms (analogs exist in other protocols)

e |dentity Provider (IdP): System that authenticates the user (e.g. Duo)

e Service Provider (SP): Application of intrrestto user (e.g. Box) VANDERBILT §/ UNIVERSITY
e  Assertions: Indicate to the SP that t[ incipe | (user) is logged in Two-Factor Authentication
e Authentication (user identity) vs. Autho.lization (user privilege)
Part of Vanderbilt University?
Vanderbilt University uses your network If you are not a part of Vanderbilt University, G
credentials to login to Box. Continue to login to continue to log in with your Box.com account.
Box through your network. Pushed a login request to your device...
Continue Not a part of Vanderbilt University

Identity Provider E 7
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Background

_Identity
onelogin- Provider

okta @

End User
Browser (Agent)

End User accessing a deeplink
https://acme.example.com/docs/ab123678/f_123

1.
3.

4' Browser relays SAML reguest

- |IDP parses SAML request >

- Stores RelayState value:

- Idocs/ab123678/f_123 (step-up request here)
/ Identify/Authenticate
5. the user
VANDERBILT Y7 UNIVERSITY
: IDP generates SAML assertion

Two-Factor Authentication

and sends it back to browser
with RelayState=/docs/ab123678/f_123

>

Service Provider redirects
SAML authentication request back to browser
with RelayState=/docs/ab123678/f_123

Service
Provider

Browser relays SAML assertion
7 back to the SP with
. RelayState=/docs/ab123678/f_123

If user is authenticated, SP sends
g. securitycontext to browser and presents
the requested resource
“/docs/ab123678/f_123"

> 8.

- SP validates SAML Response
- Parses RelayState value as:

QC)

ORACLE’

3

- SP generates SAML request
- Includes RelayState as:
- “/docs/ab123678/f_123"

“/docs/ab123678/f_123"
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https://developer.okta.com/img/saml_guidance_deeplink.png

Proposed Approach

Goal: Prevent successful phishing from mishandled login requests
Insight: Keep signed JSON Web Tokens (JWTs, “jots”) in localStorage to

manage enrolled devices and users requesting login

e Problem: localStorage is NOT safe out of the box!
e Solution: store jwt-count 3 F jwe-version attributes to verify token integrity

Implementation: Provide enron. ot (uses jwt-count, prescribed to user)
and login (uses jwt-version, opaque to user) endpoints managed by

security policy
e (WIP) require hashed nonce as additional layer

aka The Unavailable Login Page



https://i.pinimg.com/originals/26/1c/68/261c68215446b6984a85d29b6482159c.png
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User Enrollment SSO

Enrollment Flow

Enroll Device Request
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User Enrollment SSO

Enrollment Flow

Enroll Device Request
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LDAP

alt [sso-jwt-count > 0]

Decrement sso-jwt-count

\ 4

Return token
to browser
3 [sso-jwt-count < 1]
Token limit reached
Fail "unenrollable”
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User Enrollment

Sign-in Flow

Begin SSO
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User Enrollment SSO

Sign-in Flow
Begin SSO
Validate Token
alt [Token missing or invalid]
"Device not enrolled”
/|
/

LDAP
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User Enrollment SSO LDAP

Sign-in Flow
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User Enrollment SSO LDAP

Sign-in Flow
Begin SSO
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User Enrollment SSO LDAP

Sign-in Flow
Begin SSO
Valida:e Token
<
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render login page
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User

Enrollment SSO

Sign-in Flow

Begin SSO

»

Validate Token

—

LDAP

alt [Token missing or invalid]
"Device not enrolled”
2 [valid token]
render login page
get jwt version
from directory
compare request jwt [
version with directory
)
alt [Invalid version]
"Device not enrolled”
X [Valid version]
opt [second factor]
2FA/MFA
process login
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Failure Paths

Token
Mo SUSS0 —  preents . Failure
\ Token T X\~ " "7° 1
Sl m o e e e e . No. ! i
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H \ | | | Failure 1
|Og a] Render Process , Read jwt-version Read jwt-version h i Response 1
e | ogin Screen ¥ Credentials | from Directary as A * from Raguest as B > A=E ), No L :
1 1
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isEnrolimentEndpaint

Perform /‘o

Yes———p [ S Pass?

enrollment

N\ check jwt-count/

Render & /N mmm e — e ———————————— -
Has 1 Respond successful !
Yes. —» Envollment 1
Token? : : Yes— 1 endy Envolled e enollment? | oy . :
wt-count from
Netwp, Read jwt-version from Versions | | DirsctoryssY > Y>0 \: Decrement Return JWT
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Attt

Please contact

Thank You

with questions



mailto:michael.sandborn@vanderbilt.edu

