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PROGRAMMABLE LOGIC CONTROLLERS (PLCS)

e Monitor and Control physical processes

e.g., nuclear plant, and gas pipeline

Run a control logic program

Vendor-supplied engineering software

Proprietary ICS protocol

Download — write a control logic

program on a PLC’s memory

e Upload — read a control logic program
from a PLC’s memory

Input devices

Sensors ——»
Switches ————»

Push buttons —»

Timer

Power supply
Output devices
Control (ladder) logic program —> Solenoid valve
i —> Motor starter
Input Firmware/OS Output
module module
Hardware —> Relays
EEPROM RAM CPU —> Lights
X A
/O /0
h 4 4
Physical process (gas pipeline, etc.)
Ladder Logic Code Snippet
T4:1 B3:0
0003 J E >
Tr 1
T4:1 TON -
0004 7 E Timer On Delay —CEN >——
DN Timer T4:2
Time Base 1.0 —DN>—
Preset 2<
Accum 0<




EMPIRICAL STUDY OF PLC
AUTHENTICATION PROTOCOLS

e Utilize Password-based user authentication
® to protect control logic from unauthorised access

e Study the security design practices in authentication mechanisms of five PLC
® Sole reliance on network traffic

Vendors PLCs Engr. Software
Schneider Electric Modicon M221 SoMachine Basic
Allen-Bradley MicroLogix 1100 & 1400 RSLogix 500
AutomationDirect CLICK CLICK Software

Siemens S7-300 SIMATIC STEP 7




ADVERSARY MODEL

Assumptions:
Access to Level 3 network of Purdue Model (i.e control
center network)

Goal:

Bypass the authentication mechanism of a password
protected PLC over the network

Goal achieved if any of the following tasks are
accomplished

|- gain plaintext password

2- read control logic

3- modify control logic of a PLC

4- change the password

Capabilities:
Defined using the classic Dolev-Yao model
i.e eavesdropping, fabrication, interception
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STUDY METHOD AND FINDINGS

Understanding authentication protocol internals

|[dentifying protocol vulnerabilities
Eight exploitable vulnerabilities discovered

Mapping an identified vulnerability to the MITRE ATT&CK framework

CVE:s issued

CVE-2021-32978 CVE-2021-32926
CVE-2021-32980 CVE-2020-15791
CVE-2021-32982 CVE-2018-7790
CVE-2021-32984 CVE-2018-7791

CVE-2021-32986 CVE-2018-7792




VULNERABILITIES DISCOVERED

Vul
ID

Vi

V2

V3

V4

V5

Vé6

V7

V8

Vulnerability

Information Disclosure
Client side authentication
Weak encryption scheme

Small key space
Lack of nonces
Use of same keys
Improper session management

No write protection

M221

n/a

n/a

Ver < 1.6.2

Ver < 1.6.2

n/a

n/a

n/a

Ver <=
1.6.2

MicroLogix
1100

Ver <= 16.0
Ver <= 16.0
n/a
n/a
n/a
n/a
n/a

n/a

MicrolLogix
1400

Ver <=121.2
Ver <=121.1
Ver 21.6
n/a
n/a
n/a
n/a

n/a

CLICK

Ver 2.6

n/a

n/a

n/a

n/a

n/a

Ver 2.6

n/a

Siemens S7-300

n/a

n/a

All versions

All versions

All versions

All versions

n/a

n/a



MITRE ATT&CKS LAUNCHED

MITRE
ATT&CK
ID

T1555

T1040

T1098

T1562

T1110.002

T0830

T1565.002

T1499

Attack Name

Credentials from
Password Stores

Network Sniffing

Unauthorised Password
Reset

Impair Defenses
Password Cracking

Man in the Middle

Transmitted Data
Manipulation

Endpoint Denial of Service

Modicon M221

n/a

n/a

V3, V4, V5, V8

n/a

n/a

n/a

n/a

n/a

MicroLogix
1100

Vi, V2

Vi

V2, V5

V2
n/a

n/a

n/a

n/a

MicrolLogix
1400

Vi, V2

Vi

V2, V5

V2
n/a

V3

V3

V3

CLICK

Vi

Vi

n/a

V7

n/a

n/a

n/a

n/a

S$7-300/400

n/a

n/a

n/a

n/a

V3, V4, V5, V6

n/a

n/a

n/a



CASE STUDY |I: MODICON M22]

e Compact controller introduced in August 2014 Authentication Protocol
o Replaced Twido controllers
e Meet the requirements of the Industry 4.0
e Engineering software - SoMachine Basic
e Proprietary protocol embedded in the Modbus C P

protocol @ auth_req _

@ ml
-1

@m2,ml @ m2 @ H(pwd)

-

# auth_res, ertor code




L3

MITRE ATT&CK ] e ———

SHA-256 Password hash

Unauthorised password reset
(T1098) 0xe000 >

Unused area

Random gap
Code block

I) Kalle et al’s password reset attack

CLIK PLC

|.Request ml

‘2. Send ml

Modicon M22| Memory Layout

Total # of  Maxsize Lowest addr. Avg. Max Avg. Max Attack

3.Write request with new hash block  Project  zipHash  of code block | # of # of time time  fuccess
> size(KB) files (byates) (hex) write  write (sec) (sec) rate

4.Write response
< 6~7 5 831 0xe088 3325 3413 13.48 13.88 100%
5.Authenticatlon request 7T~8 19 1712 0xe08c 2943 3266 11.89 13.31 100%
(m2, masked_hash) 8~ 9 25 2261 Oxe08¢ | 2034 2385 821 964 | 100%
> >9 3 3103 Oxe26c 1468 2379 5.89 9.42 100%
6.Authentication response Total 52 3103 0xe088 2458 3413 9.93  13.838 | 100%

<

Attacker’s footprints
® Additional write packets
®  Several failed authentication attempts



MITRE ATT&CK

2) 0x00ed (efficient) password reset

Algorithm 1 Pseudocode for Password Reset Attack

1:

H R R

@0

10:
11:
12
13:
14
15:
16:

zero + 128 byte array of 0x00
startAddress < 0xd000
endAddress + 0xe000
of fset + startAddress
maxSize + 128 // maximum payload length of M221
while offset # endAddress do
Send a write request(addr:offser, size:maxSize, pay-
load:zero)
of fset « of fset + maxSize
end while
ml < Request ml from PLC
m2 + Random number between 0-255
hashSize + 32 // SHA-256
for i = 0 to hashSize-1 do
maskedHash[i] < ml & m2
end for
Send an authentication request(m2,maskedHash) to PLC

0xdo00 —

N (bytes)

0xe000 —»

0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00

Random gap

Code block (RX630 machine code)




0XO00ED (EFFICIENT) PASSWORD RESET ATTACK

r i
C M P
(1) auth_req
| 2
() ml
@m2, ml @ m2 @ H(pwd)
@ m2,ml @ m’?
-
(3) auth_res, error code
[t
® upload_req
-
(7) control logic

Upload a control logic into attacker’s ES

0000 00 80 f4 e 5b 39 80 cl 6e 4c d4 | Modbus Function

| Modbus Application Protocol (MBAP) Header | Code: 90 (Unity)

po20 BQa @1 cl1 df 01 f6 25 do 185 3 30 e 14 ep 50 18
pe36 82 95 5e 84 00 06|02 24 00 00 08 05 01 F@ Q3
0840 E‘P Byte pattern 00: 03 : 00 indicates a m] request message

(a) mI request message (msg (1)

0030 11 1c 40 60 00 00 ©2 24 00 00 P9 52 01 S5a ee|fe
0040 E—e&( Byte pattern fe:13 indicates a m/ response message ‘98 00
BB50 OO 00 PO PO PO PO P PO 0OP PO O PO O GO 1 B0
0060 99‘ m1 is at a fixed byte offset 0:49 in Modbus PDU ‘74 00 00
8070 ©0 V0 0o PO 60 b VO 00 00 00 00 00 GO O 00
BOE0 00 PO 00 PO B9 PO PO 00 00 00 00 00 @O

(b) mI response message (msg )

00-0 | m2 Q9 | 6d:05 indicates a message with authentication code }ﬂ.@
0040 @5|[2e] ¥4 9e 46 e7 99 c6 1d fe 81 c8 10 ca 57 77

oS0 ea f5 35 18 43 da 49 48 db @b ff 3e 2d 88 3a b5
0060  f6 53 = Authentication code: mi @ m2 @ pwd_hash (sha-256)

o

(c) Authentication code from Attacker’s engineering software (msg (@)

0030 cf cO @0 00 ©5 29 00 00 80 26 01 5a f3 6d

0040 05 Ce ce Ce ce Ce ce Ce Ce ce Ce ce ce ce ce
VP58 Cce Cce Ce Ce Ce Ce Ce Ce C(Ce ce ce ce ce ce ce ce
9060 ce ce — Authentication code: m/ € m2

(d) Authentication code to PLC (msg (@)



EVALUATION

Experimental settings:

® Schneider Electric’s Modicon M221 (firmware vI.5.1.0 and v1.6.0.1)

® SoMachine Basic (version 1.5 and version 1.6)

® Windows 7VM to run the engineering software

® Ubuntu 16.04VM to run attack scripts

® Python and Scapy
0x00ed 0.06571 32 128 0 100%
Password resetting attack 9.93 2458 32 2457 100%

Attacker’s footprints



CASE STUDY 2: SIEMENS S7-300

® Engineering Software - SIMATIC STEP 7(TIA Portal)
® PLC has two modes of protection:
® Write protection
® Read/Write protection
® Seven different types of blocks which compose the control logic
® (OB (Organization blocks), FC (Functions), FB
(Function blocks)

® Contain a user’s control logic code (i.e., MC7 bytecode)

® OB comparable to the main() function in C/C++
e DB (Data blocks)
® The data section of a PLC program
® SFC (System function), SFB (System function block
® Built-in functions implemented in the PLC firmware
® SDB (System data block)
® Contains current PLC configurations
® encrypted password stored in SDBO
® found through differential analysis

Siemens S7-300

Authentication Protocol

C

@ auth_req, E(pwd, K»)

P

() auth_res, error_code

>




ENCRYPTION ALGORITHM

XORed the rest with K and E._,

Eight-byte password & one-byte secret key

Substitute each password character P; with a substitution table entry N.
XORed with the key K for the first two characters

ENCODING METHOD USED IN SIEMENS S7-300 ENCRYPTION ALGORITHM

- - - Encoded Encoded Encoded Encoded
Algorithm 2 Pseudocode of the weak encryption algorithm Character | . || Character | =g,y || Character |~y || Character | = gy
Input: password (By...P;), K (where K is one-byte secret key) f ;‘1) a g(l’ ‘1] ‘1’ g g‘l’
Output: encrypted_password (Ep...E7) B 72 b 52 ) ) R 62

- for i =0 to 7 do C 73 c 53 3 3 S 63
' _ D 74 d 54 ) ) T 64
2: N; = Substitute(P;) E 7 e 55 5 5 U 65
% ifi 2 then N B S I O S
4 E=K& N; | 78 h 58 8 8 X 63
5. else I 79 i 59 9 9 Y 69
J Ta ] Sa : a Z 6a

6 E=K& E,_»,& N; K 7b k 5b ; b [ &b
: L Tc 1 5¢ < ¢ \ 6c

7 end if M 7d m 5d = d ] 6d
8: end for N Te n Se > e - 6e
0 i 0 5T 7 f ~ of




MITRE ATT&CK

Password Cracking (T1110.002)
Two scenarios

|- Subverting write protection

A Read request for
= SDBO block

PLC

(contains password)

A

Attacker

2- Subverting read/write protection

No. Time Source Destination Protocol
135 5.995840 192.168.8.10 192.168.0.9 S7COMM
136 5.997817 152.166.6,9 192,168.9.18 S7COMM
137 5.907935 192.168.8.9 192.163.9.18 S7COMM
141 5.998456 192.168.9,10 192.168.8.9 S7COMM
142 5.910178 192.168.8.9 1921,168.0.18 S7COMM
144 5.918632 192.166.8,16 192,168.9.9 S7COMM
145 5.917865 192.168.8.9 192.168.9.18 S7COMM
147 5,918269 192.168.8,19 192,168.9.9 S7CONM

[3 COTP Segnents (248 bytes): #139(8), #148(8),
v 57 Comnunication
Header: (Ack_Data)
Paraneter: (Download block)

Legth [nfo
183 ROSCTR:[Job ] Function:[Request download] -» Block:[S06R]
74 ROSCTR: [Ack_Data] Function:[Request download]
89 ROSCTR:[Job ] Function:[Download block] -» Block:[50B8]
381 ROSCTR: [Ack_Data] Function:{Download block)
89 ROSCTR: [Job ] Function:[Download black] -» Black:[SDE8]
85 ROSCTR: [Ack Data] Function:[Download block]
89 ROSCTR: [Job ] Function:[Download ended] > Block:[SDE@]
74 ROSCTR: [Ack_Data] Function:[Download ended]

#141(248))

SDBO is transferred along with

o other blocks during program
Length; 222
. download/upload
Startof [| Blocktype [} gy o imber 1of
the body (data) [ | (0xOb: SDB)
32 BN 96 31 69 90 o) 89 & e : Block size
a8 fo 78" 83 82 a7ab Jfee eelpe pa 64 ed

B3 60 @4 49 ded 34 20 o ef 60 BB 12 2¢ B9 B I.4- no,

P2 B9 @8 96 #R J

1c 83 16 @1 81 81 8@ @ 1f B2

A2 B4 @0 91 21 #5980 14 @8 @8 61 9f @9 3c A1 W | <

82 27 @c of 8 Bll‘)h J8 082 86 0d 93 8@ GRF-A—LL_ 5 t
5337 3330 30 2F 4554 3230 30 44 20 73 74 61  S7306/ET 26 ' encrypted password

74 69 6f 60 5f 31 @8 @0 58 4c 43 5f 31 @0 AR B  tion 1l  PLC.]

B2 B9 00 60 B B9 @0 6P @0 0P ) B2 08 @0 PP PY

(the offset within the body: 0x20)

Authentication A Authentication
o request ‘% request

Control Engineer Sniffer

B PG 20 80 BY PO @0 Bp €O 9P Be B 00 @0 B0 B

B2 B9 20 80 B PO @0 BB €O @0 BP BY 20 GO PO B

B2 20 20 00 PP B0 @0 90 €O 00 B2 BY 2O G PO B

B2 00 20 00 PY £O 20 8P 90 @0 0P BY B0 80 8P B

02 8 53 54 45 50 20 37 20 21 20 20 20 20 20 24 SIER T #

20 20 20 20 20 20 20 20 20 20 00 @ de fa 31 52 N-1R



ATTACK EVALUATION

Experimental Settings:

Siemens S7-300 (6ES7 315-2EH14-0ABO0) firmware v3.2.8 and v3.2.17
TIA Portal version vI3,vl5,and v16.

Attack scripts in Python using the Snap7 library
CVE-2020-15791

hyunguk@ubuntu:-/s7plc$ python3 s7 attack pwdl.py 192.168.0.9

Read SDBO block (228 bytes): 78700302070h0000000000e48000000002978360342e04eT76d8
0122c000000006000009c1c631001010106001702020400012165001400000197003c019000276c0
f000280eb1323e7al1296a741553373330302145543230304d207374617469616e57310000504¢c435
f3160000000000000000000000060000000006000000000000000000000000000000000000000000
60060000006000000600000000000000000006000000000000060060000000000000000000000060

B006000000B00535445502037202320202020202020202020202020202020000016d031524814000

Encrypted password (hex): 80ebl323e7al296a
Before decoding: ['la', '71', '9°',
Decrypted password: *A9b™(da




CASE STUDY 3: MICROLOGIX 1100 AND 1400

e Both are from the same vendor, Allen-Bradley

e Engineering software: RSLogix 500

e ML 1400 has two controller types
o Default
o Enhanced Password Security

e ES allows a user to set e ?‘i' 2
o Password '?”,.- 'iﬂ’ ;
o Master password \J

o Subroutine Password




AUTHENTICATION PROTOCOL

Programmable Controller
Communication Commands
(PCCCQC) network protocol

e PCCC transported over
EtherNet/IP (ENIP) which is an
adaption of Common Industrial
Protocol (CIP)

® PCCC consists of Function
Code (FNC) and PCCC data

® Client-side authentication

Start g Command Code: Request ;

File type & number | 75 p1 ga

4c 45 44 00 00 @
8531 32 33 34 35 3d
00 99 PP PP+EA PP 89

PCCC 7 ob 0a 00 4b 02 20 67 {24
s 2 Element num
\-ae- 00 87 19 ﬁq.-x- 0[ee
E [ 3

FNC: Write Sub-element

w/ 3 addr. 9 number
B oo oer vy o1

52| Plaintext Password for “123456' (ASCII) 2 @0 09 68 @6

B8 66 4e BB 88 78 de 00
(a) PCCC download message

%)
with plaintext password

od[ef] @@ 2b @4 [aa] 4e [00

03][00 80| 55 4e 54 49 54

d4c 45 44 69 @9 B0 BO @0

00 60 00 00 0@ 3f @@ 36

@5 (11 4f 3a 4f 32 62 19

28 3b 25/ 00 00 00 @0 00

P9 00 00 00 00 00+00 0

€0 60 20 @0 B0 6o ee 41

62| Enerypted Password (10-byte) 09 60 02 00 00 00 06

88 66 4e G0 98 76 de @@
(b) PCCC download message

o8
with encrypted password



MITRE ATT&CK

|. Impair defenses (T 1562)

2. Unauthorised password reset (T 1098)

| Request || Write | Filetype & number | |  Element/Sub-

23 %cE 08 4b\e2 20 67| 24 @1 @7, clement number
. a1 80 ab 43 pa[ee e3]eb ee] 11 4f 3a 4f 32
3. Network sniffing (T 1040) 62 19 28 3b 25— Attacker's Password (encrypted)

Fig. 10. MicroLogix 1400 (Default): password reset attack

4. Credentials from password stores (T 1555)



ATTACK EVALUATION

Experimental Settings:

MicroLogix 1400 Series B (firmware version 15.000 and version 21.006)
MicroLogix | 100 Series B (firmware version 16.000)

RSLogix 500 (version 9.05.01 and version 12.00.01)

RSLogix 500 v9.05.01 and RSLogix 500 v12.00.01 run on Windows 7VM and
Windows 10 VM, respectively

e Attacks run on Ubuntu 16.04VM




CASE STUDY 4: MICROLOGIX 1400(ENHANCED
PASSWORD SECURITY)

Authentication Protocol
e Latest controller

e Server side authentication C
(D auth_req
@ Rp
-]
® E(pwd, Rp)
auth_resp, error code
-




PASSWORD SET/RESET PROTOCOL

(1 auth_req
o
@ Rp
® E(pwd, Rp), E(new_pwd, R,)
P

(8 auth_resp, error code

gese

28 Request 28 FNC: read
19 oP 04 @0 4b o
36 [of] 0@ 26 e6 14]|e@ _Be @b o1l

¢ Datasize | 13

2067 24 01 aw

File type & number
Element & sub-
clement numbers

(a) Authentmation request (msg (D)

20-byte random number (R,)

25400 B4 YU Cb Y9 Ug 6o
aaTzs et 98 e2 e6 15 bc
6f 26 5b 66 39 ee af

Command Code: response 90
9/ 4d 0@ 9d 50 aZ 5E

c/7 B8a 58 a8 a@ 82 4c 47

(b) Response with a random number (msg @)

Authentication code

E(pwdyiqa, Rp)

Write w/ 2 addr.

File type & num / Sub-element

a7
Pase
(ol 1)

eead

28586
(5151515

by

4b P 20 6 4401 87 4d 00 9d 50 a2
36¢0f 00 27 e6 |a9| 28 37
7d bd 56 94 7c 67 f@ d3 68 2e @c 8f ce 29 84 62

99 Se 3c fe 5@ 28 c4 5a 93 70 €6 ed cf 7b 38 1la

1b d4 —» New password: E(pwd .\, Rp)

cb 6c 8f 3b 14

(c) Send authentication code with new password (msg 3))

Status Code: success
e B5 BB _ch HH 6d B
27 e6 Transaction ID

P4 00 BFf O
87 4d 80 9d 5@ aZ 3

Response 90

(d) Response with authentication result (msg @)




MITRE ATT&CK

e Man in the Middle (T0830)

e Transmitted Data
Manipulation (T1565.002)

e Endpoint Denial of Service
(T1499)

Denial of Service Attack

(1) auth_req

M

.

OR,

(3 E(pwd, Rp), E(new_pwd, R,)

>

® E(pwd, R,), N

(5) auth_res, error_code




ATTACK EVALUATION

Experimental Settings

MicroLogix 1400 (firmware version 21.006)
RSLogix 500 (version 12.00.01)

Engineering software runs on Windows |0
Attack scripts run on Ubuntu 16.04 VM
CVE-2021-32926




CASE STUDY 6: CLICK PLC

e CLICK Programming software

C

® User Datagram Protocol

(D auth_req, pwd
CLICK ) e @ auth_res
KTYo | _ il |-
CLICK Programming Software e Cl:EOBE
3) al_req

@ al, (error_code, pwd)




PROTOCOL VULNERABILITIES

|) Information Disclosure (V1)

® The password gets transmitted in
clear text to the PLC

® The PLC stores sensitive
information (e.g., last entered
password) in credential stores

2) Improper session management
(V7)

62 a6 £7 £7 63 | UDPPayload ey [2b_4f Se eo|[65 eel—| Transaction D Jp - e

[Ff 2d|[fe oo|[ad e1][65 05| 02 00 00 60 00 ‘f&ae 92 - --Me
15 1b\da 0e[06 9f f0 00 08 60 20500 00  -<-E

82 |3c a6

Checksum |92 82 8@ 65:04 represents Upload 30 lTl‘OtOCOl
su—wo—ou Q0 @d 65:05 represents Download 20 = Signature
00 00 Data 00 VY PO VY YO DY YU VY B B4 00
@4 06| Length | CLICK Data starts from a fixed byte pattern 4d: 01 }
00 00 oY Yu YU YU YUY YU UU YUY YU YU YUY Uu YUY v

00 90 00 00 0¢ Protection mode
Password in plaintext | pp 00 00 90 00

00 00 00fe0 00 00 00 PO 00 00 00
70 61 73 73 77 6f 72 64 00 00 00 00 00 00 00 00  password
(a) Download message containing password in plaintext

‘Password in plaintext ‘ P9 25 ,{ 47 : 00 indicates authentication request message [OP
e7 39 131‘96 4d 91 |47 00| 10 00 ©6b ©b 02 00 70 61 9..M-G pa
73 73 77 6f 72 64 00 ssword

(b) Authentication request message containing password in plaintext




MITRE ATT&CK

l. Network Snlfflng (T | 040) |. Legitimate authentication
° request B
. [ 2.Auth (success) response I
2. Impair defenses (T1562) *
Legitimate user PLC
A
: ﬁ 3.
3. Credentials from Password Stores =
(T | 555) Upload/Download
Attacker
43:00 indicates a message requesting last entered password -)-@
|. Request last @a a0 c2 cd 63 51 00119 96 b4 4b 4f 50 00 6c 00 cQ Kop
entered password . d5 6f 07 00 4d 01 10 00 0a 0 M-C
A R = i g (a) Message requesting last entered password
‘g, < _4 43: Oa indicates a response containing last entered password |Password in plaintext
2. Send last Ba 99 63 51 c2 cd 0426 5a 64 4b 41 50 ©0 Oc @ cQ Z-KOP
Attacker PLC d5 fc 0e 00 4d 01 8@ 70 61 73 73 77 6f M-C passwo
entered password 72 64 0x00: password was correct / 0x82: password was incorrect 'd
(b) Response message containing last entered password




ATTACK EVALUATION

Experimental Settings:

CLICK PLC (v2.60)

CLICK Programming software (v2.60)

The programming software runs on Windows 7VM
The attacker scripts run on Ubuntu 16.04 VM
Python and/or Scapy to implement attacker scripts
CVE-2021-32980

CVE-2021-32984

CVE-2021-32986

CVE-2021-32982

CVE-2021-32978




FUNDAMENTAL DESIGN ISSUES

Single user authentication
Shared password (no username)

One-way authentication

PLCs as a server do not authenticate client (engineering software) applications

Read-protection only
Write protection not supported




CONCLUSION

e Studied five PLCs from four different vendors

* Serious design issues in authentication protocols revealed just by network traffic
examination

* Completely redesign — backward compatibility issues, expensive, not feasible
* Network detection, control logic verification
* Partitioning the memory space

* Increasing the key length

* DMZs
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