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INDUSTRIAL CONTROL SYSTEM (ICS)



PROGRAMMABLE LOGIC CONTROLLERS (PLCS)

● Monitor and Control physical processes 

e.g., nuclear plant, and gas pipeline

● Run a control logic program 

● Vendor-supplied engineering software

● Proprietary ICS protocol

● Download – write a control logic 

program on a PLC’s memory

● Upload – read a control logic program 

from a PLC’s memory



EMPIRICAL STUDY OF PLC 
AUTHENTICATION PROTOCOLS

● Utilize Password-based user authentication 

● to protect control logic from unauthorised access

● Study the security design practices in authentication mechanisms of five PLC

● Sole reliance on network traffic 



ADVERSARY MODEL

Assumptions: 

Access to Level 3 network of Purdue Model (i.e control 

center network)

Goal:

Bypass the authentication mechanism of a password 

protected PLC over the network 

Goal achieved if any of the following tasks are 

accomplished 

1- gain plaintext password

2- read control logic

3- modify control logic of a PLC

4- change the password

Capabilities:

Defined using the classic Dolev-Yao model

i.e eavesdropping, fabrication, interception 



STUDY METHOD AND FINDINGS

1. Understanding authentication protocol internals

2. Identifying protocol vulnerabilities 
○ Eight exploitable vulnerabilities discovered

3. Mapping an identified vulnerability to the MITRE ATT&CK framework

CVEs issued

CVE-2021-32978 CVE-2021-32926

CVE-2021-32980 CVE-2020-15791

CVE-2021-32982 CVE-2018-7790

CVE-2021-32984 CVE-2018-7791

CVE-2021-32986 CVE-2018-7792



VULNERABILITIES DISCOVERED

Vul 

ID

Vulnerability M221 MicroLogix 

1100

MicroLogix 

1400

CLICK Siemens S7-300

V1 Information Disclosure n/a Ver <= 16.0 Ver <= 21.2 Ver 2.6 n/a

V2 Client side authentication n/a Ver <= 16.0 Ver <= 21.1 n/a n/a

V3 Weak encryption scheme Ver < 1.6.2 n/a Ver 21.6 n/a All versions

V4 Small key space Ver < 1.6.2 n/a n/a n/a All versions

V5 Lack of nonces n/a n/a n/a n/a All versions

V6 Use of same keys n/a n/a n/a n/a All versions

V7 Improper session management n/a n/a n/a Ver 2.6 n/a

V8 No write protection Ver <= 

1.6.2

n/a n/a n/a n/a



MITRE ATT&CKS LAUNCHED

MITRE 

ATT&CK 

ID

Attack Name Modicon M221 MicroLogix 

1100

MicroLogix 

1400

CLICK S7-300/400

T1555 Credentials from 

Password Stores

n/a V1, V2 V1, V2 V1 n/a

T1040 Network Sniffing n/a V1 V1 V1 n/a

T1098 Unauthorised Password 

Reset

V3, V4, V5, V8 V2, V5 V2, V5 n/a n/a

T1562 Impair Defenses n/a V2 V2 V7 n/a

T1110.002 Password Cracking n/a n/a n/a n/a V3, V4, V5, V6

T0830 Man in the Middle n/a n/a V3 n/a n/a

T1565.002 Transmitted Data 

Manipulation

n/a n/a V3 n/a n/a

T1499 Endpoint Denial of Service n/a n/a V3 n/a n/a



CASE STUDY 1: MODICON M221

● Compact controller introduced in  August  2014

● Replaced Twido controllers 

● Meet the requirements of the Industry 4.0

● Engineering software - SoMachine Basic

● Proprietary protocol embedded in the Modbus 

protocol

Authentication Protocol



MITRE ATT&CK

Unauthorised password reset 

(T1098)

1) Kalle et al.’s password reset attack

Modicon M221 Memory Layout1. Request m1

2. Send m1

3. Write request with new hash

5. Authentication request
(m2, masked_hash)

4. Write response

6. Authentication response

CLIK PLC

Attacker’s footprints

• Additional write packets

• Several failed authentication attempts



MITRE ATT&CK

2) 0x00ed (efficient) password resetES PLC1) Request mask1

2) Send mask1

3) Authentication request 

(mask2, masked_hash)

4) Authentication response

1) Request mask1

2) Send mask1

3) Write request with new hash

4) Write response

5) Authentication Request

(mask2, masked_hash)

6) Authentication response

A zip file (metadata)

Password hash

Unused area

Random gap

Code block (RX630 machine code)

…

0xd000

0xe000

N (bytes)

CLIK PLC

a) Normal password authentication b) Password authentication while exploit 

the vulnerability

c) The location of the password hash in the address space of 

the M221 PLC

…

0x00 0x00 0x00 0x00 0x00 

0x00 0x00 0x00 0x00 0x00 

0x00 0x00 0x00 0x00 0x00 

0x00 0x00 0x00 0x00 0x00 



Upload a control logic into attacker’s ES

0X00ED (EFFICIENT) PASSWORD RESET ATTACK



EVALUATION

Experimental settings:

● Schneider Electric’s Modicon M221 (firmware v1.5.1.0 and v1.6.0.1)

● SoMachine Basic (version 1.5 and version 1.6)

● Windows 7 VM to run the engineering software

● Ubuntu 16.04 VM to run attack scripts

● Python and Scapy

Attack type Run 

time/sec

Write 

requests

Payload 

size

Failed Auth. 

Attempts

Attack success 

rate

0x00ed 0.06571 32 128 0 100%

Password resetting attack 9.93 2458 32 2457 100%

Attacker’s footprints



CASE STUDY 2: SIEMENS S7-300

● Engineering Software - SIMATIC STEP 7(TIA Portal)

● PLC has two modes of protection:

● Write protection

● Read/Write protection

● Seven different types of blocks which compose the control logic

● (OB (Organization blocks), FC (Functions), FB 

(Function blocks)

● Contain a user’s control logic code (i.e., MC7 bytecode)

● OB comparable to the main() function in C/C++

● DB (Data blocks)

● The data section of a PLC program

● SFC (System function), SFB (System function blocks)

● Built-in functions implemented in the PLC firmware

● SDB (System data block)

● Contains current PLC configurations

● encrypted password stored in SDBO

● found through differential analysis

Authentication Protocol

Siemens S7-300



ENCRYPTION ALGORITHM

▪ Eight-byte password & one-byte secret key

▪ Substitute each password character Pi with a substitution table entry Ni
▪ XORed with the key K for the first two characters 

▪ XORed the rest with K and Ei−2



MITRE ATT&CK

Password Cracking (T1110.002)

Two scenarios

1- Subverting write protection 

2- Subverting read/write protection

Read request for 

SDBO block

SDBO

(contains password)

Authentication 

request

Authentication 

request

Attacker

SnifferControl Engineer

PLC

PLC



ATTACK EVALUATION

Experimental Settings:

● Siemens S7-300 (6ES7 315-2EH14-0AB0) firmware v3.2.8 and v3.2.17 

● TIA Portal version v13, v15, and v16.  

● Attack scripts in Python using the Snap7 library

● CVE-2020-15791



CASE STUDY 3: MICROLOGIX 1100 AND 1400

● Both are from the same vendor, Allen-Bradley

● Engineering software: RSLogix 500

● ML 1400 has two controller types

○ Default

○ Enhanced Password Security

● ES allows a user to set 

○ Password 

○ Master password

○ Subroutine Password



AUTHENTICATION PROTOCOL

Programmable Controller 

Communication Commands 

(PCCC) network protocol

● PCCC transported over 

EtherNet/IP (ENIP) which is an 

adaption of Common Industrial 

Protocol (CIP)

● PCCC consists of Function 

Code (FNC) and PCCC data

● Client-side authentication



MITRE ATT&CK

1. Impair defenses (T1562)

2.   Unauthorised password reset (T1098)

3.   Network sniffing (T1040)

4.   Credentials from password stores (T1555)



ATTACK EVALUATION

Experimental Settings:

● MicroLogix 1400 Series B (firmware version 15.000 and version 21.006)

● MicroLogix 1100 Series B (firmware version 16.000)

● RSLogix 500 (version 9.05.01 and version 12.00.01)

● RSLogix 500 v9.05.01 and RSLogix 500 v12.00.01 run on Windows 7 VM and 

Windows 10 VM, respectively

● Attacks run on Ubuntu 16.04 VM



CASE STUDY 4: MICROLOGIX 1400(ENHANCED 
PASSWORD SECURITY)

● Latest controller

● Server side authentication

Authentication Protocol



PASSWORD SET/RESET PROTOCOL



MITRE ATT&CK

● Man in the Middle (T0830)

● Transmitted Data 

Manipulation (T1565.002)

● Endpoint Denial of Service 

(T1499)

Denial of Service Attack



ATTACK EVALUATION

Experimental Settings

● MicroLogix 1400 (firmware version 21.006) 

● RSLogix 500 (version 12.00.01)

● Engineering software runs on Windows 10 

● Attack scripts run on Ubuntu 16.04 VM

● CVE-2021-32926



CASE STUDY 6: CLICK PLC

● CLICK Programming software

● User Datagram Protocol



PROTOCOL VULNERABILITIES

1) Information Disclosure (V1)

● The password gets transmitted in 

clear text to the PLC

● The PLC stores sensitive 

information (e.g., last entered 

password) in credential stores

2)    Improper session management 

(V7)



MITRE ATT&CK

1. Network Sniffing (T1040)

2. Impair defenses (T1562) 

3. Credentials from Password Stores

(T1555)

1. Legitimate authentication 

request

2. Auth (success) response

3. 

Upload/Download

1. Request last 

entered password

2. Send last 

entered password

Legitimate user PLC

Attacker

Attacker
PLC



ATTACK EVALUATION

Experimental Settings:

● CLICK PLC (v2.60) 

● CLICK Programming software (v2.60)

● The programming software runs on Windows 7 VM

● The attacker scripts run on Ubuntu 16.04 VM 

● Python and/or Scapy to implement attacker scripts

● CVE-2021-32980

● CVE-2021-32984

● CVE-2021-32986

● CVE-2021-32982

● CVE-2021-32978



FUNDAMENTAL DESIGN ISSUES

1) Single user authentication

• Shared password (no username)

2) One-way authentication

• PLCs as a server do not authenticate client (engineering software) applications

3) Read-protection only

• Write protection not supported



CONCLUSION

• Studied five PLCs from four different vendors

• Serious design issues in authentication protocols revealed just by network traffic 

examination

• Completely redesign – backward compatibility issues, expensive, not feasible

• Network detection, control logic verification 

• Partitioning the memory space

• Increasing the key length 

• DMZs 
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