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Ransomware Distinctives:
Victim knows of attack while in progress
Victim and attacker interact deliberately
Outcome depends on collaboration

- Compare formalisms for E-commerce

Speech Act Theory (Austin 1962; Cohen and
Levesque 1995; Parunak 1996
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Example Dooley Graph in E-Commerce
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Requirements:
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ambiguous, formal model of interaction
derstandable by human analysts

» Tractable for computer modeling

Dooley Graphs
* |nvented by field linguists to study discourse
* Widely used since 1996 in E-commerce

Building Blocks for Transactions
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Dooley Graphs and Other Discourse Formalisms
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domain

Construct Dooley Graphs for actual cases
ldentify distinguishing features

Merge into Dooley Graph of potential interactions
Demonstrate usefulness for attribution,
prediction, and PIR generation
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