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1. Endorsements (golden values) and trust anchors (used to verify PSA token

sighature) are loaded via the provisioning service at creation time Attestor (Zephyr RTOS/TF_M)

Research Problem: Identify potentially malicious behavior in embedded IoT devices. 2. Attestor submits PSA token to verification service
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ttestor (TF-M Secure Storage MMU-Defined Memory Space Trust Anchor & Endorsement Provisioning Software Measurements
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6. Certificate is presented to relyin arty via HTTPS SerV|ce) - [00:00:02.381,000] <inf> attestation client: Decoded trustworthiness certificate:
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*  Provides trustworthiness certificate
Relying Party TA PSA HTTPS Response: Accept/Reject Future Work: Anomaly Detection
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future connections s Processes certificate 1. Relying Party receives certificate from attestor

*  Policy is stored in TZ SmeiSSionS/}deates separately from 2. Relying Party Client forwards certificate claims to Relying Party TA AD M Odel Load/Update Model HTTPS Request: Re- Vera iSOﬂ

MMU_Ddeafti?]g%““eCt'ons 3. Relying Party TA uses a policy stored in TrustZone to evaluate claims ) Submit PSA Token - .

4. Relying Party TA sends connection decision to Relying Party Client , Trainer TEE Broker Verification

Memory Space : - Anomaly Detection Procedure

MMU defines address as secure 5. Relying Party Client accepts more data from the attestor or closes * Inteface b/w trainer and TA .

and non-secure connection 1. Reinforcement Learning Service trains ‘ « Provisions model onto Service

6. Future connection decisions are handled by the Relying Party anoma|y detection model and sends it i\tteS;aetr'z)r:;‘/:inference soing device
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