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Research Problem: Identify potentially malicious behavior in embedded IoT devices.
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Attestation Procedure
1. PSA-standard claims are generated by bootloader 

at boot and stored in secure memory
2. Attestation Client requests PSA token from 

attestation TA via API call
1. Initially done on boot
2. Future: Runtime

3. Attestation TA returns PSA token to Attestation 
Client and Attestation Client submits PSA 
token to Veraison verification service

4. Veraison verification service returns a certificate
5. Certificate is stored in secure storage on the 

attestor
6. Certificate is presented to relying party via HTTPS

Future Work: Anomaly Detection
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Anomaly Detection Procedure
1. Reinforcement Learning Service trains 

anomaly detection model and sends it 
to the attestor, which stores using 
secure storage

2. Anomaly detection TA (AD) loads the 
model and begins performing the 
inference

3. Claims are measured periodically sent 
to the AD from the Attestation TA 
which are used to infer trustworthiness

4. When an anomaly is detected, the 
attestor resubmits evidence to the 
Veraison verification service and 
receives an updated certificate 
(categorizing it as trustworthy or 
untrustworthy)

5. Updated certificate is distributed to 
other relaying parties
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Verification Procedure
1. Endorsements (golden values) and trust anchors (used to verify PSA token 

signature) are loaded via the provisioning service at creation time
2. Attestor submits PSA token to verification service
3. Verification passes PSA token to PSA plugin in Veraison Trusted Service
4. PSA plugin parses claims in token, verifies token signature with trust 

anchors, compares claims against endorsements, and evaluates comparisons 
using the policy engine to generate a certificate

5. Certificate is passed to the verification service which forwards it to the attestor
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Attestor
• Separate edge device on the network
• Wants to connect to Relying Party
• Provides trustworthiness certificate

Relying Party Client
• Interface to all secure world services
• Handles connections with attestors
• Processes certificate 

submissions/updates separately from 
data connections

Relying Party TA
• Policy engine to evaluate 

certificate
• Enforces policy decision on 

future connections
• Policy is stored in TZ
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Relying Party Procedure
1. Relying Party receives certificate from attestor
2. Relying Party Client forwards certificate claims to Relying Party TA
3. Relying Party TA uses a policy stored in TrustZone to evaluate claims
4. Relying Party TA sends connection decision to Relying Party Client
5. Relying Party Client accepts more data from the attestor or closes 

connection
6. Future connection decisions are handled by the Relying Party 

TA enforcing policy decisions
7. An attestor's certificate can be re-evaluated later and the policy 

updated

Trust Anchor & Endorsement Provisioning


