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Deterrence in cyberspace

 Findings from 4 field experiments 

 Social sciences and its relevance for strengthening 
the resilience of computing environments 
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Hackers Motivation
and Tactics 
Hackers’ motivation 
 Excitement or challenge, Learning and exploration,
Obsession, Ego and status among peers, Espionage, 
Ideology, Monetary gain, Revenge

Hacking tactics 
 Social engineering 
 Malicious software and code 
 Surveillance software
 Brute force attacks
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Hacking tactics Social engineering Obtaining information or intelligence through deception Malicious software and code Viruses, spam, malware Surveillance softwarePassword sniffing, traffic movement and key stroke loggers Brute force attacksScanning and password cracking 




 “Computer Fraud and Abuse Act” 1986 

National Institute of Standard and Technology (NIST 
controls)

Policy and Prior 
Research




 Stresses moving beyond decision makers’ political, 

financial, social background and personal experience 
to a model in which policy decision are made based 
on scientific studies findings. 

Evidence Based Policy 
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Where can find evidence? How can we find these evidence? 




 “Computer Fraud and Abuse Act” 1986 

National Institute of Standard and Technology (NIST 
controls)

 Prior research focuses mainly on the technical 
aspects of computer focused crimes

Policy and Prior 
Research





Data on System 
Trespassing 







Fortress vs. Bazaar 
Computing Environment 

Computer environments in which 
substantial efforts are placed over access 
control and protection against external 
attacks 

Computing environments where a wide 
variety of users engage in a range of 
activities with minimal security in largely 
unregulated settings 



Can we nudge system trespassers to: 
- Leave an attacked system? 
- Behave in a predictable manner? 

Can we nudge end users to be more vigilant when 
employing bazaar computing environments ? 





Bazaar Computer 
Environment  




A security resource whose value lies in being 

probed, attacked or compromised

Honeypots
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Detect automated probes and attacksCapture tools, new worms, key strokes Raise awarenessIdentify infected/compromised machines




Deterrence Theory 

Deterrence occurs when someone refrains from 
committing a crime because he/she fears the 
certainty, swiftness, and/ or severity of formal legal 
punishments 





Absolute and Restrictive Deterrence 
(Gibbs 1975)

Absolute deterrence Restrictive deterrence





Could Deterrence Really 
Work in Cyberspace? 

NO ! YES! 

No need to trace back 

 Still got something to 
lose 




Study 1: Goals 

Does a warning banner shape the development and 
progress of system trespassing incidents? 
 Immediate termination of trespassing incident
 Frequency of repeated system trespassing incidentss
 Duration of system trespassing incidents 




 80 public IP addresses 

 Experimental period: 2 months 

Waited…..

 Simulated a genuine environment 

Experiment #1: Design 



Gaining Access to the 
Target Computers 

Scan 

Brute 
Force 

“Obtain 
credentials”  

Systematic 
assignment 
for one of four 
conditions 
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Warning 

Warning 
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No Warning 



Frequency of 
Repeated System 

Trespassing Events

Immediate 
Termination of 

System Trespassing 
Event 
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Time to System 
Trespassing Incident 

Termination 
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Time to System Trespassing 
Incident Termination 

All Incidents (N= 971) First Incidents (N =86) 
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 300 IP addresses  

 Experimental period: 6 months 

Waited…..

 Simulated a genuine environment 

 Systematic assignment/allocation 

Experiment #1a : Design

N= 502 ComputersType
Memory Disk Space Bandwidth Banner
0=2.25GB 0=30GB 0=512Kbit/s 0=No Banner
1=512MB 1=5GB 1=128Kbit/s 1=Banner
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Do varying levels of ambiguity regarding the presence of 
surveillance in the system influence system trespassers’ 
likelihood to issue clean tracks commands?

Study 2: Goal 
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Humans are ambiguity averse 
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Humans are ambiguity averse 

The presentation of ambiguous 
information regarding the 
presence of surveillance will 
INCREASE system 
trespassers’ active efforts to 
avoid detection

The presentation of ambiguous 
information regarding the 
presence of surveillance will 
REDUCE system trespassers’ 
active efforts to avoid detection




Experiment #2 : Design

 300 IP addresses  

 Experimental period: 6 months 

Waited…..

 Simulated a genuine environment 



No Surveillance 
Control



Surveillance Software 
Treatment 1 (high ambiguity) 



Surveillance Banner 
Treatment 2   (medium ambiguity)



Surveillance Banner and Software 
Treatment 3  (low ambiguity)



Sample Keystroke Session




Remove a file (rm-rf)

Delete history (unset)

Clear bash history (history)

At least one clean tracks command  

Clean Tracks 
Commands 




Two Groups 

N = 268 Systems N =190 Systems 



No significant differences were 
found between the proportions of 

surveillance banner and no 
surveillance banner target 
computers with clean track 

commands



0.55

0.25 0.23

0.57

0.44

0.11 0.12

0.51

0.72

0.3

0.15

0.720.74

0.26

0.35

0.78

Remove files* Clean bash history Delete history* Clean tracks*

Control Software Banner Banner and Software

Proportions of Target Computers Presenting Different 
Levels of Ambiguity Regarding the Presence of 

Surveillance with Clean Track Commands (N=190 
Target Computers)



Cleaning Tracks Commands are 
2.67 times more likely to be 

Found on Attacked Computers 
with Surveillance Banners and 

Software Installed on  






Natural Surveillance Surveillance by Place

Managers  

Surveillance in Non-
Cyber Environments 




Natural Surveillance Surveillance by Place

Managers  

Surveillance in Cyber 
Environments 

Would the presence of a root
user on the attacked system 
Reduce the number of repeated 
System trespassing incidents? 

Would the presence of a computer
user on the attacked system 
reduce the number of repeated 
system trespassing incidents? 




Experiment #4 : Design

 300 IP addresses  

 Experimental period: 6 months 

Waited…..

 Simulated a genuine environment 




Control: No Users Logged 





Treatment 1: Non-
Admin User 





Treatment 2: Admin 
User 





Treatment 3: Ten Non-
Admin User 





Treatment 4: Nine Non-
Admin and One Admin User 
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What Do Our  
Findings
Suggest? 



Can These 
Findings Support 
the Resilience of Fortress  
Computing 
Environments?  
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Yes… because once you identify behavioral patterns you can address them and introduce configurations and situations to  




 Evidence regarding human behaviors on computer 

environments is relevant for improving computer 
users’ and IT professionals’ ability to detect, report 
and respond to security issues.  

 Future applications of “soft sciences” models are 
crucial for generating more sophisticated security 
solutions for both bazaar and fortress computing 
environments 

In Conclusion,
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