
Evidence-Based Trust Reasoning 

• Trust is a necessary component of cybersecurity 

 

• When a party needs to “trust” others, this “trust” 
frequently becomes a vulnerability.  

 

• To mitigate this vulnerability, we must handle that 
trust in a scientific way. 
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What is trust? 
• Many definitions … 

• Trust  is defined as 3 elements: 
– Expectation, trustor expects a specific thing from trustee 

– Belief in that expectation 

– Willingness to take risk for that belief. 

 

• Belief is based on evidence about trustee on  
– Consistency (C)  -> integrity 

– Intension (I) -> goodwill 

– Ability (A),  or competence 

 

(CIA triad of trust evidence) 
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What’s your Expectation on cloud privacy? 

• Trust in privacy protection in cloud computing 
• [Westin 1967]: Privacy is “the claim of individuals, groups, or 

institutions to determine for themselves when, how, and to what 
extent information about them is communicated to others”. 

• Domain of Expectation, about how a cloud service 
provider handles cloud users’ data 
– Data collection 

– Data usage 

– Data guarding 

– Data situation informing 

– Data dissemination 

– Data termination and disposal. 
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Inferring Belief from Evidence 
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Extended Belief Networks 
• Evidence is incomplete and uncertain 
• Need to address this type of uncertainty 
• Extend BN model to accommodate this need. 
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Summary 

• We constructed a framework for evidence-
based trust reasoning 

• A new component of our formal-semantics-
based calculus of trust 

• An effort for building a computational theory 
of trust, towards Science of Security. 

 

Please stop by and discuss :-) 

 

Thank you! 
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