
© 2022, Amazon Web Services, Inc. or its affiliates.© 2022, Amazon Web Services, Inc. or its affiliates.

Evolving Verified Cloud Authorization

Sean McLaughlin
AWS Identity
seanmcl@amazon.com



© 2022, Amazon Web Services, Inc. or its affiliates.

Formal verification enables faster 
evolution of critical systems
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Principal Action Resource
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Policies
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Requests
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The authorization problem

Policies Request Allowed

Yes/No
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Making changes
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Pros
• More direct, succinct policies

Cons
• Availability risk

• Security risk
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Adding “OR”
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We can’t test exhaustivelyWhat we can do

• Fuzzing

• Historical data

• Side-by-side execution
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Testing

• Language is complex (111 pages of guide)

• Single request can have dozens of policies and 
dozens of variables
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Formal verification enables faster 
evolution of critical systems
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Formal Verification Method
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Verified Implementation Idiomatic Compiler Proof Evolution
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Existing 
Java

New Java

Tests
• Fuzz
• Historical data
• Side-by-side
• Perf
• …

Spec

Impl

Spec

Impl

New Java

Theorems Theorems
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StringEqualsIgnoreDashes(“ABC”, “ABC”)

StringEqualsIgnoreDashes(“A-B-C”, “ABC”)

StringEqualsIgnoreDashes(“ABC”, “A-B-C”)

StringEqualsIgnoreDashes(“-----”, “”)

Running Example
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Verified Implementation
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1. Specification

2. Theorems

3. Implementation
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1. Specification
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2. Theorems
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2. Theorems
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2. Theorems
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3. Implementation
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3. Implementation
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Idiomatic Compiler
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Pros

• Lowers the risk of experimentation
• Generated code is reviewed as usual
• Can be directly changed during operational event
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Cons

• Language restricted (Dafny-Lite)
• Exceptions are hard
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Other languages?

• Rust
§ Exception headaches go away entirely

§ Modeling lifetimes in Dafny is challenging
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Proof Evolution
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Specification
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Specification
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Implementation
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Implementation
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Spec

Impl

Spec

Impl
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Proof Evolution

38



© 2022, Amazon Web Services, Inc. or its affiliates.

Proof Evolution
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Proof Evolution
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Spec

Impl

Spec

Impl
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Conclusion
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Making changes
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Pros
• More direct, succinct policies

Cons
• Availability risk

• Security risk
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Adding “OR”
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Pros
• More direct, succinct policies

Cons
• Need to prove backward compatibility
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Adding “OR”
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Formal verification enables faster 
evolution of critical systems
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Customer-facing auth coming soon…
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Thank you!
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Sean McLaughlin
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