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A translator framewerk enables the use
of model checking in complex avionics
systems and other industrial settings.

BY STEVEN P. MILLER, MICHAEL 'W. WHALEN,
AND DARREN O. COFER
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Definition

e Certification: Legal recognition by the regulatory authority that
a product, service, organization or person complies with the
requirements

— Type certification: design complies with standards to demonstrate
adequate safety

— Product conforms to certified type design
— Certificate issued to document conformance

e Example
— We used verification tool X to accomplish these objectives.
— These are the reasons why we think the tool is acceptable.

— We ran 1000 tests using the tool, and this is why we think these
1000 tests are sufficient.

— And (almost incidentally) here are the test results.

Convincing the relevant Certification Authority that all required steps

have been taken to ensure the safety/reliability/integrity of the system
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DO-178B

e “Software Considerations in Airborne
Systems”

— Certification authorities agree that an
applicant can use guidance as a means of
compliance (but not the only means) with
regulations governing aircraft certification

e Software is not actually certified, but
certification of an aircraft does include the
“software aspects” of certification.
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History

e DO-178 (1982)
— Conceptual, “best practices”
e DO-178A (1985)
— Development & verification processes described
— 3 software levels defined
e DO-178B (1992)
— Objectives/activities/evidence

— Technology neutral Software Level
— 5 levels

© Copyright 2012 Rockwell Collins, Inc.
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Overview of DO-178B

e Defines the Process for Software Development
— Objective based — specifies what is to be achieved, not how
e ldentifies Five Software Levels (DAL in other contexts)
A: Catastrophic (everyone dies)
B: Hazardous/Severe (serious injuries)
C: Major (significant reduction in safety margins)
D: Minor (annoyance to crew)
E: No Effect (OK to use Windows)
e Higher level -> more objectives
— But no explicit rationale for leveling
e Requires auditable evidence of specific processes
— Software Planning
— Software Development
— Software Verification
— Software Configuration Management
— Software Quality Assurance
— Certification Liaison
e QObjectives Summarized in Annex A
e coprighDiff@remttobjectives and requirements for each SW level

All rights reserved.
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DO-178B overview

e Primarily a quality document, not safety

e Demonstrate that software implements requirements and
nothing else

— No surprises
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DO-178B Verification Objectives

System

Requirements A-3.1 Compliance
Ao 13 A-3.6 Traceability

A-3.2 Accuracy & Consistency A-7.3 Cover
A-3.3 HW Compatibility
A-3.4 Verifiability .
inh- A-6.1 Compliance
A-3.5 Conformance ngh Level A-6.2 Robustness
A-3.7 Algorithm Accuracy Requirements
. . A-2: 3.4.5|\ A-4.1Compliance A-7.1 Procedures
A-4. 8 Architecture Compatibility 1 \ A-4.6 Traceability Correct
A-4.9 Consistency Design Description \ A-4.2 Accuracy & Consistency
A-4.10 HW Compatibility A-4.3 HW Compatibility Reqts-based
A-4.11 Verifiability Software Low-Level N denhiably | Tests
-4, onformance . . -
A-4.13 Partition Integrity Architecture Requwements A-4.7 Algorithm Accuracy
3 A-7.4 Cover
A-2: 6
A-5.2 Compliance A-5.1 Compliance
A-5.5 Traceability
A-5.3 Verifiability )
A-5.4 Conformance Source 2'7'5'_7 Structural
A-5.6 Accuracy & Consistency Code overage

A-6.3 Compliance
A-6.4 Robustness

A-6.5 Compatible A-7.2 Results Correct

A-5.7 Complete -
With Target

& Correct

© Copyright 2012 Rockwell Collins, Inc.
All rights reserved.



Collins

Verification in DO-178B

e Verification = review + analysis + test
e Testing of airborne software has two complementary
objectives.

— One objective is to demonstrate that the software satisfies its
requirements.

— The second objective is to demonstrate with a high degree of
confidence that errors which could lead to unacceptable failure
conditions, as determined by the system safety assessment
process, have been removed.

e Formal methods can be used to meet these goals
— Sometimes better

© Copyright 2012 Rockwell Collins, Inc.
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Verification principles

e Requirements-based testing
e (Coverage metrics
e Traceability

© Copyright 2012 Rockwell Collins, Inc.
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Coverage metrics

e Defines four coverage metrics

e MC/DC
— Purpose
— Benefits
— (preview for MBD & FM discussion...)

© Copyright 2012 Rockwell Collins, Inc.
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Software in military aircraft
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Software in commercial aircraft

~AVSI
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Why use formal methods with avionics SW?

e Reduce cost

— Early detection/elimination of defects
e Increase confidence

— Complete examination of models and requirements
e Satisfy certification objectives

— DO-178C

© Copyright 2012 Rockwell Collins, Inc.
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Certification — the near future

e RTCA & EUROCAE form committee(s) to update DO-178B
and develop DO-178C

— Start: 200
— Finish: % ‘ 2011
e Joint effort between US and Europe
— RTCA : SC-205 : DO-178B : FAA ::
EUROCAE : WG-71 : ED-12B : EASA
e Terms of Reference governing update
— minimize changes to core document, yet...
— update to accommodate 15+ years of SW experience
e Strategy: Address new technologies in “supplements”
— 00, FM, MBD
— Also tool qualification
e Other issues
— Air/ground synergy (DO-278)
— Rationale, consolidation, issues, errata (DO-248)

© Copyright 2012 Rockwell Collins, Inc.
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Some conditions

e Maintain the current objective-based approach for software assurance.
e Maintain the technology independent nature of the DO-178B objectives.

e Modifications to DO-178B/ED-12B should:

1. Strive to minimize changes to the existing text (i.e., objectives, activities,
software levels, and document structure)

2. Consider the economic impact relative to system certification without
compromising system safety

3. Address clear errors or inconsistencies in DO-178B/ED-12B
4. Fill any clear gaps in DO-178B/ED-12B
5. Meet a documented need to a defined assurance benefit.
e A supplement is guidance used in conjunction with DO-178C/ED-12C
that addresses the unique nature of a specific technology or a specific
method.

— A supplement adds, deletes or otherwise modifies: objectives, activities,
explanatory text, and software life cycle data in DO-178C/ED-12C.

© Copyright 2012 Rockwell Collins, Inc.
All rights reserved.
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SC-205: The Game

e Players
— Anyone can play!
— But you must be interested enough show up
— All players are equal (but some are more equal than others)

e Rules
— Form teams (subgroups)
— Propose text (Information Papers)
— Write and resolve comments
— Vote in plenary sessions
— Achieve consensus: “I can live with it.”

— Watch out for illegal moves
e “I'm just here to learn.”
e “Let me tell you about our product.”

e Strategy
— Don’t raise the bar
— Don’t lower the bar
e Winning the Game
— FAA issues advisory circular

© Copyright 2012 Rockwell Collins, Inc.
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DO-178C: Supplements

e Tool Qualification
— More detailed, stand-alone document, complete with objectives
— 3 tool criteria (1 = development, 3 = verification, 2 = something in
between)
— [criteria] + [SW level] == tool qual. level (1-5) == required
objectives
e Model-Based Development
— Model = HLR/LLR/SW architecture
— New guidance for model execution/simulation
— Model coverage requirements

e Object-Oriented Design
— Additional requirements for unique aspects of OO software

e Formal Methods

— Facilitate applicant/certifier communication (definitions, expected
evidence)

— Define new objectives/activities/documentation (abstractions,
assumptions)

— Avoid common errors (check false hypotheses)

© Copyright 2012 Rockwell Collins, Inc.
All rights reserved.
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Survey

e Which Technology Supplement was the most difficult to
produce?

— Tool Qualification

(— Model-Based Development )
— Object Oriented Software
— Formal Methods

© Copyright 2012 Rockwell Collins, Inc.
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Formal Methods

e QObjectives
— No longer an “alternate method”

— Provide basis for communication between applicants & certification
authorities

— Focus on verification (DO-178 section 6)
— Partial use is OK
— What should formal methods evidence look like?

— Define new objectives/activities/documentation (abstractions,
assumptions)

— Avoid common errors (check false hypotheses)
e Key issues

— Capturing assumptions used in analysis (constraints, assertions,
environment...)

— If analysis replaces unit testing, what constitutes “completeness” of
analysis? (analog of MC/DC coverage metric)

— How should formal analysis tools be qualified?

e Keep the bar high enough
— Applicants with sufficient expertise

© Copyright 2012 Rockwell Collins, Inc.
All rights reserved.
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Section 6 — SOFTWARE VERIFICATION PROCESS

e Focus of FM guidance is on Verification Process

e (General guidance:

— All formal notations used must have unambiguous, mathematically
defined syntax and semantics.

— The soundness of each formal analysis method should be
documented. A sound method never asserts that a property is true
when it may not be true.

— All assumptions related to the formal analysis should be described
and justified (e.g. those associated with the target computer, or
those about the data range limits).

© Copyright 2012 Rockwell Collins, Inc.
All rights reserved.
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Software Development Process

[ System ]
Requirements
A-2:1,2 = No new guidance for FM
v = Nothing prevents use of
[ High-Level } formal specifications
Requ'rem?”ts = Benefit shows up in
1A'2' 45 verification activities

Design Description
Software Low-Level
Architecture Requirements
lA-Z: 6
Source
Code
1A-2: 7
Object
Code

© Copyright 2012 Rockwell Collins, Inc.
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Verification of High-Level SW Requirements

System = |f system requirements and
Requirements A-3.1 Compliance : .

o1y |36 Traceability high-level SW requirements
A-3.2 Accuracy & Consistency are formal, may be able tO use

A-3.3 HW Compatibility
formal analysis to show

A-3.4 Verifiability

A-3.5 Conformance High-Level
A-3.7 Algorithm Accuracy Requirements com p|ian ce
1A-2: 3.4.5
_ — = May be able to use formal
Design Description analysis to meet objectives of
Software Low-Level = Accuracy and consistency
[Architecture} [Requirements} = Verifiability
76 = Conformance to standards
1 » Algorithms are accurate

Source
Code
1A-2: 7
Object
Code

© Copyright 2012 Rockwell Collins, Inc.
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Verification of the System Design Description

= Use formal analysis to System = Use formal analysis to show
show compatibility of | Requirements compliance of low-level SW
SW arch with high- A2:1,2 requirements with high-level

level SW requirements

A 2:3. 4.5 \ A-4.1Compliance

A-4. 8 Architecture Compatibility A-4.6 Traceability

SW requirements
High- Level
Requirements

A-4.9 Consistency Design DESCI’IptIOH A-4.2 Accuracy & Consistency
A-4.10 HW Compatibility A-4.3 HW Compatibility
A-4.11 Verifiability Software Low-Level A-4.4 Verifiability
A-4.12 Conformance . . A-4.5 Conformance
A-4.13 Partition Integrity Architecture Requirements A-4.7 Algorithm Accuracy
A-2: 6
» Use formal analysis to meet » Use formal analysis to meet
SW arch objectives of Source SW low-level req objectives of
= Consistency { Code 1 = Accuracy & Consistency
= Verifiability T = Verifiability
= Conformance to std 1 » Conformance to standards
= Partition integrity { Object } = Algorithm accuracy
Code

© Copyright 2012 Rockwell Collins, Inc.
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Verification of Source Code

= May use formal [ System ] "
analysis to show Requirements
source code A-2:1,2
complies with v

software
architecture

High-Level
Requirement

J

lA-Z: 3.4.5

Design Description

Software
Architecture

e

:

Low-Level
equirements

A-5.2 Compliance

A-2: 6

A-5.1 Compliance nu
A-5.5 Traceability

A-5.3 Verifiability
A-5.4 Conformance
A-5.6 Accuracy & Consistency

Source
Code

A-5. 7 Complete

A-2:7

& Correct

Object
Code

|

© Copyright 2012 Rockwell Collins, Inc.
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May use formal analysis

to show source code
complies with low-level SW
requirements

Use formal analysis to meet
source code objectives of
= Verifiability
= Conformance to standards
= Accuracy & consistency

Use formal analysis to meet
show output of software
integration process is

= Complete & correct
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Verification of Object Code

= May be possible to [ System ] » Use formal analysis to show
use formal analysis Requirements object code complies with
to show object code Azt2 low-level and high-level SW
is compatible with Y a6 compiance  TEQUIrEMENts

High-Level
Requirements

lA-Z: 3.4.5 \
\

A-6.2 Robustness

target processor

Design Description _
» Use formal analysis to

[ Software } [ Low-Level } show object code is robust
Architecture Requwements with low-level and high-
r52 Compliance 1A-2:6 level requirements |

= Abstract interpretation?

{ Source } A-6.3 Compliance

Code A-6.4 Robustness

A-6.5 Compatible
With Target

© Copyright 2012 Rockwell Collins, Inc.
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Verification of Verification Results

System
Requirements

1A_2: 1,2 A-7.3 Cover

= May use formal analysis [Rglé%?r';i\gts]
to replace unit testing IR A-7.1 Procedures
and structural coverage 1

Correct
Design Description
Tests
Software Low-Level
R S

Architecture equirement
A-7.4 Cover

= Must demonstrate A-2:6
= Complete coverage of each

reqUirement { Source ] A-7.5-7 Structural
= Completeness of the set of Code Coverage

requirements AT
= Detection of unexpected 1

dataflow dependencies _ fone e boedt
= Detection of dead/deactivated [ Object }

code Code

© Copyright 2012 Rockwell Collins, Inc.
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Example: Window Manager SW (cockpit display)

1
LEFT_DU_AVAILABLE

EFT_DU_AVAILABLE

LEFT_SWITCHBANK_EICAS
LLLLLLLLL _EICAS LEFT_DU_AP M’I)
(G >——— sl swicksancero || LerT_ou APFLICATION
LEFT_SWITCHBAN W_PFD
(5 y—————|LEFT_SWITCHBANK AP
SWITCHBANK_MAP
@ DU_AVAILABLE
RIGHT_DU_AVAILABLS
SWITCHBANK_EICAS
RIGHT_SWITCHBANK_EICAS RIGHT_DU_APPLICAT (T
RIGHT_SWITCHBANK_PFO

=L e
S W W

Display Application
E Window Manager

RIGHT_SWITCHBANK_PFD

nnnnn _SWITCHBANK_MAP

RIGHT_SWITCHBANK_MAP

DU_APPLICATION_SELECTION

C

LEFT_DU_APPLICATION

RIGHT_MANUAL_REQUEST

_DU_APPLICATION

ccccccccccccc

LEFT_MANUAL_REQUEST

RIGHT_MANUAL_REQUEST

CURSOR_PLACEMENT

ADGS-2100 Adaptive Display & Guidance System

Simulink Simulink

Subsystem Diagrams Blocks State Space Properties Errors found
GG 2,831 10,669 9.8 x 10° 43 56
PS 144 398 4.6x10% 152 10
CM 139 1,009 1.2 x 10Y 169 10
DUF 879 2941 1.5 x 10%7 115 8
MFD 302 1,100 6.8 x 10% 84 14
Totals 4295 16,117 n/a 563 98

© Copyright 2012 Rockwell Collins, Inc.
All rights reserved.
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Certification credit?

e Development process

— HLRs are initially expressed as English “shall” statements that are
subsequently formalized as CTL for analysis.

— LLRs are software models developed using model-based design
tools (Simulink and Stateflow).

— The LLR models are analyzed using a model checker to verify
whether or not they satisfy the HLRs.

— Source code is automatically generated from the LLRs and tested in
conformance with a conventional test-based process.

e What DO-178C objectives could be satisfied using the Formal
Methods Supplement?
— Just a sample...

© Copyright 2012 Rockwell Collins, Inc.
All rights reserved.
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FM for Certification

FM6.2 Software Verification Process Activities

a. Formal notations: Properties to be verified were specified in CTL.
Formal definition of CTL may be found in [Em90] and [HuO4]. The
models analyzed were specified in Simulink and Stateflow. These
models were given formal definition through the translation process,
which includes a formal syntax and translation rules for each model
element.

b. Soundness: The BDD and SAT algorithms are known to be sound.
Details of the BDD algorithm used for model checking and its
soundness can be found in [Mc93]. Application of satisfiability solving
to the model checking problem and its soundness is described in
[BCCZ99],[CBRZO0O1].

c. Assumptions: All assumptions necessary for the analysis are
justified.

© Copyright 2012 Rockwell Collins, Inc.
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FM for Certification

FM6 3 Software Reviews and Analysis

Requirement formalization correctness: In this project, all
requirements were captured and managed using the DOORS tool. For
each requirement, the corresponding formalization was captured in
DOORS with one or more CTL statements. Independent reviews were
conducted to ensure that the CTL statements accurately described the
original English-language requirement.
FM6.3.1 Reviews and Analyses of the High-Level Requirements
d. Verifiability of HLR: The ability to express the high-level
requirements for the system in CTL is a sufficient demonstration of
verifiability in this example.
e. Conformance to standards: Requirements that do not conform to
the standard for CTL syntax will be identified and rejected by the
analysis tools. This feature of the tool would need to be qualified.
Alternatively, conformance to CTL syntax can be easily checked by a
manual review.

FM6.3.2 Reviews and Analyses of the Low-Level Requirements

a. Compliance with HLR: Analysis by model checking demonstrated
that low-level requirements (the system model) complied with high-
level requirements. This feature of the tool would need to be qualified.

© Copyright 2012 Rockwell Collins, Inc.
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Conclusion

e Model checking can be used now to

— Reduce the cost of avionics software through early detection and
elimination of defects

— Increase confidence in avionics software
e Model checking will soon be able to be used to

— Satisfy certification objectives for avionics software (DO-178C)
e But..

— There is still plenty of work to do to support larger and more
complex systems

© Copyright 2012 Rockwell Collins, Inc.
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