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•Application
–Detection and response
– Threat and mitigation profile
–Based on past evidence, strategic mitigation 

planning in he future
– Incorporation with SDLC

•Challenges
–Obtaining dataset and labelling
–Change in attack patterns
–No benchmarks 

•Feedbacks?
–mail: mrahman@ncsu.edu
– Profile: rayhanur-rahman.github.io
–Our research group: 

realsearchgroup.github.io
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• STIX Custom Objects
• UML/Ontologies

Threat Model

• Attack-defense tree
• Abuse/Misuse case

CTI text

• Threat reports
• Vuln. Description
• Taxonomy

Dataset
• APT Notes
• Threat reports Annotation/Label
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• Cybersecurity NER
• Sec2Vec

Feature Extraction
• Entity Identification
• Dependency Parsing
• <Subject, Verb, Object>

Learners
• Semantic Similarity
• Graph Mining
• Deep learners

Comparative Study
• Initial Baseline
• Incremental Updates on the 

baseline
• Select the best performing 

model

Background and motivation

Workflow
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