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Assurance Today

           Concept                  Design                  T&E       Mission
Plan Exec. Op.

Analysis
Maint. &
Sustain.

Design & Development Operation

DESIGN ASSURANCE OPERATIONAL ASSURANCE

           Implem.       

Assurance Deficit
(Uncertainty)

Prototyping

Verification

Analysis

Simulation
Test

System
 “in the 
wild”

System 
acquisition 
completed

Calibr.

Mission 
rehearsal

  Uncertainty Sources

- Not implemented features
- Flaws, faults, “bugs”
- Design assumption violations
- Cyber Attacks

Config.

Rigid / predefined 
accepted forms of 

evidence

Large emphasis on 
design assurance

Deployed capability 
addressing “all 

foreseeable 
conditions”

Long cycles

Feedback does not go 
back to “Design & 

Development”
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Dev Ops

Continuous assurance 
is parallel to DevOps

New requirements 
Requirement updates

Assurance focused on 
targeted operations

Incremental capability 
delivery

Operations for 
evidence collection

(known knowns)

Operations for 
learning 

(known unknowns)

Feedback for 
development 

(unknown unknowns)

Continuous Authority 
to Operate

• Shorter cycles
• Capability 

evolution

Assurance Tomorrow
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Process

• Manual
• Inconsistent
• Poorly documented

Design Assurance

TODAY

TOMORROW

Evidence Artifacts 
(Work Products)

• No standard data 
models

• Unstructured/not ready 
for machine processing

• Stored in disparate 
places / unlinked

Certification 
(ATO) Event

• Infrequent
• Arduous manual 

assessment
• Requires significant 

expertise

• Automated
• Repeatable
• Meticulously 

documented

• Standard data models
• Ready for machine 

transformation
• Integrated / Linked

• Continuous, ready at any 
point in time

• Machine-aided
• Systematized expertise



LOCKHEED MARTIN PUBLIC INFORMATIONAutomated Evidence Generation for Continuous Certification 6

Technology Areas in Design Assurance

Evidence 
Generation

Evidence 
Curation

Assurance 
Case 

Generation

Assurance 
Case 

Assessment

Requirements

ConOps

Design
Artifacts

Certification 
ATO

(Similar to the DARPA ARCOS structure)

CertGATE

Greater opportunity for automation

Two Pillars to CertGATE Automation:
1. Evidential Assurance Case Fragments (EACFs)
2. Evidence Generation Language
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CertGATE

SES 
Plugin 1

EvGen
Plugin 1

EvGen
Plugin 2

EvGen
Plugin 3

SES 
Plugin 2

API

Requirements

Test 
Results

Evidence 
Artifacts

EVIDENCE 
CURATION

Design 
Artifacts

Safety 
Analysis

Explicated 
Evidence

Architecture

EACF
Claim 

Argument   
Evidence 
Artifacts

EACF
Claim 

Argument   
Evidence 
Artifacts

EACF
Claim 

Argument   
Evidence 
Artifacts

Ontologies

 Assembly / Composition
Evidence Validation
Evidence Evaluation

Presentation

Assurance Case Gen

Assessors

ATO
Evidence Generation Request

Assurance Case

Evidential Assurance Case Fragments (EACFs)
o “Assurance packages of “explicated” evidence
o They incorporate information for valid 

composition/reuse
• Context; Assumptions; Justifications

o They Incorporate metrics for assessment of 
sufficiency
• Metrics depend on evidence generation technique

o Generated in an automated fashion

o Intended for machine consumption
o Represented in a standard data model (SACM)

Evidence 
Generation
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CertGATE Workflow
Evidence 

Generation 
Plug-in

Evidence 
Generation 
Structured 
Argument 

Pattern

CertGATE SUT/MUT
Requirements

ConOps

Models
Source Code
Object Code

Evidential 
Assurance 

Case 
Fragment

1a. Encoding of 
evidence generation 
process as a structured 
argument pattern

1b. Wrap evidence 
generation technique 
as qualified CertGATE
Plugin

2. Definition of 
workflows and input 
artifacts

3. Transformation of 
patterns to argument 
instances
4. Transformation of 
argument instance to 
a set of Evidence 
Generation directives 
in EGL
5. Execution of EGL 
directives
6. Connect evidence 
artifacts to structured 
argument
7. Package EACF
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Evidence Generation Language (EGL)

•Internal Domain-specific 
Language (DSL). 
•Prototype written in Python.
•Defines, parameterizes, 
evidence generation actions, 
inputs, and outputs.

What it is

•Operations supported by 
CertGATE plugins
•Test generation; test execution; 
code instrumentation; software-
defined SES configuration; 
parameterized static analysis; 
test coverage computation; 
transformation operations; 
interactions with code repos, 
etc.

Sample 
Operations
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S: PX4_GNC
C: Operational Model: 

PX4_Scenario
Target Environment: 
HighFidelityPX4

R: The system never violates 
the GeoFence constraints

□ 𝑃 ∈ 𝐺
M: SBTG_STALIRO

Inputs

We want to produce evidence that demonstrates that the 
PX4’s GNC module never violates geofence constraints. We 
will vary the geofence geometry (G), the takeoff and landing 
locations (PS, PL), the UAS speed (VUAS) and wind, modeled as 
having a direction and a speed (WD, WS).
Plugin: Search-based Test Generation (SBTG)

Evidence Generation Workflow Example

Evidence Artifacts
• Tests: Scenario parameters (G, 

PS, PL, VUAS , WD, WS), 
requirement satisfaction 
metric (“robustness” ρ)

• SBTG Confidence report
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SBTG 
Fragment 
Pattern
(Natural
Language)
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Instantiated
SBTG 
Fragment 
Pattern
(Natural
Language)
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Summary
•It is NOT just “old assurance + CI/CD pipelines”
•We need to rethink the size of what is delivered
•Operations as additional source of learning and evidence

Continuous Assurance 

•Assurance packages of explicated evidence
•Separate concerns between automated activities (e.g.: 
generating evidence) and interactive activities (e.g.: 
constructing/assessing assurance cases)

•Apply reuse and composition

Evidential Assurance 
Case Fragments

•Are built from EACFs
•They capture a snapshot of the system’s assurance state
•Could be used to generate assessable assurance cases (e.g.: 
GSN, CAE, FAN, etc.) or other views useful for evaluating 
benefit-risk ratios

“Digital” Assurance 
Cases 

•Evidence Generation workbench that generates EACFs
•Extensible thanks to plugin architecture and Evidence 
Generation Language

•An enabler for continuous assurance
•Uses argument patterns as evidence generation “recipes”

CertGATE




