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ABSTRACT

The proliferation of the Internet of Things continues to be a critical
issue today. The current landscape provides security with mini-
mal oversight and is furthermore inadequate due to unaccounted
human behavior in the design flow and management of personal
networks. As a result, these inherently insecure devices exponen-
tially increase the attack surface of our critical infrastructure. This
research leverages a specification-based protocol called Manufac-
turer Usage Description or MUD that is designed to automate access
control at the “edge” of the network where IoT devices reside. This
research approaches improved network security by underlining
inherent weaknesses and key research areas to create a resilient
architecture that is both sustainable and scalable.
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1 INTRODUCTION

The Manufacture Usage Description, MUD, is a design tool that
puts access control at the device level by having each device set
its own rules for who and what can talk to it. This description
uses the device manufacturer as the authority and aims to allow
manufactures the ability to identify their IoT devices as well as
specify the intended network behavior of said devices. The network
can then use this intent to author a context-specific access policy, so
the device functions only within those parameters. In this manner,
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MUD becomes the authoritative identifier and enforcer of policy
for devices on the network.

Cisco’s MUD Process Flow
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Figure 1: MUD Architecure, Cisco, via [Web Page] (https:
//pubhub.devnetcloud.com/media/mud/docs/images/mud-
architecture.jpg#developer.cisco.com).

MUD works by embedding and emitting a URL via LLDP, DHCP,
or 802.1X request. The URL points to a MUD policy which describes
the devices communication behavior. The access policy is then
established based on the rules of the MUD profile.

2 DISCUSSION

MUD excels as a protocol due to its simplicity and composability.
MUD builds upon Access control lists or ACL’s that work on layer
3 of the OSI protocol. MUD works by filling in the missing gaps
that enable open access to networks and enforces access control as
a specified standard all the while automating the security policy
without requiring user intervention.

MUD lacks in implementation in the area of personal home net-
works. Home networks are managed by commercial home routers
which focus on authenticating rather than access. IoT botnets dis-
proportionately consist of devices on personal networks as opposed
to enterprise ones. Currently there is no system that can manage
MUD profiles on a personal network. Without a valid solution for
this demographic MUD will have no meaningful presence on re-
solving these proliferous scale security flaws. MUD also only works
if it is applied. This means that MUD does not account for legacy
devices, that were manufactured before the standard nor devices
that will forgo the standard.

2.1 Research Areas

For the MUD control flow to work with legacy devices, the device
has to be appropriately identified and then apply a behavioral based
profile. Current explored practices such as device fingerprinting
and profiling attempt to address this issue by profiling a normal
functioning device to identify the device and then predict its be-
havior to a reasonable degree of certainty. Device fingerprinting
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attempts to use identifying characteristics to make an informed
guess, while device profiling attempts to learn the network patterns
of the device in order to identify its type.

Software Defined Networks provide another solution for per-
sonal networks to manage IP traffic. These networks can scale by
attaching to current home/personal network setups and automate
the network functioning as the main network access server.

After devices behavior is specified it provides an accurate and
real structure that can be used to categorize network behavior in
an Intrusion Detection System by comparing the access control
structure with the actual network usage of the device. This “usage
description” provides an accurate and real structure that can be used
to categorize network behavior of identified devices in an Intrusion
Detection System by comparing the access control structure with
the actual network usage of the device.

3 CONCLUSION

Manufacturer Usage description provides a standard that can be
implemented in a way that’s both sustainable and scalable. In order

Khir Henderson and Kevin Kornegay

for this to happen, further research in these areas must be imple-
mented in order to provide a managed network device that provides
access control along with authentication control.
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