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ABSTRACT

Remote attestation refers to the process in which a computer sys-
tem constructs evidence reflecting its state and/or identity, with the
purpose of convincing an external system of its trustworthiness. For
systems which communicate sensitive information, remote attesta-
tion is an essential tool for identifying malicious or compromised
actors. However, attestation evidence can only be considered as
trustworthy as the architecture it was collected on. Trusted attesta-
tion demands strong memory separation properties to guarantee
the integrity of its measurements and the confidentiality of it pri-
vate keys. In this sense, popular general-purpose operating systems
such as Windows or Unix derivatives form an insufficient basis, as
a result of their loose and dynamic memory semantics.

In contrast, the formally verified seL4 microkernel is proven to
enforce memory isolation under proper configuration [1], making it
a natural foundation to our attestation architecture. Ideally, existing
systems in need of rigorous attestation capabilities would be ported
to such an environment. In practice, however, it is unrealistic to
suggest all such systems be ported. Instead, we offer a generic
solution utilizing a Linux virtual machine running in seL4, which
allows us to effortlessly lift legacy systems into our architecture.
In this layered attestation paradigm, the sandboxed systems can
be measured from the outside with the aforementioned benefits
of guaranteed memory separation, or the inner layer may more
conveniently perform measurements on itself. Finally, we attempt
to compose a chain of trust in the boot process originating from a
root hardware key, thereby establishing the system’s architectural
integrity.
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