Preface

The 5th Annual Symposium and Bootcamp on Hot Topics in the Science of
Security (HotSoS) was held April 10-11, 2018 in Raleigh, NC. It included a mix
of invited talks, tutorials, presentations of refereed papers, a panel, an industry
track, and a poster session.

As in previous instances, the goal of HotSoS is to bring together researchers,
practitioners, and thought leaders from government, industry, and academia, and
to provide a forum for dialog centered upon the development and advancement of
scientific foundations in cybersecurity. The technical emphasis of HotSoS lies on
building a foundational science of security, incorporating scientific methods, data
gathering and analysis, experimental approaches, mathematical models, and the
interactions among them. The HotSoS vision is one of engaging and growing
a community including researchers and skilled practitioners from diverse disci-
plines that is focused around the advancement of scientific methods as applied
to cybersecurity.

As in previous years, HotSoS 2018 specifically focused on presentations and
posters related to the hard problems of:

— Scalability and composability in the construction of secure systems,

— Policy-governed collaboration for handling data across different domains
of authority while ensuring security and privacy,

— Security metrics and improved measurement tools, to guide choice-
making in security engineering and response,

— Resilient architectures that can deliver service despite compromised com-
ponents,

— Analysis of human behavior, encompassing users, operators, and adver-
saries, to support improved cybersecurity design.

This year, HotSoS solicited papers focusing on the above problems and having
specific applications to privacy, broadly construed, and security of cyber-
physical systems.

Submissions were subject to a rigorous reviewing process, and ultimately 12
submissions (9 full paper submissions) were accepted. In addition, the program
includes two tutorials. We invited four invited speakers. We are grateful to Steve
Lipner, Ari Schwartz, David Burke, and Ravi Sandhu for giving keynote lectures
at HotSoS. We thank the members of the program committee for all their work.
We would especially like to express our appreciation to Katie Dey for her excep-
tional help throughout this entire process, including handling logistics, managing
the web site, and interfacing with the ACM. Finally, we acknowledge the NSA
for their continual support of the science of security community. We would also
like to thank David Wright for his diligent efforts as local arrangements chair.
Katie and David pulled together the logistics that made HotSoS possible.
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