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ABSTRACT
Combinatorial methods have attracted attention as a means of

providing strong assurance at reduced cost, but when are these

methods practical and cost-effective? This tutorial comprises two

parts. The first introductory part will briefly explain the background,

process, and tools available for combinatorial testing, including

illustrations based on industry’s experience with the method.

The main part, explains combinatorial testing-based techniques

for effective security testing of software components and large-scale

software systems. It will develop quality assurance and effective

re-verification for security testing of web applications and security

testing of operating systems. It will further address how combi-

natorial testing can be applied to ensure proper error-handling of

network security protocols and provide the theoretical guarantees

for trigerring Trojans injected in cryptographic hardware. Proce-

dures and techniques, as well as workarounds will be presented and

captured as guidelines for a broader audience. The tutorial is con-

cluded with our vision for combinatorial security testing together

with some current open research problems.

The tutorial is designed for participants with a solid IT security

background but will not assume any prior knowledge on combina-

torial security testing. Thus, we will quickly advance our discussion

into core aspects of this field. This tutorial is a modified version of

the tutorial held at HVC2017 [19] and QRS2016 [23]. It incorporates

feedback and customized content.
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1 INTRODUCTION
Identifying vulnerabilities and ensuring security functionality by

security testing is a widely applied measure to evaluate and im-

prove the security of software, which is also an inevitable part of

quality assurance. Many software security vulnerabilities result

from the exploitation of ordinary coding flaws, rather than design

or configuration errors. One study found that 64 percent of vulner-

abilities are the result of such common bugs as missing or incorrect

parameter checking, which leaves applications open to common

vulnerabilities including buffer overflows or SQL injection [9]. Al-

though this statistic might be discouraging, it also means that better

functionality testing can also significantly improve security.

In the last 50 years, combinatorial methods have had profound

applications in coding theory, cryptology, networking and computer

science with software testing being one of the most recent ones

[4]. Covering arrays (CAs) [3] are discrete mathematical structures

which, with the aid of proper software engineering techniques, have

been utilized in very effective test sets in order to provide strong

assurance. Yet, the application of combinatorial methods to applied

computer science continues to arise and it comes as no surprise that

the field of software security provides a rich source of problems

that seek solutions from mathematical methods. There has been

ample evidence over the last few years to support this observation.

Listed below are several reasons that serve as a motivation to
apply combinatorial methods in order to ensure the quality
of secure software:

• The exemplary case of the Heartbleed bug
1
, which allowed

anyone on the Internet to read the memory of systems pro-

tected by the OpenSSL software (e.g. banking applications),

highlighted even more the great need to ensure an attack-

free environment of implementations of software systems

[5].

• Due to the still increasing interconnectedness of such com-

plex software systems, it is very important to strengthen

activities towards assuring their security requirements by

performing security testing [27].

• The latter task is not be considered an easy process bearing

in mind that software testing may consume up to half of the

overall software development cost [26].

• Combinatorial explosion is a frequently occurring problem in

testing [16], [1] where a test object is described by a number

of parameters, each with many possible values. The effect
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of the combinatorial explosion is that it is infeasible to test

every combination of parameter values.

• There exists an added level of complexity for security testing

where the modelling of vulnerabilities is specific to the ap-

plication domain and the identification of factors triggering

such exploits is not easily done [18], [17].

• Finally, there are relatively few good methods for evaluating

test set quality, after ensuring basic requirements-traceability

[14]. Of particular importance is the task to develop methods

that help estimate the residual risk that remains after testing.

In [24] the authors developed an ambitious research program

aimed at bridging the gap between combinatorial testing (CT) and

security testing and, in the process, established a new research field:

combinatorial security testing. Several methods and case studies,

presented in this tutorial, illustrate our experiences thus far and the

success of the previously mentioned research program which came

as a result of the application of our combinatorial techniques in

security testing. In summary, we showed in [24] that the developed

concept of CT applicable to security testing supersedes other testing

approaches due to its advantages of generating minimal size test

sets and revealing hard-to-spot errors in software systems in an

automated way.

2 OUTLINE OF THE TUTORIAL
In this tutorial we present our work on combinatorial methods for

security testing, which guarantees certain aspects of test quality

e.g. test coverage or locating faults. In particular, we formulate

problems of software security testing as combinatorial problems

and then use efficient algorithmic or theoretical methods to tackle

them. The central thesis of this tutorial is that combinatorial methods
can make software security testing much more efficient and effective
than conventional approaches - in specific application domains.

Brief Introduction of Combinatorial Testing: This provides
a quick overview of the history of combinatorial testing research,

and their roots based on key publications in the field [15], [12] and

[13].

Web Security Interaction Testing: Here the concern is with

the problem of security vulnerability detection and with the inher-

ent, but also equally important, problem of retrieving the root cause

of security vulnerabilities. We will demonstrate the process of cre-

ating attack models used for exploiting web security vulnerabilities

using combinatorial methods [6], [2] and indicating methods for

analyzing them [21]. The main goal of this part is to make everyone

familiar with advanced combinatorial techniques for web security

testing.

Security Protocol Interaction Testing: In this part of the tu-

torial we deal with the problem of certificate testing, which plays a

central role in network security. We will present complex combi-

natorial models for creating test certificates to check for faults in

the validation logic, which can result in impersonation attacks [11].

In addition, we will present recent efforts on the modelling of the

TLS Handshake protocol using CT [20]. If time permits, the authors

plan also to analyze the TLS cipher suites of the aforementioned

protocol using combinatorial coverage measurement techniques

[22] and detail the implications of the findings for software security

testing.

Combinatorial Methods for Kernel Software: The kernel of
an operating system is the central authority to enforce security. The

goal in this part of the tutorial is to ensure the reliability and quality

assurance of kernel software. We will present two testing frame-

works, ERIS [7], a combinatorial kernel testing tool, and its recent

enhancement, called KERIS [8], with dynamic memory error detec-

tors for the Linux Kernel aimed at exploiting security vulnerabilities.

We will reproduce for the participants a security vulnerability in

the Linux networking stack first discovered by Google’s Project

Zero team.

Detecting Hardware Trojan Horses: This part outlines the
problem of malicious hardware logic detection. In particular, the

concern is with cryptographic Trojans appearing as instances of ma-

licious hardware. The exemplary scenario for this tutorial evolves

around Trojans residing inside cryptographic circuits that perform

encryption and decryption in FPGA technologies using the AES

cryptographic algorithm. We will demonstrate that combinatorial

testing constructs are capable of reducing the number of test cases

needed for the Trojan excitation by several orders of magnitude

while at the same time activate the Trojan hundreds of times [10].

The authors will also briefly present similar patterns for AES soft-

ware implementations based on a recent combinatorial analysis

performed on AES validation tests [25]. Whether these latter pat-

terns are also malicious is currently an open question.

Open challenges and outlook:The authors present and quickly
discuss currently unsolved challenges.

3 INTENDED AUDIENCE
This 75 minutes tutorial does not assume any prior knowledge of

combinatorial testing methods for information security. We assume

good general knowledge of information security and software en-

gineering on a graduate CS student level with a focus on security.

The goal of this tutorial is to present the knowledge from various

sources in a structured way and provide researchers with the prac-
tical fundamentals of combinatorial methods for security testing

and practitioners with the scientific background.
The key takeaways are: (I) the practical fundamentals of com-

binatorial methods for security testing, (II) a good understanding

of the underlying mathematical, software engineering and security

mechanics and, (III) an overview of the related literature and open

problems in this field.
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