
POSTER: A comparative analysis of manual methods for
analyzing security requirements in regulatory documents

Sarah Elder
North Carolina State University

seelder@ncsu.edu

Anna Mattapallil
North Carolina State University

Laurie Williams
North Carolina State University

williams@csc.ncsu.edu

ABSTRACT
Developing security requirements that are compliant with security
regulations is key for developing secure software systems. State-
ments within regulatory documents are frequently overlapping,
both within and between documents. Approaches to identifying
and address this overlap have been developed in academia and
industry. However, these approaches have largely been evaluated
in isolation. The goal of this research is to assist analysts in selecting
an appropriate approach for developing security requirements from
regulatory documents by comparing the output of approaches from
academic publications with similar outputs from industry. Our ini-
tial results show that there is wide variance in how information is
aggregated from security regulations at the requirement level.
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1 INTRODUCTION
For many projects, determining what security features are feasible
for inclusion in the system begins with what security regulations
they must comply with [1]. Consequently, these regulations are
a useful starting point for developing security requirements for
software systems. We use the term "regulations" loosely here to
include documents created by state-actors, corporations, or other
groups; for example legislation, standards, privacy policies, and
other documents.

Extracting information from regulatory documents to develop
compliant requirements specifications has many approaches, both
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in industry and in the academic literature. However, these ap-
proaches are largely evaluated in isolation with little empirical com-
parison between approaches. In this research, we identify the rele-
vant methodologies for extracting security requirements from reg-
ulations. We categorize them using common classifications such as
the level of formality [7], amount of automation, stakeholders/end-
users identified [6], and study design[4, 5]. We then apply several
approaches to evaluate them based on guidelines such as the amount
of interpretation necessary to apply the model [3], the effort in-
volved in applying the model, and the extent to which the resulting
requirements are verifiable and traceable [2]. Unlike most of the
existing literature, we do not look at consistency and completeness
as these concepts are difficult to define in the security domain.

2 POSTER CONTENT
The poster will include a high-level overview of the literature re-
viewed, as well as results from our ongoing manual application
of the methodologies to various U.S. regulatory documents. Our
findings to date indicate that while the methodologies do provide
some standardization of results between individuals applying the
methodologies, there is still significant interpretation involved. Ap-
plication of the manual methodologies is time-consuming for most
security regulations, which tend to be longer than the examples
described in the literature.
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