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EXPLORING THE CONTOURS OF THE PROBLEM

Expense and duration of ISO 27001/27002 implementation

$40,000
$100,000
$200,000
$500,000

Duration: several months years

Vulnerability and Pen Tests: $100’s to $1000’s Good Enough?

What is the Goal?

What is Cybersecurity? &)[——‘




COMPUTERWORLD UK

THE VOICE OF IT MANAGEMENT

8 Security: Best practice or
ancient ritual?

“I'd love to now see it consigned to the scrap heap.”

Mr. David Lacey, ISO 27002 author:

Today’s ISO standards are based on a
body of text created over twenty years
ago. In fact, aside from a sprinkling of
security technologies, which you can
count on one hand, nothing really new
has emerged in the lifetime of today’s
security managers.

Security managers are chained to a
backward-looking compliance treadmill
that gives priority to old legacy practices,
paperwork that no one reads, and
outstanding audit actions from previous

years.




EXPLORING THE CONTOURS OF THE PROBLEM

Contour One:
Controls-based approach

Problematic Aspects:

. Static
. Compliance mindset
. Interoperability

. Discoverable model for attackers




EXPLORING THE CONTOURS OF THE PROBLEM

Some people think technology has the answers.

My message today is primarily the same... | usually
go around speaking on the threat of the human
element, particularly on social engineering.

Peer-to-Peer Zero Day Exploits

Mobile Media Devices Advanced Persistent Threat
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KrebhsonSecurity

In-depth security news and investigation

If a bank’s system
of authenticating a
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EXPLORING THE CONTOURS OF THE PROBLEM

Contour Two:
Problem-solving

Problematic Aspects:

. Proper problem identification
. Scope

. Empowerment for security
organizational
macro driving a market

. Leadership




CYBERSPACE
POLICY REVIEW
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THE NATIONAL STRATEGY TO

SECURE
CYBERSPACE
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THE NATIONAL MILITARY
STRATEGY FOR
CYBERSPACE OPERATIONS (U)

December 2006

Chairman of the Joint Chiefs of Staff
Washington, D.C. 20318

Classified By: VADM N. E. Brown, USN; D.J-6

Reason: 1.4(a)(c)(g)
Declassify On: 19 September 2030
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IéXPLORING THE CONTOURS OF THE PROBLEM

National Military Strategy

(U) The Cyberspace Domain. Recognizing that the understanding of cyberspace
has evolved, for the purpose of this strategy, cyberspace is defined as:

(U) “A domain characterized by the use of electronics and the electromagnetic
spectrum lo store, modify, and exchange data via networked systems and associaled
physical infrastructures.”

Joint Publication (JP) 1-02,
Department of Defense Dictionary of Military and Associated Terms

Cyberspace is “a global domain within the information environment consisting of
the interdependent network of information technology infrastructures, including

the Internet, telecommunications networks, computer systems, and embedded
processors and controllers.”
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EXPLORING THE CONTOURS OF THE PROBLEM

Securing Cyberspace versus defining Cybersecurity?

Cyberspace is “a global domain within the information environment consisting of
the interdependent network of information technology infrastructures, including
the Internet, telecommunications networks, computer systems, and embedded

processors and controllers.”
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Cybersecurity and Internet Freedom Act of 2011 S. 413

NATIONAL STRATEGY.—The term ““National Strategy’’ means the national
strategy to increase the security and resiliency of cyberspace developed

under section 101(a)(1).

Sec 101. There is established in the
Executive Office of the President an Office
of Cyberspace Policy which shall—

Develop ... a national strategy to increase
the security and resiliency of cyberspace

[including]: »

- Computer network operations
-information assurance

_critical infrastructure

- R&D priorities

- law enforcement

- diplomacy

- homeland security

- privacy & civil liberties

-intelligence activities

- identify management/authentication
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Information
Operations
Roadmap

30 October 2003
Srsgyniosons

2003

*May 2007
*MNational Cyber Study
Group (NGSG)
Established

«2007

ehensive Mational Cybersacurity Initiat

=January 2008
*HSPD 23'NSPD 54
Established the CNCI

*December 2008
*(515 Commission
Releases Report

*May 2009
*President Concludes
60-day Review and Establishes
Cybersecurity Coordinator Position

sLate 2007
*Transition of CNC| directive
development to White House,

Policy Coordinating Committee

*February 2008

=Jaint Interage
Task Foros {ﬁc

Established

r
}

*February 2009
*President directs National Security
and Homeland Security Advisars to

conduct 60-day Cybersecurity
Heview

Are We Making Gains?

Assi

Today

CYBERSPACE
POLICY REVIEW

and Communications Infrastructure



EXPLORING THE CONTOURS OF THE PROBLEM

Contour Three:
Leadership Lacking

Problematic Aspects

. Lack of full understanding of
dynamics, and
components

. Lack of direction = risk = stalls initiative

. Legacy constructs persist/Stagnation




EXPLORING THE CONTOURS OF THE PROBLEM

— Start Points Often Dictate End Points <=

National Institute of ) (BYEREREA=G NIST

Matlenal Instiute of

Standards and Technology QLIRS ' Sandardsand Technalogy

E-Government Act of 2002 (FISMA)

Defined “information security” as the goal —> standard C—-1- A construct

Charged NIST with establishing “information security” standards
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NIST s mission:

To promote U.S. innovation and industrial competitiveness by advancing measurement science, standards, and technology in ways that enhance
economic security and imprave our quality of life.

MNIST s vision:

MIST will be the world’s leader in creating critical measurement solutions and promoting equitable standards. Our efforts stimulate innovation, foster
industrial competitiveness, and improve the quality of life.

NIST's core competencies:

- Measurement science
- Rigorous traceability
« Development and use of standards

MNIST's core values:

People: we value and support an inclusive, engaged, and diverse workforce capable of fulfilling the NMIST mission.
Integrity: YWe are objective, ethical, and honest,

Custormer focus: WWe anticipate the needs of our customers and are committed to meeting or exceeding their expectations.

Excellernce: wWe expect world-class performance and continuous improvement in all we do.

The Mational Institute of Standards and Technelogy (MIST) is an agency of the U.S. Commerce Department.

Privacy policy / security notice / accessibility staternent / Disclaimer / Freedorn of Informmation Act (FOIA) / ﬁ Sign Up for MIST E-rail alerts:
Mo Fear act Policy / ExpectMore.gow (perfarmance of federal programs) / NIST Information Quality Standards / Enter email address

Environmental Policy Staternent

Date created: July 10, 2009 | Last updated: October S, 2010 Contact: Webmaster




E-Government Act of 2002

No Mention of
information security

SEC. 2. FINDINGS AND PURPOSES,

(8) FINDINGS- Congress finds the following:

() PURPOSES- |

(1) The use of computers and the Intermet is rapidly transforming societal interactions and the relationships among cbizens, private businese=- t

{2) The Federal Government has had uneven success in applying advances in information technolagy to enhance douer

, nme :
hich Govel ernels \S

{3) Most Internet-based services of the Federal Government are developed and pre=

f'.|||r;l|m| & tapic bV \N

) ..-w.-e-\-bi,-.A Govelrr.r ent services inwolie hOdS . On
o e T ormation i
) T: (r:: to \m o .‘nc\u d ma e ~vAG8T organzation, mproved interagency collaboration, and more facused
oversight n

: yma vel,
(1) To prewi \ﬂfo r ese et Services ard processes by establshing an Adimristrator of & rew Ofice of Electrorse Government within e Ofica of Management

and Budget .

< wnar chalengss to mprovs the

{2) To promot, rgan‘le ! o provide increated opportunites for citizen participation in Government,

(32) To promate g #lectronic Government services, where this collsboration would improve the service to dtizens by integrating related functions, and in the use of internal dectronic Government processes,
where this colla ~vc une efficiency and effectiveness of the processes,

{4) To improve tha sbikty of the Goverremant te scheeve agency missions and program parformance goals.

{5) To promate the use of the [nternst and emerging technalogies within and across Govermment sgencies to provide citizen-centric Government information and ervices.
{€) To reduce costs and burdens for businesses and other Govemment entities

{7) To promate better informed decisionmaking by policy makers

{8) Te premete docess to high qualty Government informatien and services 4cress multiple channels,

(%) To make the Federal Government more transparent and accountable

{10) To transform agency operations by utikzing, where appropriate, best practices from public and private Sector organizations.

(1) To provide enbinced stcess bo Govarnment INFOrmation and SErvices I & MANMET CONSISEENT With laws FeQardng protection of personal prvacy, NAtansl Security, Feconds retention, Acoess for persong with disabites, and other relevant Wws,

TITLE 1--OFFICE OF MANAGEMENT AND BUBGET ELECTRONIE GOVERNMENT SERVICES

SEC. 101. MANAGEMENT AND PROMOTION OF ELECTRONIC GOVERNMENT SERVICES,

(4) IN GENERAL- Tithe 44, United States Code, is amended by inserting after chapter 35 the folowing:

"CHAPTER 26--MANAGEMENT AND PROMOTION OF ELECTRONIC GOVERNMENT SERVICES




E-Government Act of 2002

==>  GStart Points Often Dictate End Points

Legislation introduced in 2001
For the purpose of bringing Government into the Information Age
During a different Internet security era
That created an information security construct
That still governs today

In a cybersecurity era

Security managers are chained to a backward-looking compliance treadmill that gives priority to
old legacy practices, paperwork that no one reads, and outstanding audit actions from previous
years.

llI

’d love to now see it consigned to the scrap heap.”
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Close Air Support i\

A-10 Thunderbolt



Air Force Culture

Close Air Support

F-16/A-16 Attack Variant
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Army Culture
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Contour Four:
Applying the Wrong Model

Problematic Aspects

» “Measurement Science” Approach to

an Operational Problem

« Compliance/audit mindset

« Static Approach to a Dynamic Problem

EXPLORING THE CONTOURS OF THE PROI
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FINDING ANSWERS

The Structure of Scientific Revolutions

‘one conceptual world view is replaced by another’

‘concensus emerges accepting a new framework’
- a new construct

- a NEW DISCIPLINE

L






FINDING ANSWERS

Toward a New Disciplinary Construct
- Enables Cross-Disciplinary Integration
- New models emerge

- Appropriate application of science and policy, tailored
to particular risks



9/11 Commission Report

As presently configured, the national security institutions of the U.S. government are still the
institutions constructed to win the Cold War. United States confronts a very different world
today. Instead of facing a few very dangerous adversaries, the United States confronts a
number of less visible challenges that surpass the boundaries of traditional nation-states and
call for quick, imaginative, and agile responses.

* * *
We recommend significant changes in the organization of the government. We know that the
quality of the people is more important than the quality of the wiring diagrams.

* * *
The importance of integrated, allsource analysis cannot be overstated. Without it, it is not
possible to "connect the dots.” No one component holds all the relevant information.

* k  k

We propose that information be shared horizontally, across new networks that

transcend individual agencies.




Pre 9/11  Government Industry
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Cybersecurity Two Years Later

. Cybersecurity is now a major national security problem
for the United States

. Decisions and actions must respect privacy and civil
liberties

. Private initiative alone will not produce security
. Adopting a comprehensive national security strategy that

embraces both the domestic and international aspects of
cybersecurity will make us more secure
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Cybersecurity Two Years Later

The cybersecurity debate is stuck. Many of the solutions
still advocated for cybersecurity are well past their sell-by
date. Public-private partnerships, information sharing,
and self-regulation, are remedies we have tried for more
than a decade without success. We need new concepts
and new strategies if we are to reduce the risks in
cyberspace to the United States.
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