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EXPLORING THE CONTOURS OF THE PROBLEM

DOD DIACAP, eff Nov 2007

DOD DIARMF (SP 800 37/53)
CNSSI 1253

�“Standards Soup�”



EXPLORING THE CONTOURS OF THE PROBLEM

Expense and duration of ISO 27001/27002 implementation

$40,000
$100,000

$200,000
$500,000

Duration: several months years

Vulnerability and Pen Tests: $100�’s to $1000�’s Good Enough?

What is Cybersecurity?

What is the Goal?



�“I�’d love to now see it consigned to the scrap heap.�”

Mr. David Lacey, ISO 27002 author:

Today�’s ISO standards are based on a
body of text created over twenty years
ago. In fact, aside from a sprinkling of
security technologies, which you can
count on one hand, nothing really new
has emerged in the lifetime of today�’s
security managers.

Security managers are chained to a
backward looking compliance treadmill
that gives priority to old legacy practices,
paperwork that no one reads, and
outstanding audit actions from previous
years.



EXPLORING THE CONTOURS OF THE PROBLEM

Contour One:
Controls based approach

Problematic Aspects:

• Static

• Compliance mindset

• Interoperability

• Discoverable model for attackers

C I A



Some people think technology has the answers.
Kevin Mitnick

My message today is primarily the same... I usually
go around speaking on the threat of the human
element, particularly on social engineering.
Kevin Mitnick

EXPLORING THE CONTOURS OF THE PROBLEM

Peer to Peer

Mobile Media Devices Advanced Persistent Threat

Zero Day Exploits





The Internet Today



EXPLORING THE CONTOURS OF THE PROBLEM

Contour Two:
Problem solving

Problematic Aspects:

• Proper problem identification

• Scope

• Empowerment for security
• organizational
• macro driving a market

• Leadership



What is Cybersecurity?



What is Cybersecurity?



National Military Strategy

Joint Publication (JP) 1 02,
Department of Defense Dictionary of Military and Associated Terms

Cyberspace is �“a global domain within the information environment consisting of
the interdependent network of information technology infrastructures, including
the Internet, telecommunications networks, computer systems, and embedded
processors and controllers.�”

EXPLORING THE CONTOURS OF THE PROBLEM



EXPLORING THE CONTOURS OF THE PROBLEM

Securing Cyberspace versus defining Cybersecurity?

Cyberspace is �“a global domain within the information environment consisting of
the interdependent network of information technology infrastructures, including
the Internet, telecommunications networks, computer systems, and embedded
processors and controllers.�”



NATIONAL STRATEGY.�—The term �‘�‘National Strategy�’�’ means the national
strategy to increase the security and resiliency of cyberspace developed
under section 101(a)(1).

Sec 101. There is established in the
Executive Office of the President an Office
of Cyberspace Policy which shall�—

Develop �… a national strategy to increase
the security and resiliency of cyberspace
[including]:

- Computer network operations
- information assurance
- critical infrastructure
- R&D priorities
- law enforcement
- diplomacy
- homeland security
- privacy & civil liberties
- intelligence activities
- identify management/authentication

Cybersecurity and Internet Freedom Act of 2011 S. 413



EXPLORING THE CONTOURS OF THE PROBLEM

Are We Making Gains?

2003 Today



EXPLORING THE CONTOURS OF THE PROBLEM

Contour Three:
Leadership Lacking

Problematic Aspects

• Lack of full understanding of
• dynamics, and
• components

• Lack of direction = risk = stalls initiative

• Legacy constructs persist/Stagnation



EXPLORING THE CONTOURS OF THE PROBLEM
Start Points Often Dictate End Points

E Government Act of 2002 (FISMA)

Defined �“information security�” as the goal �–> standard C �– I �– A construct

Charged NIST with establishing �“information security�” standards



EXPLORING THE CONTOURS OF THE PROBLEM



E Government Act of 2002
No Mention of

information security



�“I�’d love to now see it consigned to the scrap heap.�”

Security managers are chained to a backward looking compliance treadmill that gives priority to
old legacy practices, paperwork that no one reads, and outstanding audit actions from previous
years.

E Government Act of 2002

Start Points Often Dictate End Points

Legislation introduced in 2001

For the purpose of bringing Government into the Information Age

During a different Internet security era

That created an information security construct

That still governs today

In a cybersecurity era



AirLand Battle Doctrine



Army�’s View of Air Support



Close Air Support

A 10 Thunderbolt



Close Air Support

F 16/A 16 Attack Variant

Air Force Culture



Army Culture



EXPLORING THE CONTOURS OF THE PROB

Contour Four:
Applying the Wrong Model

Problematic Aspects

• “Measurement Science” Approach to 
an Operational Problem

• Compliance/audit mindset

• Static Approach to a Dynamic Problem

NoMention of
information
security



FINDING ANSWERS

The Structure of Scientific Revolutions
Thomas Kuhn

�‘one conceptual world view is replaced by another�’

�‘concensus emerges accepting a new framework�’
a new construct

a NEW DISCIPLINE





FINDING ANSWERS

Toward a New Disciplinary Construct

Enables Cross Disciplinary Integration

New models emerge

Appropriate application of science and policy, tailored
to particular risks



As presently configured, the national security institutions of the U.S. government are still the
institutions constructed to win the Cold War. United States confronts a very different world
today. Instead of facing a few very dangerous adversaries, the United States confronts a
number of less visible challenges that surpass the boundaries of traditional nation states and
call for quick, imaginative, and agile responses.
* * *
We recommend significant changes in the organization of the government. We know that the
quality of the people is more important than the quality of the wiring diagrams.
* * *
The importance of integrated, allsource analysis cannot be overstated. Without it, it is not
possible to "connect the dots." No one component holds all the relevant information.
* * *

We propose that information be shared horizontally, across new networks that 
transcend individual agencies.

9/11 Commission Report





• Cybersecurity is now a major national security problem
for the United States

• Decisions and actions must respect privacy and civil
liberties

• Private initiative alone will not produce security

• Adopting a comprehensive national security strategy that
embraces both the domestic and international aspects of
cybersecurity will make us more secure

FINDING ANSWERS



The cybersecurity debate is stuck. Many of the solutions
still advocated for cybersecurity are well past their sell by
date. Public private partnerships, information sharing,
and self regulation, are remedies we have tried for more
than a decade without success. We need new concepts
and new strategies if we are to reduce the risks in
cyberspace to the United States.

FINDING ANSWERS



Doug DePeppe
Managing Principal
i2IS Corporation
doug.depeppe@i2iscorp.com
www.i2iscorp.com
719 785 0355

THOUGHT LEADERSHIP STRATEGY RESEARCH TRAINING




