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INTEGRATION STORY



The ROFL (Report Only Failure List) Assumption: All 
an analysis needs to do is report only a failure list, 
with low false positives, in order to be effective.

From: Peter W. O'Hearn. 2018. Continuous Reasoning: Scaling the impact of formal methods. In
ACM/IEEE Symposium on Logic in Computer Science (LICS '18).

“Soon after the ROFL episode we switched Infer on at diff 
time. The response of engineers was just as stunning: the 
fix rate rocketed to over 70%. The same program analysis, 
with same false positive rate, had much greater impact 
when deployed at diff time.”
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BACK TO THE FUTURE OF STATIC ANALYSIS
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Coverity noted these challenges years ago
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I like a challenge

There is hope

It’s necessary



Positive Signs

Success at scale at Facebook, Google, Amazon, Uber
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This Talk

• What can a code analysis platform do to

• Help analysis technology transition

• Help improve program analysis

• What challenges remain?



MUSEDEV

• Focused on bringing effective program analysis to every company that wants to 
prioritize code quality.

• Help new program analysis capabilities transition.

• A platform for program analysis experimentation at scale.

• Help foster tighter relationship between academia, government, and industry.
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MUSE (PRODUCT)

• A suite of advanced code analysis tools integrated into development

• New bugs flagged in code review

• Extensible platform (easy to add new analyzers)

• Data-driven: Bug reports, bug fixes, and developer feedback tracked over time
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Integration Challenge #1: Feedback

• Get feedback on

• Presence of bugs in existing code bases

• Usefulness of bug reports to developers

• Aggregate this information

• Use this to adjust configurations & improve tools



Feedback Loop (Testing)



Feedback Loop (Production)



Remaining Challenge:
Feedback for non-open-source-code
• Major IP concerns
• Detailed bug results could leak proprietary information
• Even existence of certain bug types could be sensitive

• Connectivity issues
• Is there even a way to communicate information back?

• Utility concerns
• Is failure data useful when separated from the code?

• May remain manual / custom



Integration Challenge #2: Environments

I thought:
“Docker solves everything!”
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Solutions

• Configurability
• Deployment options (containers or native)
• Build information
• Artifact servers

• Autodetection
• Keep common cases simple

• Simplified tool interface
• Pull dependencies so tools don’t have to
• Compilation databases so build tooling is off the critical path



Open Question:
Just how smooth can we make this?

• Right balance of supportability and breadth of coverage

• Seamless update experience

• Supportability



Integration Challenge #3:
Minimizing Developer Friction
• Should errors block the build?  Turn the “badge” red?

• What about errors in generated code? Test code?

• Need configurability

• Nondeterministic analyses?

• Tracking bug identity over time

• Also: Actionable bug reports



Challenges

1. Providing Feedback

2. Complex Environments

3. Minimizing Friction



These Challenges are Addressable

• We can provide tool agnostic support for
• Multiple tools
• Aggregation of results
• Statistics and reporting
• Providing a common UI
• Common configuration

• These are all high value for both users and tool authors
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NEXT STEPS

We are looking for feedback in three key areas: 

USERS | 

Want to experiment with Muse? Reach out!

FEATURE REQUESTS | 

What would you most like to see?

INTROS | 

Who should we talk to?



THANK YOU

Stephen Magill | CEO, MuseDev

@stephenmagill
stephen@muse.dev

MuseDev

https://muse.dev/
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