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JavaScript Semantics

Initial Implementation (Netscape Navigator 1996)
ECMAScript 3 standard (1999)
Formal semantics for the full language (APLAS’08)

ECMAScript 5 (2009)
�JS : semantics via translation into a �-calculus with references
(ECOOP’10)

Program logic for a core part of the language (POPL’12)

�S5: like �JS for ES5 strict mode (DLS’12)

F

⇤ to JavaScript, a full abstraction result (POPL’13)
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The Big Picture

Philippa Gardner (http://jscert.org) Trusted JavaScript Semantics 4 / 28

http://jscert.org


JSCert

A Coq specification of the ES5 standard (strict and non-strict)
Eyeball-closeness to ES5 standard
Safety properties (provided that we trust Coq):

I no well-formed program ‘gets stuck’;
I the heap is always well-formed.
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JSCert progress

Subset of JavaScript formalized so far:
variables: scopes, prototype chains, assignment
functions: declare, call, new
objects: delete, access, get, set
operators: unary and binary (most useful ones)
control flow: sequence, conditional, while loop, if, break,
continue, etc
with construct, this construct
exceptions: throw, try-catch-finally
type conversions
eval (on-going, parameterised by any trusted parser)

Main missing features:
control flow: switch (simple), for loops (interesting, on-going)
parsing (affects eval)
extensions: arrays, regexp, errors, . . .
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Direct ‘eyeball’ correspondence

ES5:
try-catch-finally

JSCert: try-catch-finally

The production
TryStatement : try Block Finally

is evaluated as follows:
1 Let B be the result of evaluating

Block.
2 Let F be the result of evaluating

Finally.
3 If F.type is normal, return B.
4 Return F.
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What do Browsers do?

try { "try" } finally { "finally" }

ES5, Opera: (normal, "try")
Chrome, FF, IE, Safari: (normal, "finally")

try { "try" ; break } finally { "finally" }

ES5, Opera, Safari: (break, "try")
Chrome, FF, IE: (break, "finally")

try { "try" } finally { "finally" ; break }

ES5, Chrome, FF, IE, Safari: (break, "finally")
Opera: (break, "try")
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What do Browsers do?

while(true) {

try { "try" ; break }

finally { "finally" }

}

Chrome: (break, "finally")

while(true) {

try { "try" ; break }

finally { "finally" }

y = "done"

}

Chrome: (break, "try")
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What do Browsers do?

while(true) {

try { "try" ; break }

finally { "finally" }

if(true) {2} else {var x = 3}

}

Chrome: (break, "finally")

while(true) {

try { "try" ; break }

finally { "finally" }

if(true) {2} else {3}

}

Chrome: (break, "try")
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More eyeballing:

for(var i in ob) {

alert(i);

}

ES5: for-in
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Key points

You can visit properties in any order.
You can delete properties during the traversal: if they haven’t
been visited yet, they won’t be.
You can add properties during the traversal: they may or may
not be visited.
You must visit properties in your prototype chain.

I . . . unless they are shadowed by another property of the same
name.

You must not visit ‘non-enumerable’ properties.
I . . . even if they’re shadowing enumerable ones.
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Shadowing and non-enumerable

properties.

If a non-enumerable property shadows an enumerable one, neither
should be visible.

Firefox Pass, they were both hidden
Chrome Fail, we saw the non-enumerable one

Safari Fail, we saw the non-enumerable one
Opera Pass, they were both hidden

IE Fail, we saw the non-enumerable one
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Shadowing, mutable state

and non-enumerable properties.

If we delete an enumerable property which was
shadowing a non-enumerable one, the non-enumerable one still

shouldn’t be visited.

Firefox Pass, the non-enumerable property was not visited
Chrome Fail, we saw the non-enumerable property

Safari Fail, we saw the non-enumerable property
Opera Fail, we saw the non-enumerable property

IE Pass, the non-enumerable property was not visited
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JSCert Summary

A Coq specification of JavaScript, nearly complete
Eyeball-closeness to ES5 standard
Some safety properties proved
Bugs reported in:

I Firefox
I Chrome
I Safari
I ES6 draft standard
I Test262 official test suite
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The Big Picture
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JSRef

An executable reference interpreter,
starting to run now.
Derived from JSCert semantics.
Tested using Test262 and the Firefox test suite.

JSCert: try-catch-finally JSRef: try-catch-finally
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JSCert and JSRef

On-going tasks:
Prove JSRef correct with respect to JSCert
Use tests to analyse differences between JSRef and e.g. the
Firefox implementation
Add ‘faithful ES5’ and ‘Firefox’ behaviour flags to both JSCert
and JSRef
Provide more complete test coverage for ES5
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The Big Picture
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JSVerify

Agenda:
Program logic for JavaScript based on separation logic.
Abstraction: escape the gnarly details!
Automation: interactively explore program behaviour, or even
discover specifications automatically.

Progress so far:
Core logic (POPL’12).
Higher-order logic to come this year.
Prototype JuS tool for automation (JSTools’13).
Coq formalisation just starting.
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JuS: A prototype verification tool

A simple Firefox test case:

a = 1;

obj = {a:2};

with(obj) {

f = function(){return a;};

}

actual = f();

The final value of actual should be 2.
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A simple partially-specified

starting state

Precondition
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Yes we do!

Precondition
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A more general precondition

a = 1;

obj = {a:2};

with(obj) {

f = function(){

return a;

};

}

actual = f();

Program

D������
I������
REM������
DFWXDO������

ORSOJ D������
I������
REM������
DFWXDO������

VWO�

VWO�

D������
I������
REM������
DFWXDO������

D������
I������
REM������
DFWXDO������

Automatically generated precondition
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Exploring the precondition

a = 1;

obj = {a:2};

with(obj) {

f = function(){

return a;

};

}

actual = f();

Program

D������
I������
REM���"<
DFWXDO������

ORSOJ D������
I������
REM������
DFWXDO������

VWO�

VWO�

D������
I������
REM������
DFWXDO���"=

D���";
I������
REM������
DFWXDO������

Manually edited precondition
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JSVerify and JSCert

Agenda:
JSVerify logic formalised in Coq (just begun)
JSVerify logic proved sound with respect to JSCert semantics
(both ES5 and Firefox)
JSVerify tools able to produce Coq-checkable proof scripts

Philippa Gardner (http://jscert.org) Trusted JavaScript Semantics 26 / 28

http://jscert.org


The Big Picture
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Questions?
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