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• We run 9 SCA tools on a web application, OpenMRS, consisting of 43 Maven and 
5 npm projects
• We find the tools vary widely in their reporting of unique vulnerabilities and the 

unique dependencies to contain these vulnerabilities
• We characterize five type of metrics provided by the studied tools to aid in risk 

assessment of dependency vulnerabilities, most notably reachability analysis. 

1. Software Composition Analysis (SCA) tools can detect open source dependencies and report known vulnerabilities in them.
2. A key strength of an SCA tool is the accuracy, up-to-dateness,  and completeness of its vulnerability database.
3. Not all dependency vulnerabilities may pose a security risk to the application. 
4. Future research opportunity lies in  - i) Understanding how developers assess security risk and make fix decisions for dependency vulnerabilities.

ii) Automation techniques to ensure continuous monitoring of vulnerability data in the open source ecosystem.
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• Accuracy and completeness of vulnerability database
– Tools can report unique non-CVEs not reported by other tools. 
– Tools may have different mapping of vulnerability to affected versions of packages. 

• How dependencies are detected
– OWASP DC and WhiteSource detected JavaScript dependencies in Maven projects though source code 

analysis.
– Commercial B only reported dependencies under use during runtime.

Key differences


