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C3E	Cybersecurity	Problems	

•  Iden.ty	Discovery	Challenge	(2012)	
•  APT	Infec.on	Discovery	Using	DNS	Data	(2013)	
•  Metadata-based	Malicious	Cyber	
Discovery	(2014)	

•  Novel	Approaches	to	Avoid	MisaMribu.on	of	
Malicious	Cyber	Ac.vity	(2015)	

•  Modeling	Consequences	of	Ransomware	on	
Cri5cal	Infrastructures	(2016)	



Modeling	Consequences	of	Ransomware	
on	Cri5cal	Infrastructures	

•  Modeling	approaches	are	sought	for	the	2016	
challenge	problem	to	provide	insight	into	
poten.al	consequences	that	might	result	from	
crimeware	aMacks,	specifically	ransomware,	on	
the	cri.cal	infrastructure	



Ransomware	&	Cri5cal	Infrastructures	

•  Adversaries	in	cyberspace	con.nues	to	grow	and	become	
more	sophis.cated	in	their	prac.ces		
– Use	of	crimeware,	especially	ransomeware	is	
increasing	

– Crimeware	has	more	Advanced	Persistent	Threat	(APT)	
like	characteris.cs		

•  Ins.tute	for	Cri.cal	Infrastructure	Technology	(ICIT)	
recent	report	warns	that	ransomware	in	2016	could	hold	
America	hostage	



Ransomware	&	Cri5cal	Infrastructures	

•  Ransomware	aMacks,	unlike	other	crimeware,	create	
disrup.ve	effects	on	vic.m	systems	
–  An	associated	aMack	on	cri.cal	infrastructure	has	
the	poten.al	to	increase	the	risk	of	unintended	
and	possibly	catastrophic	consequences.		

•  Ransomware	as	a	service	availability	means	the	skill	
level	for	entry	is	low	resul.ng	in	the	likelihood	of	a	
significant	disrup.ve	event	occurring		

•  Na.on	state	actors	could	use	the	ransomware	
disrup.ve	effects	to	mask	an	informa.on	warfare	
aMack	while	providing	some	level	of	deniability.	



Specific	Research	Ques5ons	

•  Are	there	modeling	approaches	for	gaining	insight	into	the	
consequences	of	ransomware	aMacks	on	cri.cal	infrastructure?	
–  Could	these	be	used	to	inform	a	risk	framework?	
–  Could	these	produce	mi.ga.on	strategies?	

•  What	novel	methods/techniques	or	behavioral	analy.cs	exist	to	
aMribute	aMacks?	
–  How	would	you	apply	these	specifically	to	Advanced	Persistent	
Threats?	

–  Could	these	reveal	possible	na.on-state	ins.ga.on?	
–  How	would	these	minimize	the	possibility	of	misaMribu.on?	



Specific	Research	Ques5ons	

•  Is	there	any	other	emerging	crimeware	that	could	
cause	significant	disrup.ve	events	or	other	
unintended	consequences?	

•  Are	there	any	geo-poli.cal	or	socio-economic	
dependencies	that	might	reveal	the	perpetrator's	true	
iden.ty?	

•  What	is	a	strategy	to	reduce	the	u.lity	of	crimeware,	
specifically	ransomware	on	the	cri.cal	infrastructure?	



Worksheet	Ques.ons	

•  Are	these	the	right	ques.ons	to	ask	the	researchers	
for	the	Challenge	Problem?	Are	there	others	that	
need	aMen.on?	

	
•  	Are	there	other	emerging	crimeware	or	ransomware	
poten.al	threats	that	need	more	research	aMen.on?	

•  Do	you	know	of	any	on-going	research	in	the	areas	of	
crimeware	or	ransomware?	

	



Worksheet	Ques5ons	

•  Are	there	any	suggested	data	sources,	reports,	or	
examples?	

	
•  	Would	you	be	interested	in	submi_ng	a	short	
proposal	for	approaches	to	s.mulate	research	in	this	
area?	

	
•  Do	you	have	any	sugges.ons	to	improve	the	
Challenge	Problem	process?	



QUESTIONS	
	


