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• Work with industry to develop standards/solutions
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• A Focal Point for Software Assurance (SwA) Issues 
with the following objectives:

– Partner with our customers, government, the 
private sector and academia to identify SwA
Issues and resolutions

– Develop and utilize tools and methods to analyze 
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• Continues to be difficult to measure
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•Does not scale well
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–Often do not prevent flaws that our customers 

expect us to catch
–Not reproducible or repeatable
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very important role in establishing assurance 
but developmental assurance should play a 
larger role in the overall assurance paradigm
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NSA Center for Assured Software

Standards Tools and Techniques

EvaluationsOutreach

NIAP SwAE
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• NIAP 

–Fully operational

–Beginning to address recommendations from the 
GAO and IDA NIAP review reports

• Software Assurance Evaluations

–CAS  is evaluating specific software of interest to 
NSA in the context of a pilot

•First report due to be delivered this month
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• A repeatable SwAE methodology based upon available 
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• Strategies for :
–Public Software Assurance Standards participation
– Internal NSA Software Assurance Standards and 

compliance
–Outreach
–High Assurance

• A repeatable SwAE methodology based upon available 
tools
– Involves a tools survey as wells as incorporating lessons 

learned from our pilot

• Strategies for :
–Public Software Assurance Standards participation
– Internal NSA Software Assurance Standards and 

compliance
–Outreach
–High Assurance



Center for Assured SoftwareCenter for Assured Software

Kris Britton 

TD, NSA Center for Assured Software

rkbritt@missi.ncsc.mil
410-854-4543

Kris Britton 

TD, NSA Center for Assured Software

rkbritt@missi.ncsc.mil
410-854-4543


	NSA Center for Assured Software
	Software AssuranceDefinition
	Problem Statement (1)
	Problem Statement (2)
	DoD SwA CONOPS: Interacting Processes
	Science & Technology
	NSA Center for Assured Software (CAS)
	NSA Center for Assured Software (CAS) (cont)
	CAS Technical Philosophy
	Threat Mitigation Assumptions
	Software Assurance Observation (1)
	Software Assurance Observation (2)
	What Should the Future Look Like
	What Should the Future Look Like(cont)
	What we look like today…
	Where we are working today …
	Where we are working today (cont) …
	Center for Assured Software

