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My Perspective 

 Involved in a wide spectrum of industries that 

develop or depend on safety-related S/W 

including aerospace, defense, medical 

technology, rail signaling, automotive and high 

energy physics multi-industry 

 In addition to S/W, scope includes circuit design, 

firmware (e.g., VHDL), system engineering and 

even human factors multi-level 

 Beyond US and Canada, have long term 

working relationships with clients in Europe and 

Asia multi-cultural (global) 
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My Perspective 

 Used a variety of standards including MIL-STD 

882, RTCA DO 178B, IEC 61508,  CENELEC 

EN 50128 (rail signaling), ISO DIS 26262 

(automotive), EUROCONTROL ESARR-6  

 Familiar with many others, e.g., SAE ARP 4761, 

UK DEFSTAN 00-56, ISO 14971 (medical), IEC 

61511 (process control) 

 Participated in international working groups for 

both RTCA DO 178C (expected to replace DO 

178B) and ISO DIS 26262 (automotive)  
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Evidence-focused Standards 

 SCC work-plan calls for “evidence-focused” 

standards as a basis of certification 

 Great, but what are you expecting to see in the 

standards about the nature of this evidence? 

 To what extent are you comfortable with allowing 

compliance to depend on professional judgment 

and argument? 
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 Is this what you 

mean by 

“evidence-

focused”? 

 

 

 

 
 

 Or do you mean 

something less 

prescriptive? SCC Meeting 1-2 May 2011 Annapolis 
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IEC 61508 Part 3 

” 
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DO-178B: 

Table A-4  
 

 
Objective A-4.13 

Software 

partitioning is 

confirmed 
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 Both examples refer to properties of the product 

(rather than the process) and are motivated the 

same underlying concern 

 

 

 

 

 

 

 

 However, one is expressed in terms of an 

objective while the other is prescriptive 

“Software partitioning 

is confirmed” 

“No dynamic objects, no dynamic 

variables, limited use of interrupts, limited 

use of pointers, limited use of recursion” 
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A Fundamental Question for the SCC 

 Should an evidence-focused S/W standard be 

objective like this    or prescriptive like this  ? 

 

 

 

 

 

 
“Software partitioning 

is confirmed” 

“No dynamic objects, no dynamic 

variables, limited use of interrupts, limited 

use of pointers, limited use of recursion” 

OR 
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Objective Approach: arguments for 

 Allows experienced and knowledgeable experts to 

decide on the most effective way to achieve desired 

properties such as safety, reliability, availability, 

correctness 

 Accommodates new techniques and methods 

 Holistic –compatible with the increasing recognition of 

the fact that problems with complex software systems 

are not merely failures of individual components, e.g., 

feature interaction problems 

 Keeps the effort focus on the overall goal (e.g. safety), 

rather than ticking off boxes 
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Objective Approach: against 

 Too open-ended, vulnerable to ignorance or 

abuse, more susceptible to confirmation bias 

 Harder to plan accurately, especially if approach 

allows tactical decisions to adjust priorities and 

resources allocation as understanding of the 

system and its sources of risk deepens 

 May not be entirely compatible with some legal 

systems in regard to product liability, in 

particular, legal systems that rely more on 

codification than case law 
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Prescriptive Approach: arguments for 

 More like traditional approach to engineering 

certification/regulation, e.g., building codes 

 Less vulnerable to ignorance or abuse, 

confirmation bias 

 Easier to plan, e.g., just need to do X, Y and Z 

 More compatible with some legal systems 
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Prescriptive Approach: against 

 Tick-box mentality 

 Inhibits use of new (and possibly better) techniques 
 

 

SCC Meeting 1-2 May 2011 Annapolis 

         : “We plan to use 

formal proof to show that 

the kernel provides 

temporal and spatial 

partitioning” 

“Sorry mate, but IEC 61508 

says … 

 

                                           ” 
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Prescriptive Approach: against (continued) 

 Excludes perfectly valid designs, e.g., “no recursion” 

 Just doing X, Y and Z might be enough to stop a 

retaining wall from collapsing, but hard to imagine ever 

making a comprehensive list to assure anything about 

S/W (unless it’s a list of objectives) 

 Not compatible with some legal systems in regard to 

product liability 

 Sometime too much of a laundry list of favorite 

techniques of individual members in the group that 

developed the standard, influenced considerably by 

politics and status 
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Prescriptive Approach: against (continued) 

 Often involves making a list of “safety protection 

functions” at a very early stage in development 

and then focuses resources on ensuring the 

reliability of these safety protection functions in 

proportion to the assessed level of risk 

 This *might* work in the case of “mature technology” 

where the hazards are well known at the start 

 But this does not work well for “young technology”  
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Supply Chain Outsourcing 

 OEM contracts first tier supplier X who in turn 

sub-contracts part of the task to Y who 

collaborates with Z … 

 As you follow the supply chain, there is a 

decreasingly likelihood that everyone 

contributing has sufficient knowledge and 

experience to properly use an objective oriented 

standard such as DO 178B 

 This is a deep concern within some industries 

that should be considered by the SCC 
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Depends what is meant by “objectives” 

 A prescriptive standard might refer to objectives, 

but does this mean that it’s objective after all? 

 For example, in IEC 61508-3 … 
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Prescriptive  Process-Focused 

 In case of building codes 

for retaining walls, we can 

have a standard that is 

both evidence-focused 

and depends relatively 
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   little on professional judgment and argument 

 But S/W systems are not like retaining walls 

and, in general, it seems impossible to have a 

useful certification standard for S/W that is 

evidence-focused without a need for 

professional judgment and argument 



20 

CENELEC EN 50128 

R means “recommended”      HR means “highly recommended” 
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For S/W, a choice between … 

 Evidence-focused 

 Objective-oriented 

 Depends on 

professional judgment 

and argument 

… comes with worries 

about abuse, 

ignorance, 

confirmation bias, … 

 Process-focused 

…. but amounts to 

“Circumstantial” 

evidence only 

 Prescriptive 

 Relatively little need 

for professional 

judgment and 

argument 
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Paddling Upstream 

 It is hard work to formulate truly meaningful 

objectives that serve as a basis for certification 

 It is hard to do this as an individual and even 

harder to this in a group, especially an 

international working group with a mixture of 

non-technical factors, i.e., 

 individual interests and priorities 

 business interests and priorities 

 national interests and priorities 
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What works well for CSL 

 When helping clients developing internal 

organizational standards and guidance, we have 

found the following format to be effective 

1. Objective (normative) 

 A clear statement of the objective that refers to desired quality 

or quantity 

2. Assessment Criteria (recommended) 

 A list of criteria that should be used to determine the extent to 

which the objective has been satisfied 

3. Methods and Techniques (informative only) 

 What would be typically found in a prescriptive standard 
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Conclusions and Recommendations 

 SCC ought to be clear about the extent to which 

evidence-focused standard should be objective rather 

than prescriptive 

 Objective standards entail the need for professional 

judgment and argument 

… which comes with such worries as ignorance, 

abuse and confirmation bias 

 However, the alternative (prescriptive approaches) has 

overwhelming disadvantages that make them unsuitable 

for anything except possibly very simple S/W in the 

context of mature technology 
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