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System Models and Attacks
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A, Execsy A(Adv), Execs A(AdV)

Q1: How much does Adv compromise X of A ?
X = availability, safety, ...

d: Metric on executions
Q2: d(EXGCSA(AdV), ExecsA) <c?
Every behavior of A(Adv) is close to some behavior of.4



Abstraction Verification Decision Problem
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Invariant Verification Problem
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Nonlinear I\/Iodels)

* Dynamics x(t) = f(x(t))

* Initial state® € R™

* Execution: &:R™ X R., - R", £(x(0),t) € R"
* OQutputmap: g:R™ - R™, g(&(x(0),1t))

( Bounded Safety Property

* Bounded safety (U, T}): Vt < T,,x(0) € 0,&(x(0,t) € U



Hybrid Verification)

Early 90’s: Exactly compute unbounded time reach set
— Decidable for timed automata
— Undecidable even for rectangular dynamics

Late 90’s: Approximate bounded time reach set

— Polytopes , ellipsoids zonotopes
support functions

— Predicate abstraction CEGAR
— Hamilton-Jacobi-Bellman approach

Current research: Scalable approximations
— Simulation-based methods



Our Algorithms: Static-Dynamic Analysis )

Validated Simulation Data
+
Static Annotations (Discrepancy)

Sound, Complete & Scalable
Verification of Robust Properties



Algorithm Sketch for Invariant Verification)

* Given initial set and unsafe set
 Compute finite cover of initial set
* Simulate from the center x of each cover

simulation so that bloated tube
contains all trajectories from the cover

 Union = over-approximation of reach set

e Checkintersection with unsafe set

e How much to bloat?
* How to get completeness?



Discrepancy )

FunctionsV: X X X - R*° and f: R*® x T - R>"
define a of the system if for any two states
xiand x, € X

1V (kpit) SS0p= s
2. Foranyt, V(E(xy,t),E(x5, 1)) < B(|x1 — x3],t) and B > 0as x; = x;

e Stability not required

B R S - V(f(xlt)f(xzt))




Lipschitz Constant )

If Lis a Lipschitz constant for f(x,t) then
V(& Cxy, 1) &, LS Se ey, |.

(Contraction Metrics

A positive definite matrix M is
a contraction metric if there is a constantb,,> 0 such that the
Jacobian J of f satisfies:

J"M +M ] + byyM < 0.
If M is a contraction metric then 3k, 5 > 0 such that |E(x, t) —



Algorithm Sketch for Invariants )

Init.s+0
While Init + @
{x;} < Cover(9, Init)
Sim[xj] « Simulate(A, x;,€,7,T)
tube[xj] = Bloat(sim[xj],maxte[oﬂ B (6, t))
If tube|x;| N U = @
Init « Init \ B(g(xj)
Elsif some segment of tube[xj] cU
Return COUNTER-EXAMPLE X;

o) ir €
EIse5<—E;T<—E;e<——

2
Return SAFE



Algorithm for Abstractions)

tube|x;]

Init <« 04

While Init + @ _—
{x;} « Cover(8, Init) LLI
by} Cover(,0,) P
For each x;,y; Yij tube[yj]
tube|x ] « SimBloat(sim|x ] Vi8,€,7,T)
tube[y]] = SlmBloat(Slm[yJ] Vg,0,€,1, T)
For each x;
If 3y; dy(tubelx;], tube|y;|) < Li A dia(tubelx;]) < —— /\ dia(tube|y;]) < s
9
Init « Init \ Bg(x;)
ElsifV y; dH(tube[xl-], tube[yj]) > si A dia(tubelx;]) < T
9 )
Return COUNTER EXAMPLE x;

Else5<—§;r<—£;e<—E
2 2 2
Return c-ABSTRACTION

g



Sound & Complete)

Whenever algorithm terminates with
answer (c-Abstraction/Counter example), the
answer is correct.

The algorithm terminates either if B is
at least a %—abstraction of A or if there exists a

trace of A which is at least 2¢ distance away
from all traces of B.



Conclusions and Ongoing Work )

e (Simulation) Data + (some information about) MOdEI
Sound, Precise s Scalable Analysis

— Scalable invariant verification
— Checking abstraction relation (Scalable?)

« Applications: Systems with Software- PhySiCS

— Alerting protocol, fault-tolerance mechanisms, run-time safety assurance, engine
control, aircraft power system

. ongoing: EXperiments, Adversary Models &
Symbolic Simulations
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