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CodePeer is an advanced static ,
analysis tool based on interprocedural, Obj-| D SSA/GVN P\/P
global, control and data flow analysis.
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CodePeer infers contracts (pre/ ded VN4 => inverse{null}
postconditions) and proves absence of VN7 =>{0..+inf}
" . AR - . a VN => {&0bj2,&0bj4}
run-time errors (AORTE). Obj-ID assigned to each object “name . Each procedure converted into Static Single
| * Extra assignments to represent parameter Assignment (SSA) represgntation, followed » Possible Value Set maintained for each value number, for each
CodePeer is an example of Abstract passing and “pseudo’ fields of objects by a Global Value Numbering (GVN). pasic block, which are then constrained by run-time checks
Interpretation, but incorpOrateS lessons (eg taintedness) . Single Obj-ID split into multiple Phi Value o S)onstralnts” propfgated WItlJlﬂ basic blO“Ck untllnstablllzes, both
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learned from decades of opt/m/zmg » Values of pointer/integer Obj-IDs tracked umbers (Phi VNs) by e85 valle humber determined to be related by transitivity or other algebraic
compiler development, to produce (mostly flow insensitive in this phase), * "Kappa’ value number introduced to equivalence . . .
. DMODs and exoorts id'ed represent value of potential alias after . Valge sets p(opagated across b.aSIC blocks, directly, and via
precise and sound results very P . “phi” nodes, iterating until fix point reached.
" | assignment, one per address VN . Preconditions determined o i e check
efficiently, based on a systematic, » Pointer and array index value sets used to ) RCONATIONS EETSTITINGE, 5045 I MRS UAme Hhes
| | . e Flow-sensitive address VNs used to choose failures while attempting to avoid killing off interesting basic
* |teration performed again to determine postconditions
Overall Structure » Value sets of DMODs/ ?Xports .propagated node * “Grand” iteration performed at procedure level presuming there
to callers (values possibly assigned by is mutual recursion (possibly due to indirect/dynamically-
callee added to caller set) _ _ dispatched calls)
COd e Peer Stru Ctu re Typical Control Flow Graph during SSA/GVN and PVP » Final pass produces messages identifying points where run-
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Abstract Interpretation can be re-engineered for

* |nitial-External-Kappa, Aliased-Kappa,

* New Objects (Escape Analysis), Multi-Target-Call Kappa p“‘ES{f’g scalability and precision by incorporating the
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compilers. Contracts, in the form of pre/

» Constraint Propagation, Arc Consistency

» Unknown/Unanalyzed Module/
Procedure/Call/Result

postconditions can be inferred, providing a
bridge to a more formal approach to software
development
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