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The behavior of software is often nondeterministic

if (read(&buf)) {
computeA();

else {
computeB () ;

} <0 |\ >0
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Modern software systems
have elaborate control-flow.
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.. and infinite state spaces!
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Many important properties involve the
branching behaviors of a program

Example: does there exist a way to reach a red state? EF red
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Many important properties involve the
branching behaviors of a program

Example: are you assured you will always reach a state from
which point you can always be in a green state? AF (EG green)

Thursday, May 10, 12



Many important properties involve the
branching behaviors of a program

Example: are you assured you will always reach a state from
which point you can always be in a green state? AF (EG green)
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branching

Branching properties can be found
in many temporal logics.
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branching

CTL

Computation Tree Logic [Clarke 1986]

AFp  Across all paths, eventually reach p

EFp  There is a path that eventually reaches p
AGp Across all paths, p always holds

EGp There is a path along which p always holds
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branching

CTL

Computation

Temporal property verification
as a program analysis task

Byron Cook', Eric Koskinen?, and Moshe Vardi®

! Microsoft Research and Queen Mary University of London
? University of Cambridge
* Rice University

Abstract. We describe a reduction from temporal property verification

AC ross al I Patl" to a program analysis problem. We produce an encoding which, with

the use of recursion and nondeterminism, enables off-the-shelf program
analysis tools to naturally perform the reasoning necessary for proving
temporal properties (e.g. backtracking, eventuality checking, tree coun-
terexamples for branching-time properties, abstraction refinement, etc.).

E FP Th e re IS a Patl Using examples drawn from the PostgreSQL database server, Apache

web server, and Windows OS kernel, we demonstrate the practical via-
bility of our work.

» AC 'OSS a—” Pat 1 Introduction

We describe a method of proving temporal properties of (possibly infinite-state)
M transition systems. We observe that, with subtle use of recursion and nondeter-
E G P Th e re I S a. Patl minism, temporal reasoning can be encoded as a program anag
of the tasks necessary for reasoning about temporal propertie C Av) I I
search, backtracking, eventuality checking, tree counterexam;
time, etc.) are then naturally performed by off-the-shelf progrS
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branching

Program

Property

Traditional
Time(s)

Example from Sec. 2
Example from Fig. 8 of [I5]
Toy acq/rel

Toy lin. arith. |

Toy lin. arith. 2
PostgreSQL strsrv
PostgreSQL strsrv+bug
PostgreSQL pgarch
PostgreSQL dropbuf
PostgreSQL dropbuf
Apache child

Apache child accepT liveness
Windows frag. |
Windows frag. 2
Windows frag. 2+bug
Windows frag. 3
Windows frag. 4
Windows frag. 4
Windows frag. 5
Windows frag. 6
Windows frag. 6+bug
Windows frag. 7

AFAGp
AG(p=AFq)
AG(p=AFq)
p=AFq

p=AFq
AG(p=AFAGq)
AG(p=AFAGq)
AFAGp

AGp
AG(p=AFq)
AG(p=AGAFq)
AG(p=(AFa v AFb))
AG(p=AFq)
AFAGp

AFAGp

AFAGp
AG(p=AFq)
(AFp) v (AFq)
AG(p=AFq)
AFAGp

AFAGp

AGAFp

2.32
209.64
103.48
126.86

87.31
31.50

53.99
~ timeout
685.34
901 8|

16.47

26.15
42|

1,223.96

149.4 1
6.06

Wiaddswe féao. 8

FGp




o
br an Ch ' n g Traditional Our Approach
Program Property Time(s) Time(s)
Example from Sec. 2 AFAGp 2.32 1.98
Example from Fig. 8 of [15] AG(p=AFq) 209.64 27.94
Toy acq/rel AG(p=AFq) 103.48 14.18
Toy lin. arith. | p=AFq 126.86 34.51
Toy lin. arith. 2 p=AFq - 6.74
PostgreSQL strsrv AG(p=AFAGq) 9.56
PostgreSQL strsrv+bug AG(p=AFAGq) 87.31 47.16
PostgreSQL pgarch AFAGp 31.50 15.20
PostgreSQL dropbuf AGp ~ timeout .14
PostgreSQL dropbuf AG(p=AFq) 53.99 27.54
Apache child AG(p=AGAFq) ~ timeout 197.41
Apache child accepT liveness AG(p=(AFa v AFb)) 685.34 684.24
Windows frag. | AG(p=AFq) 901.81 539.00
Windows frag. 2 AFAGp 16.47 52.10
Windows frag. 2+bug AFAGp 26.15 30.37
Windows frag. 3 AFAGp 4.21 15.75
Windows frag. 4 AG(p=AFq) ~ timeout 1,114.18
Windows frag. 4 (AFp) v (AFq) 1,223.96 100.68
Windows frag. 5 AG(p=AFq) ~ timeout  timeout
Windows frag. 6 AFAGp 149.41 59.56
Windows frag. 6+bug AFAGp 6.06 22.12
Windows frag. 7 AGAFp 55.77
Whindéwe féao 8 FGp 5 24|




branching

all “A” properties

Program

Properi:‘y

Example from Sec. 2
Example from Fig. 8 of [I5]
Toy acq/rel

Toy lin. arith. |

Toy lin. arith. 2
PostgreSQL strsrv
PostgreSQL strsrv+bug
PostgreSQL pgarch
PostgreSQL dropbuf
PostgreSQL dropbuf
Apache child

Apache child accepT liveness
Windows frag. |
Windows frag. 2
Windows frag. 2+bug
Windows frag. 3
Windows frag. 4
Windows frag. 4
Windows frag. 5
Windows frag. 6
Windows frag. 6+bug
Windows frag. 7

AFAGp
AG(p=AFq)
AG(p=AFq)
p=AFq

p=AFq
AG(p=AFAGq)
AG(p=AFAGq)
AFAGp

AGp
AG(p=AFq)
AG(p=AGAFq)
AG(p=(AFa v AFb))
AG(p=AFq)
AFAGp

AFAGp

AFAGp
AG(p=AFq)
(AFp) v (AFq)
AG(p=AFq)
AFAGp

AFAGp

AGAFp

Traditional Our Approach
| Time(s) Time(s)

2.32 1.98

209.64 27.94

103.48 14.18

126.86 34.51

9.56

87.31 47.16

31.50 15.20

~ timeout .14
53.99 27.54

~ timeout 197.41
685.34 684.24

901.81 539.00

16.47 52.10

26.15 30.37

4.21 15.75

~ timeout 1,114.18
1,223.96 100.68
~ timeout  timeout
149.41 59.56

6.06 22.12

55.77
5724

Wiaddswe féao. 8

FGp




Extend beyond the universal fragment,
include existential properties ...




branching

existential and UNiversal

® Planning

Is there a position | can move to such that escape is possible?
At any point system could terminate and when it does p holds.
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branching

existential and UNiversal

® Planning
Is there a position | can move to such that escape is possible?
At any point system could terminate and when it does p holds.

® Games
Are there choices that | can make (“exists™) such that | will
always outwit every move (“‘universal’’) my opponent makes?
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branching

existential and UNiversal

® Planning

Is there a position | can move to such that escape is possible?
At any point system could terminate and when it does p holds.

® Games

Are there choices that | can make (“exists™) such that | will
always outwit every move (“‘universal’’) my opponent makes?

® Security
Can the system eventually repair itself after an intrusion!?
Is is possible that, no matter what inputs an attacker enters, the
system can escape being compromised.
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branching

existential and UNiversal

Can be treated similarly




AG and EG (reachability)

AG vellow

48 ii
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EG yellow O C




AG and EG (reachability)

EGyellow O
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AG and EG (reachability)

EG yellow S @

“ " « -

Looks like AG yellow




AG and EG (reachability)

EG yellow ® 0

DO O U
&) & &
PR
PR O
Looks like AG yellow Side Condition:
Recurrent set!?




AF and EF (termination)

AF green @ D




AF and EF (termination)

AF green @ D

AN
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AF and EF (termination)

EF red © @




AF and EF (termination)

EF red © @




AF and EF (termination)

EF red © @

Looks like AF red




AF and EF (termination)

EF red © @

Looks like AF red

Side Condition:

Recurrent set?
. ]
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Treat universal and existential fragments similarly . ..

Thursday, May 10, 12



Treat universal and existential fragments similarly . ..

EF green

O C
OC 3
O C 6>
OO O
OO0 O @ F

C ={s| color(s) = yellow}
F = {3 color(s) = green}
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EF green
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Treat universal and existential fragments similarly . ..
EF green

C ={s| color(s) = yellow]
F = {s | color(s) = green}

For AFp, chute is simply §




Treat universal and existential fragments similarly . ..
EF green Characterization for CTL . ..

C ={s| color(s) = yellow]
F = {s | color(s) = green}

For AFp, chute is simply §
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Treat universal and existential fragments similarly . ..

X
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Treat universal and existential fragments similarly . ..

_XEP |

Set of states
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Treat universal and existential fragments similarly . ..

Set of states
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Treat universal and existential fragments similarly . ..

e

Set of states

Standard CILsemantics e
Riska <« selof’
RsrPi1AP; — R,skeP; and R,sk P;
Rse®PvdP; <+ R, or R,sk ®;
Rsk AF® <= V(so,81,..) €II(S,R,{s}). 3i>0. R,s; kt ®
R,sk EF® <= 3(so,81,...)€II(S,R,{s}).3i>20. R,8;i = ®
R sk AP, Wd,] < V(sp,81,...) €II(S,R,{s}).(Vi>20.R,s; &k ®;) v (3520. R,s
>

‘ ' R,sk E[®; W &;] 3(s0,81,...) € II(S,R,{s8}). (Vi20. R,8: e ®;) v (3j20. R,s
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Treat universal and existential fragments similarly . ..

e

Set of states

[ =& <— Vsel.sF o

Standard CIL semantics.
Riska <« selof’
RserP1AP; <— R,srP; and R,skr P;
Rse®PvdP; <+ R, or R,sk ®;
R,sk AF® <+ V(so,81,...) €II(S,R,{s}).3i20.R,8; & P
R,sk EF® <= 3(so,81,...)€II(S,R,{s}).3i>20. R,8;i = ®
R sk AP, Wd,] < V(sp,81,...) €II(S,R,{s}).(Vi>20.R,s; &k ®;) v (3520. R,s
>

‘ ' R,sk E[®; W &;] 3(s0,81,...) € II(S,R,{s8}). (Vi>20. R,8:i e ®;) v (3j20.R,s
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Treat universal and existential fragments similarly . ..

X
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Treat universal and existential fragments similarly . ..

X kO Xclo]’
X+«
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Treat universal and existential fragments similarly . ..

XFE® X ¢ [of X+® X+,
X o X D1 A Dy
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Treat universal and existential fragments similarly . ..

XFE® X ¢ [of X+®, X~ o,
X o X D1 A Dy

X=X1UX2 X1 l—(I)l XQI—(I)Q
X|—<I>1v<1>2
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Treat universal and existential fragments similarly . ..

X

o

Decompose temporal Operators

* Similar to CTL’*<




Treat universal and existential fragments similarly . ..

‘ XE o \
‘X,C,]:Il—”d

Second kind of judgement

Decompose temporal operators

~ Similar to CTL>*<




Treat universal and existential fragments similarly . ..

X

X,C, FIF~

X, S, F I+~ (X,C,F)isrcr X,C,F Iy
X - Ay X + En
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Treat universal and existential fragoonte cimilarh:

X & Side Condition:
Recurrent set?
- Y
X,C, FIF~ \/

X, S, F I+~ (X,C,F)isrcr X,C,F Iy
X - Ay X + En
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Treat universal and existential fragments similarly . ..

‘ XEF o \
‘X,C,]:II—V\

X, S, F I+~ (X,C,F)isrcr X,C,F I+
X + Ay X + Evy

WS iswf. Fr @

seX (s,t)eR s¢F s,teC
W5 (1)

iwi”r(s,t) (t,Lu)eR t¢F welC
Walk: W7 (t,u)
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Treat universal and existential fragments similarly . ..

‘ X P \
‘X C.F |- :;\ Termination

X, S, Fik~ (X,C,F)isrecr X,C,F I+~
X + A} X+ By

seX (s,t)eR s¢F s,teC
W37 (s,t)

i W():(’f (S’t) (t,’LL)GR t¢.7: UGC
Walk: W (t,u)
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Treat universal and existential fragments similarly . ..

‘ X P \
‘X,C,f I~ \ Termination

X, S, Fik~ (X,C,F)isrcr X,C,F I+
X + A} X+ By

seX (s,t)eR s¢F s,teC
W37 (s,t)

W?{’f (s,t) (t,u)eR t¢F wueC
Walk: W (t,u)
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Treat universal and existential fragments similarly . ..

‘ XEF o \
‘X,C,]:Il—v\

X, S, F I+~ (X,C,F)isrcr X,C,F I+
X + Ay X + Evy

W%}— iswf. F+-o® Wi-’fh —®; F Py

seX (s,t)eR s¢F s,teC
W37 (s,t)

- X,C,F I Fo X,C,F I [®1 W &3]

W?{’f (s,t) (t,u)eR t¢F wueC
Walk: W (t,u)
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Treat universal and existential fragments similarly . ..

‘ X~ \
‘Xici]:”_ﬂ

X, S, F I~ (X,C,F)isrcl] X,C,F I+~
X + Ay X HEvy

WC;(’F iswf. Fr& W%}-h -®; Fr Py

seX (s,t)eR s¢F s,teC
W5 (1)

- X,C,F I Fo X.C,F I [®1 W ®s]

EW%}- (s,t) (t,u)eR t¢F wueC
Walk: WS (t,u)
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Treat umversal and existential fragments similarly ..

Yo Xclo]S  X+® X+ ‘
| X - o X - &1 A O, 4
X=X1UX2 Xll—(I)l XQI—(I)Q

XI—(I)l\/(I)z |

l X, S5 F I+~ (X,C,F)isrer X,C,F I+~ |

l X - Ay X - Ey %
WCflswf Fro Wc’f\li—qh .7-"|—<I>2

' XCfII—FCI) XC]—“||—[<I>1W¢2]

o — — e ————— — — —

Soundness and Completeness

" Proof System CTL semantics

IF® |«  Vsel s
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Treat universal and existential fragments similarly . ..

X

X,C, FIF~y

® Sets-of-states rather than singleton states

® Works well for infinite state spaces

® Partition rather than enumerate states

® Symbolic representations/overapproximations

® We believe it will work well in practice...
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Side Condition:

Recurrent set?

(I
Recurrence set. For sets of states X,C,JF and transition
relation R, we say that C is a recurrence set with respect to X and

F (denoted (X,C, F) is rcr) provided either X n F # & or both:

1. XNnC+3
2. For every x € C, there exists =’ such that (z,z') € R and
' eF v z' eC.
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Side Condition:

Recurrent set?

\ )

Recurrence set. For sets of states X,C,JF and transition
relation R, we say that C is a recurrence set with respect to X and

F (denoted (X,C, F) is rcr) provided either X n F # & or both:

1. XnC+g
2. For every = € C, there exists z' such that (z,z') € R and
r'eF v z' eC.

f p [f )
X
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Side Condition:

Recurrence set. For sets of states X,C,JF and transition

relation R, we say that C is a recurrence set with respect to X and
F (denoted (X,C, F) is rcr) provided either X n F # & or both:

1. XnC+@
2. For every = € C, there exists ' such that (z,z') € R and

r'eF v z' eC. .
In practice,

0% |. Guess an invariant [ for chute C

(using, e.g., Octagon)
2. Check that / is recurrent set
(using an SMT solver)

Thursday, May 10, 12



EF (AF (EG x ))




EF (AF (EG x ))




EF (AF (EG x ))




EF (AF (EG x ))




EF (AF (EG x ))




x=0

EF AF EG x /41}

pr:=" 0) {-p}

/{/éﬁ'm: EF (AF (EG x ))

Py
@ AF EG x
{P3='
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EF AF EG x /Jm

i b {“Pl}

& AES F3,C2 S
N sz 1 € [Pl

{p3=1,y>0}

F3,C2
5 g Wz 2l +p
‘ 1 (fZ,CQ,f:g) 1S ICr fz,cz’fs I~ Gp
X 1=
< |

L“? Wif’s is w.f. Fo + EGp

F1,S,F2 I+ FEGp
Wi i i e

(I,C1,F1) s rer 1,C1,F1 I+ FAFEGp
I ~ EFAFEGp
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EF AF EG x | pc:o;»plApc_z:»p
il ,f e = 6 |
{p

DC = 2 = —1p2

.
o
3
I N
TR BT, B o AR R R IR S oD e 5 ok L e e DIl R B OB D, (T QS e WU IR e 3 T L s T W U DD SOt e S i B TR QB e s R T W tDC IS T T RT ETEN T oSS 5.\‘
< = § ~ _ S SN i - S - - Bad - =

@ AF EG x
(s W2 %h < [pI°

{P3—1 y>0 }

F3,C2
{P3=0 WJ-'2 |1 =D
(F2,Co,F3)isrer  F2,Co, F3 I+ Gp
Lb Wi—f’s is w.{. Fo + EGp

fl,S, Fo I- FEGp
W7 s wf. F1 +~ AFEGp

(I,C1,F1)is rer I,C1,F1 I+ FAFEGp
I - EFAFEGp
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EF AF EG x | pc:o;»plApc_z:»p
il ,f e = 6 |
{p

DC = 2 = —1p2

.
o
3
I N
TR BT, B o AR R R IR S oD e 5 ok L e e DIl R B OB D, (T QS e WU IR e 3 T L s T W U DD SOt e S i B TR QB e s R T W tDC IS T T RT ETEN T oSS 5.\‘
< = § ~ _ S SN i - S - - Bad - =

@ AF EG x
(s W2 %h < [pI°

{P3—1 y>0 }

F3,C2
{P3=0 WJ-'2 |1 =D
(F2,Co,F3)isrer  F2,Co, F3 I+ Gp
Lb Wi—f’s is w.{. Fo + EGp

fl,S, Fo I- FEGp
W7 s wf. F1 +~ AFEGp

(I,C1,F1)is rer I,C1,F1 I+ FAFEGp
I - EFAFEGp
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- SIS RS P SN RPN e o e e e e i e Ch f okt e e Rt Bt ekt e g e e ,""'y
x=0 PC = 4 :
1 ol

EF AF EG « /61:'} ',: pc=0=p; A pc:2:>p
pyi=" 0) {~p;) e = 6 :

ol 00 o = pe=22m
Py= %
2 )

@ AF EG x
{py=" W2, ¢ [p]°

{p3=1s y>0}

G
{p3=0, A W;Z 2|1 =D
e |
k*? Wf_-fs is w.f. ¥z - EGp

F1,S, Fo I- FEGp
W7 s wf. F1 +~ AFEGp

{1,C1, Fr) is reD I1,C1,F1 I+ FAFEGp

I - EFAFEGp
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3 L ’ 5 ., 2o "’.‘- 7.»’ ..- ., _ "-"-'7 .- xv:. P "-- _ , e ool R G "‘; " e ”"’ P 7 7"“"’"”,
x=0 pC = / '
1 &

EFAFEG x| ™7 | pc=0=p1 A pc=2= pj
py=" 0) {~p;) ‘ e = 6 :

IR O9N e =2 = —ps |
Py= :
2

®) . _(4JAFEG x e
P3 W}'2 1 < [P]

{p3=1! y>0}

{p3=0, y- == W;g’czll =P
x:=1 (F2,Co,F3)ister  F2,Co, F3 I+ Gp
s . l

b? Wifs is w.f. ¥z - EGp

Fi1,S8,F2 I+ FEGp

CWIrjswfD F1 +~ AFEGp
{1,Cy, F1) is reD I,C1,F1 '+ FAFEGpP

I - EFAFEGp
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EF AF EG x /41}

,01!=' 0 {"Pl}
{p}
p2:l=*’ @Q
Y EF AF EG x
'/(pz@mx =0
@ (4)AF EG x N
{p3= ng, 2|1 < II;D]]S

{P3=1, y>0 }

{p3=0.m1(:); ) v- W2 - p
x:=1 (F2,C2,F3)ister  Fo,Co, F3 I Gp
\

L—b @ES is WD Fo +~EGp

F1,S,F2 - FEGp
| C Wfl €1 is w.fD F1 - AFEGp

A, C, F1) is reD I,C1, F1 - FAFEGp

I - EFAFEGp

Thursday, May 10, 12



EF AF EG x M} | pc =0=p1 A pc=2= p]
pyi=" 04 (-2} ‘ oc =20
{p_'}” @Q i OC = 2 = P2

Py= ¢

2
/(ﬂ/pz%x:=0

. _(4JAFEG x e
P3 W}‘2 1 < [P]

{P3=1-Y>0} F ,C
W]:g lirp

{p3=0' R
1 .7:2,C2,f3 I~ Gp

\ CW7S is wiD Fa + EGp

Fi1,S,F2 - FEGp
CWIrjswfD F1 +~ AFEGp
<§I,Cl,f1)isrcr> I,Ci,F1 I+ FAFEGp

I - EFAFEGp

fz,Cz,fs) 1S IC
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EF AF EG x /41}

p1:=' 0 {“pl}
{p;) @Q
pyi="
YEF AF EG x
2
/(ﬂ/pz%x :=0
(4)AF EG x 2
{p3= ig’ 2|1 < [[p
{p3=1,y>0} F3,C2
{p3=0, y - Wr ib?
‘ X .7:2,62,.7:3) isrco F2,Co, F3 I+ Gp
X =
. . . . \
\ WS iswfD Fa + EGp

F1,S,F=2 I- FEGp

: CW7 jswiD F1 + AFEGp
<iI,Cl,.7-‘1)isrcr> I,C1,f1 |- FAFEGp

I - EFAFEGp
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EF AF EG x /41:'} pc=0=p1 A pc=2= p3
pyi=" W e =6 |
NN (1) e =2 = —py

py= 4}
B ()

® (Finite) derivation despite infinite state spaces <ol

® Partition rather than enumerate states LI Gp

® Symbolic representations/overapproximations

~ EGp

FEGp
-Gp

® We believe it will work well in practice...

S (/,C1,/1)1srcr 1,C1,/1 - FAFEGD
I - EFAFEGp
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How do we discover Frontiers and Chutes?
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How do we discover Frontiers and Chutes?
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Automation

How do we discover frontiers?
(see our work in CAV 201 1)




Automation

How do we discover chutes’

EF red




Automation

How do we discover chutes’

EFrres
AF red




Automation

How do we discover chutes’

EFrres
AF red
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Automation

How do we discover chutes’

Efrree

Counterexample
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Automation

How do we discover chutes’
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Counterexample

Remove this behavior!
\———————Y
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X.C,FIFF red |

(X,C, F) is rcr




Automation

_Iterated refinement Algorithm

- Prove(P, D) :
let @’ = O where replace “E” with “A” in
loop

match ( P v © ) with
| Fail ¥ in EG or EF — eliminate y
| Fail ¥ in AG or AF — return Fail

| Succeed —
if C’s are recurrent, return Succeed
else return FRail




Implementation

® [nput: C program, CTL property
® CIL front-end, generate the CAV’| | encoding

® Sdfety: prove encoding “cannot return false”
(SLAM or BLAST)

® Jermination (AF/EF):
term. argument refinement via Terminator/ARMC

® Recurrent sets (EF/EG): Octagon and SMT solver




Implementation

® [nput: C program, CTL property
® CIL front-end, generate the CAV’| | encoding

® Sdfety: prove encoding “cannot return false”
(SLAM or BLAST)

® Jermination (AF/EF):
term. argument refinement via Terminator/ARMC

® Recurrent sets (EF/EG): Octagon and SMT solver

Work in progress . . .




End of talk :-)
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