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Canadian Nuclear Safety Commission 

Established May 2000, under the  
Nuclear Safety and Control Act 

Replaced the AECB of the 1946 
Atomic Energy Control Act  

Canada’s independent nuclear regulator  
64 years of experience 
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Protect the health, safety 
and security of persons and 
the environment; and 
respect Canada’s 
international commitments 
on the peaceful use of 
nuclear energy 

Canada’s nuclear watchdog 

Our Mission Is Clear 

 So$ware Cer*fica*on 2010.10.22 ‐ 4 
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The Regulatory Framework 
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CNSC Standards Framework 

International Standards: 

•  IAEA Safety Guide NS-G-1.3, Instrumentation and Control Systems Important to 
Safety in Nuclear Power Plants.  

•  IAEA Safety Guide NS-G-1.1, Software for Computer Based Systems Important to 
Safety in Nuclear Power Plants.  

•  IEC 61513, Nuclear power plants - Instrumentation and control for systems important 
to safety - General requirements for systems. 

•  ANSI/ISA-S67.04-Part I-2006, Setpoints for Nuclear Safety-Related Instrumentation 
•  IEC 60987, Nuclear power plants - Instrumentation and control important to safety - 

Data communication in systems performing category A functions, 2009-10. 
•  IEC 60880 Nuclear power plants – Instrumentation and control systems important to 

safety – Software aspects for computer-based systems performing category A 
functions 
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CNSC Standards Framework (cont’d) 

National Standards: 

•  CAN3-N290.1-80 Requirements for the Shutdown Systems of CANDU Nuclear 
Power Plants 

•  CAN3-N290.4-11 Requirements for the Reactor Control Systems of Nuclear Power 
Plants 

•  CAN3-N290.6-M82 Requirements for Monitoring and Display of CANDU Nuclear 
Power Plant Status in the Event of an Accident 

•  N290.14-07 Qualification of pre-developed software for use in safety related 
instrumentation and control applications in nuclear power plants 

•  N286-05 Management system requirements for nuclear power plants 

Industrial standard: 

•  CE-1001-Std (Rev. 2) Standard for Software Engineering of Safety Critical 
Software 

CNSC Regulatory Document: 

•  RD-337, Design of New Nuclear Power Plants 
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The new reality 

The number of software based Instrumentation and Control (I&C) 
systems is growing.  They are replacing obsolete systems in 
refurbished plants and will service new nuclear power plants: 
•  Current analog systems being replaced with Programmable 

Logic Controller (PLC) and Field Programmable Gate Array 
(FPGA) based ones 

•  Reactor shutdown computers being replaced with emulators or 
replaced by FPGA based systems 

•  Plant control computers replaced with emulators or by FPGA 
systems 

•  New NPPs I&C systems will have to be computer based 
•  Software will be a mix new, re-configured, and previously-

developed; and, 
•  Additional tools will be needed to develop and validate it 
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Software Certification 
considerations 

How do you build confidence in software for safety systems? 
•  Apply software certification as required for other safety critical 

industries, i.e., aviation industry? 
•  Implement one European approach where independent third party 

assesses software-based safety systems (Reference [1] – Slide 
18)? 

•  Require certification as done in Finland, where regulator requires all 
SC2 (safety class 2) equipments, including software, to be certified 
& also recommends that lower safety class software be certificated 
(References [2], [3] – Slide 18)? 

•  Require a structured approach? 
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Darlington Reactor Shutdown 
Systems 

OPG’s Darlington was the first fully digital nuclear power plant, early 
90’s, using computer-based reactor shutdown systems.  The CNSC 
had concerns due to: 

•  Little prior experience anywhere with safety-critical software in 
nuclear applications 

•  Lack of established requirements and practices for stringent software 
quality assurance for such use 

• Complexity of programming and software 

CNSC directed OPG to re-write the software using formal methodology 
as a condition of full approval (References [4], [5] – Slide 18) 
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Darlington Reactor Shutdown 
Systems (cont.) 

What did we learn: 
•  Regulators should participate from early stage so concerns are 

addressed 
•  Existing nuclear and industry standards not sufficient i.e., IEC 

60880-2006 
•  Software hazard analysis is neither mentioned nor required 
•  Loose requirements such as “[t]ricks, recursive structures and 

code compaction should be avoided” (Principles for design and 
implementation 7.1.1.5) 

•  Gaps between regulator’s expectations and standards are not trivial 
(Reference [3] – Slide 18) 

•  Best practices are important but so are people, established 
procedures and formal methods 
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Software Certification:  
CNSC Perspective 

We believe that software certification from a third party could provide: 
•  Confidence in the quality of the design process and product 
•  Confidence in the personnel involved 
•  Minimization of licensing uncertainty  
•  Potential for a reduction in licensing effort 
But: 
•  The credential and independence of certification agent must be 

assured 
•  Targets of certification should be clearly defined, i.e., tool, 

application, 3rd party software, etc. 
•  The regulator still needs to have a good understanding of what is 

going on. 
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Software Certification: 
CNSC Perspective (continued) 

It is important to note that: 
•  When different regulatory categorizations of safety systems exist, 

these set the risk profile and separate safety from process 
•  The adequacy of certification be carefully assessed, i.e., what is and 

is not certified, how it is certified 
•  Certification should reflect best practices of the nuclear industry and 

be benchmarked to best practices elsewhere 
•  There are legal implications associated with certification and 

decisions may not be straightforwardly technical (Reference [6] – 
Slide 18) 
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Separation of Control from Safety: 
CNSC’s Position 

All safety systems, including their hardware and software, 
need to be separated from control systems in order to: 
•  Ensure reliability and safety 
•  Reduce complexity 
•  Facilitate verification 
•  Protect the safety system from interference and carrying 

out its intended functions  
•  Meet Canadian and international regulatory requirements 
•  Ensure defence lines are not broken on the failure of 

control functions 
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Separating Control from Safety: 
Rationale 

•  Software is developed based on requirements associated with a 
given safety category 

•  Control functions are normally assigned to lower safety categories, 
therefore, less rigours requirements are applied to the development 
of control function software 

•  When control software is not separated from safety software or if 
separated but residing the same computer, using the same 
resources, IEEE 7-4.3.2 requires that the control function software 
be developed in accordance of safety system requirements. 

•  Different certification levels are used for safety (higher category) 
software and control (lower category) software 
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Separation Control from Safety: 
CNSC’s Opinion  

Combining safety and control has disadvantages which 
negate any saving: 
•  Need to conform with IEEE 7-4.3.2 §5.6 requirement 

•  Higher certification level should be applied to control software 
•  The amount of work for certification will increase exponentially 

•  Extra effort for developing control software (IEEE 7-4.3.2 
requirement) 

•  Extra cost for certification 
•  Uncertainty for getting approval 

•  Extra effort for convincing regulator to accept the design 
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Concluding Remarks 

CNSC believes that: 

•  Software certification builds up the regulator’s 
confidence in the product, and so can reduce licensing 
uncertainty and licensing effort  

•  Certification has multiple implications, therefore, 
decisions may not be straightforwardly technical 

•  Continuous communication with industry is vital to 
ensure that all concerns are adequately addressed 

•  The reliability and safety aspects of digital I&C systems 
at NPPs benefit from the separation of plant controls 
from plant safety systems  
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For More Information on the CNSC 

Visit our Web site 
nuclearsafety.gc.ca 

Annual Report 2009–10 

2010.10.22  ‐ 19 
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Canada 

nuclearsafety.gc.ca 

Any questions? 


