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Defence Research & Development 
Canada Valcartier

• Québec City
– ~360 employees

– Next to a military base (Land Forces)

• 3 main areas
– Optronic Systems

– Combat Systems

– Information Systems

• System of Systems

• Decision Support Systems

• Information and Knowledge Management

– Trusted Command and Control
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Distributed C2IS

Middleware
(J2EE, .NET, Corba…)

Network infrastructure

DRDC
Valcartier

Other
Canadian

Labs

COTSUser and OS
Surveillance

Trusted Command and Control



Defence R&D Canada – Valcartier # 6



Defence R&D Canada – Valcartier # 7

Motivation
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Software tools to certify COTS 
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Prominent Concerns with COTS Software

• Trap-doors
– ex: Lotus Notes, Windows NT & ‘98 for MS administrators & NSA

• Software expiration logic
– ex: COTS software encrypts the hard disk after expiration of the

license

• Hidden communications
– ex: CD player sends “your listening preferences” to a distributor 

periodically

• Management of temporary files during and after 
execution

• Undesired functionalities
– ex: EXCEL’97 Flight Simulator, Word’97 Pinball Machine
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Excel ‘97                     Word ‘97
A Flight Simulator ?                   A Pinball Machine ?

Ref:  http://www.eeggs.com/tree/1-1.html
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Main Idea: 
Safe and Secure Distributed C2IS

Certification
Process

Security Policy

Executable
(x386)

Executable
(x386)

1.
  1.1
2.
  2.1
  2.2
3.
  3.1

Executable
(x386)

Runtime Monitor in Critical System

COTS



Defence R&D Canada – Valcartier # 11

MaliCOTS Project: Malicious Commercial-Off-The-Shelf

• Objective:  

– Detect and prevent malicious code in critical systems

• 4 sub-projects in parallel (1997-2001)

• Highly motivated and competent team

– Partnership DRDC / Université Laval
– 12 graduate students + 4 Professors + 2 DRDC Scientists

• Financing 

– Technological Investment Fund (TIF) (National Defence)

– NSERC (Industry Canada)

– FCAR (Research, Science and Technology – Québec)
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Software Certification Techniques

• Static Analysis of Code

• Dynamic Monitoring

• Certifying Compiler Technology (C and Java)
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Static Analysis of Code

• Program is not running

• Based on

– Control flow analysis

– Typed-based analysis

Code /
COTS
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Static Analysis

• PROS:

– No need to run the program

– Analysis of program behaviour over all possible execution paths

– Analyze once, execute everywhere

• CONS:

– Undecidability of many interesting properties

– Hard on binary executables

– Illegal on most COTS software
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Software Certification Techniques

• Static Analysis of Code

• Dynamic Monitoring

• Certifying Compiler Technology (C and Java)
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Monitoring

Code /
COTS

Surveillance of software at runtime (wrapping)
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A4 A2

A1

A3

OS
Files, Registry, Ports, Processes

A5

Traditional Wrapping

• Typically, each critical application is wrapped
• This does not work because the OS and other applications are left 

defenceless against malicious applications
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OS

Files, Registry, Ports, Processes

Wrapping the OS

- Prevent unwanted access 

• Wrapping critical resources:
- Critical resources: Files, Registry, Ports, Processes

A4 A2

A1

A3

A8

A9

A6

A7

- Let certified and benign applications in
• To:

E x e c u t a b l e
( x 3 8 6 )
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AlertAlert

Opening of a private file

Schneider's Automata

For example
– If a private file is opened, writing to the floppy is forbidden

Normal
State

Closing of a private file

All is permitted except 
writing to the floppyAll is permitted

Under
Surveil-

lance
Save
on

Floppy

Security Policy
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Monitoring at Runtime

• PROS:

– Exploits the knowledge that can be gained by running the program

– Ideal complement to the static analysis of code

– Acceptable for software vendors

• CONS:

– Significant overhead in run-time performance

– “Infinite number” of possibilities and conditions

– Too much information to manage
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MaliCOTS Testbed

Executable
(x386)

Runtime Monitor in Critical System

Security Policy

Intermediate Code
(assembly)

Assembly
Analyzer
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Increasing Complexity

• Win 3.1 1992 3      million

• Win NT 1992 4      million

• Win 95 1995 15    million

• Win NT 4 1996 16.5 million

• Win 98 1998 18     million

• Win 2000 2000 40-60  million

Lines of code

Ref:    M. Sues, M. Gingras, Secure Programming and Development Practices,
Cinnabar Networks, CITSS Symposium , June 2001
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Software Certification Techniques

• Static Analysis of Code

• Dynamic Monitoring

• Certifying Compiler Technology (C and Java)
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Certifying Compiler Concept

Executable
(x386)

Security Policy

Source Code
(Possibly COTS)

Certifying
Compiler

Intermediate Code
(byte code)

Secure
Linker

1.

1.1
2.

2.1

2.2

Runtime Monitor in Critical System

Executable
(x386)

Security Policy

Source Code
(Possibly COTS)

Certifying
Compiler

Intermediate Code
(byte code)

Security
Annotations

Secure
Linker

1.

1.1
2.

2.1

2.2

Runtime Monitor in Critical System
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User’s
World

Code Producer’s
World

Certifying
Compiler

Vendor’s Software

Executable
(x386)

Security
Policy

In-house Software

Open-Source Software

1.
1.1

2.
2.1
2.2

3.
3.1

Security Manager

Security
Policy

Runtime Monitor in Critical System

Executable
(x386)

User
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Inference Rules

ε cop : {g1}   ε g1(esp) =  sptr(g2::c’)

ε ε.γ[ esp : sptr{g2::(ε.γ(esp))} ]      g1
(Call)

ε call cop : ε[γ : g2 ]

⊥

⊥

⊥

⊥

ε op1 : B4    ε op2 : B4    ε Writeable(op1)

ε ValidBinops(op1,op2)
(ArithBin)

ε arithbin op1,op2 : ε

⊥ ⊥ ⊥

⊥
⊥



Defence R&D Canada – Valcartier # 41

Safety Properties

• Control flow safety
– Programs cannot jump to code that has not been verified

– Stack preservation

• Memory safety
– Access to initialized memory locations

– Array bounds check

• Type safety
– Compatible type in operations

• … , … , ...
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Certifying compiler

• PROS:

– Large software certification � rapidly

– Detailed and exhaustive enforcement

– Intellectual Property is protected

– Execution is not slowed

– Possibility of enforcing security, maintainability, and 
interoperability  (...) specifications

• CONS:

– Emerging technology 
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MaliCOTS Project
Research Outcomes

• Market Surveys / States of the art

• MaliCOTS Prototypes:

– SamCOTS � Static Code Analyzer

– DaMon � Runtime Monitor

– TalCC � ANSI C Certifying Compiler

– TalJAVA � Java Certifying Compiler

– SPCheck � Security Policy Checker

• Lots of publications
– http://www.drdc-rddc.gc.ca/researchtech/malicots/home_e.asp

– Many of them on the CD
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MaliCOTS Team
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MaliCOTS Team

Professors

Mourad Debbabi   Ph.D.

Jean Bergeron   Ph.D.

Jules Desharnais   Ph.D.

Nadia Tawbi   Ph.D.

DRDC Scientists

Robert Charpentier

Martin Salois

M.Sc.

Stéphane Doyon

Mourad Ehrioui

Emmanuel Giasson

Marc Girard

Vincent Labbé

Yvan Lavoie

Frédéric Michaud

Frédéric Painchaud

Ph.D.

Myriam Fourati

Lamia Ketari

Béchir Ktari

Emna Menif

Interns

Sylvain Daigle

Patrice Lamarche
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MaliCOTS
Conclusions

• The earlier the certification starts in the software 
design process, the better

• Static and dynamic approaches combined in a 
test-bench:
– Offer a short-term solution

– May be a lengthy and cumbersome process

– Realistic only for smaller programs such as embedded 
code
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MaliCOTS
Conclusions

• Security policy
– This is currently the weakest link in most approaches

– It must be clearly defined to be manageable and 
enforceable

• Multiple levels of abstraction

• Modular

• Integration at the design level is highly desirable

• Certifying compilers:
– Emerging technology for large software certification 
� rapidly

– Capabilities confirmed by the MaliCOTS prototypes
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Software Model
(UML/OCL)

Runtime Monitor

Executable
(x386)

Executable
(x386)

Intermediate Code
(assembly, byte code, obj)

Source Code
(Java)

Certifying
Compiler

Model
Analyzer

Security Policy

1.
  1.1
2.
  2.1
  2.2

1.
  1.1
2.
  2.1
  2.2
3.
  3.1

1.
  1.1
2.
  2.1
  2.2
3.
  3.1

Philosophy:
Maximum risk managed early in the chain

Progressive risk reduction
Enhancement of certificate at each step

Highly focused monitoring
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The SOCLe Project

• SOCLe: Secure OCL expressions

– UML/OCL is a choice of reason, not love

– Likewise for Java (generated language)

• A UML/OCL prototype

– Preliminary assurance of 
coherence/completeness for quality and 
security

– Modularization of the design to manage the 
explosion of the state space

– Suggest and enforce the use of secure design 
patterns
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The SOCLe Project

• Many studies show that OCL is a good tool

– Improves quality
• Laurendeau (1997)

• Nurun (1999)

– Can be used for security
• SecureSoft – OCL Expressivity (2001)

• SecureSoft – Insider Mitigation (2001)

– UML/OCL can be formalized to a large 
extent

• Polytechnique – Literature Review (2002)

• Polytechnique - Model-checking OCL Constraints 
(2002)
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The SOCLe Project

• Same type of organisation as MaliCOTS
– 3 DRDC Scientists

– 3 Professors at l’École Polytechnique de Montréal

– 2-3 Ph.D., 

– 4-5 M.Sc., 

– + interns

• 6 months feasibility study completed in 2002

• Starting a 2-4 years project
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Other projects…
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Unified Security Policy

• In all projects, a security policy is needed

• Unifying all the requirements into one security 
policy language

– Notes of conformity
• What has/hasn’t been certified

– Delegation
• From UML checker to certifying compiler to runtime monitor

– Identify precisely what’s left to verify using 
traditional testing method
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Certified ASN.1

• Following the OULU problems identified last 
year

• Currently in the feasibility study

• 2 options (and/or)

– A Java certifying compiler for ASN.1

• Generate stubs and skeletons

– Certify the ASN.1 source for coherence and 
completeness
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Runtime Monitor

Executable
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Executable
(x386)

Intermediate Code
(assembly, byte code, obj)

Source Code
(Java)

Certifying
Compiler

Software Model
(UML/OCL)

Model
Analyzer

Security Policy

1.
  1.1
2.
  2.1
  2.2

1.
  1.1
2.
  2.1
  2.2
3.
  3.1

1.
  1.1
2.
  2.1
  2.2
3.
  3.1

Philosophy:
Maximum risk managed early in the chain

Progressive risk reduction
Enhancement of certificate at each step

Highly focused monitoring

Defence R&D Canada – Valcartier # 51

Runtime Monitor

Executable
(x386)

Executable
(x386)

Intermediate Code
(assembly, byte code, obj)

Source Code
(Java)

Certifying
Compiler

Software Model
(UML/OCL)

Model
Analyzer

Security Policy

1.
  1.1
2.
  2.1
  2.2

1.
  1.1
2.
  2.1
  2.2
3.
  3.1

1.
  1.1
2.
  2.1
  2.2
3.
  3.1

Philosophy:
Maximum risk managed early in the chain

Progressive risk reduction
Enhancement of certificate at each step

Highly focused monitoring



Defence R&D Canada – Valcartier # 59

Software Visualization

• A derivative of the knowledge gained with the 
static analysis prototype (SamCOTS)

• Develop a Canadian expertise

• Develop tools to help in understanding 
programs without the documentation (or very 
limited)

• State of the art completed

• Moving on to project definition
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Java Hybrid Analysis

• Derivative of the Java certifying compiler 
(JACC) and the dynamic monitor (DaMon) 
expertise

• Ph.D. subject for one of our scientists

– Will be working with a professor and a team 
of M.Sc. (maybe another Ph.D.)

• Main Idea: To tightly couple the Java certifying 
compiler with the Java monitor

– Compensate the weakness of one with the 
strength of the other



Defence R&D Canada – Valcartier # 61

Summary and Perspectives

• Expertise in
– Static Analysis

– Dynamic Analysis

– Certifying Compiler (C and Java)

• Ongoing Projects (approximate timeframe…)

– UML/OCL formal verification (2-3 years)

– Unified Security Policies (?)

– Certified ASN.1 (1-2 years)

– Software Visualization (2-3 years)

– Java Hybrid Analysis (3-5 years)

• Quite open to collaboration



Defence R&D
Canada

R et D pour la défense
Canada Canada

Martin.Salois@drdc-rddc.gc.ca
http://www.drdc-rddc.gc.ca/researchtech/malicots/home_e.asp


