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s « DRDC Vadcartier
« The MaiCOTS Project

— Software Certification Techniques
o Static Analysis of Code
* Dynamic Monitoring
» Certified Compilation

The SOCLe Project
— Formalized UML/OCL

Other Projects

— Unified Security Policies
— Certified ASN.1

— Software Visualization
— JavaHybrid Analysis

Summary and Perspectives
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P 2 Defence Research & Development
DJ Canada Valcartier

e Quebec City
— ~360 employees

— Next to amilitary base (Land Forces)

e 3 main areas

— Optronic Systems

— Combat Systems

— Information Systems
o System of Systems
» Decision Support Systems
 Information and Knowledge Management

— Trusted Command and Control
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@7 Trusted Command and Control

User and OS @ DRD(_:
Surveillance Valcartier

~

Other
Canadian
Labs
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my M otivation

COTS packages
provide a huge amount Difficulty in developing
of functionality at everything locally
alow cost

Advent and rising
popularity of network
and mobile code

COTS software can have embedded

Security risks

Software tools to certify COTS

w.r.t. asecurity policy
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Prominent Concernswith COTS Softwar e

Trap-doors
— eX: Lotus Notes, Windows NT & ‘98 for MS administrators & NSA

Software expiration logic

— ex: COTS software encrypts the hard disk after expiration of the
license

Hidden communications

— ex: CD player sends “your listening preferences’ to a distributor
periodically

Management of temporary files during and after
execution

Undesired functionalities
— ex: EXCEL’97 Fight Simulator, Word' 97 Pinball Machine
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Ri) Excel ‘97 Word ‘97

A Flight Simulator ? A Pinball Machine ?

Waopd 97 Finoall

rRef: http://www.eeggs.com/tree/1-1.ntml
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X7 Main I dea:
D‘/ Safe and Secure Distributed C2IS




13\7 . .
R‘J MaliCOTS Project: malicious Commercial-Off-The-Shelf

Objective:

— Detect and prevent malicious code in critical systems

4 sub-projects in parallel (1997-2001)

Highly motivated and competent team

— Partnership DRDC / Université Laval
— 12 graduate students + 4 Professors + 2 DRDC ientists

Financing

— Technological Investment Fund (TIF) (National Defence)
— NSERC (Industry Canada)

— FCAR (Research, Science and Technology — Québec)
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my Softwar e Certification Techniques

o Static Analysis of Code

e Dynamic Monitoring

o Certifying Compiler Technology (C and Java)
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@7 Softwar e Certification Techniques

o Static Analysis of Code

Defence R& D Canada — Valcartier # 13



RiJ' static Analys
'\ static Analysis of Code

e Program is not running

e Based on

— Control flow analysis
— Typed-based analysis

1

&
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7. 5amCOTS
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mj Static Analysis

Lﬂ"'

« PROS:
— No need to run the program
— Analysis of program behaviour over all possible execution paths
— Analyze once, execute everywhere
« CONS
— Undecidability of many interesting properties

— Hard on binary executables

— Illegal on most COTS software
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@7 Softwar e Certification Techniques

e

e Dynamic Monitoring

Defence R& D Canada — Valcartier #23



m)] Monitoring

Surveillance of software at runtime (wrapping)

Defence R& D Canada — Valcartier # 24



mv Traditional Wrapping

 Typicaly, each critical application iswrapped

» This does not work because the OS and other applications are | eft
defenceless against malicious applications

Tufo O
» .. Ny

_ _Ff

€S,
~——

3, Process
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7 Wrappingthe OS

&
[b « Wrapping critical resources:
' - Critical resources: Files, Registry, Ports, Processes

e TO:

- Let certified and benign applicationsin
- Prevent unwanted access

A7

Defence R& D Canada — Valcartier # 26



@7 Schneider's Automata
>

For example
— If aprivatefile is opened, writing to the floppy is forbidden

All is permitted except
All is permitted writing to the floppy

Opening of aprivatefile

Save
on

Closing of a privatefile
Floppy

Defence R& D Canada — Valcartier # 27



ILh DaMon - Dynamic analysis Monitoring i i iI:IIE]

Dynamic analysis Monitoring

DREV - MaliCO0TS Project
Copyright 2000

Filez I Farts i Processes Fegistry ] Ligt l

‘ Active driver on boot: Apply l Fezet

Lizt of keyz under monitoring:

— Restrictions

Key | Restriction

- R ti
[T Log Success RS
" AUTODENY
™ LogEmoars
" AUTOSUC
[ LogFReads ~ MANUAL
[T Log'Writes

el
o= ek

Update

Clear Al | Select Al | Cantel




I.ElDaMun - Dynamic analysis Monitoring

=10} %]

Dynamic analysis Monitoring
DREV - MaliCOTS Project
Copyright 2000

Files ]F'Enrts iF'ru:u:essesI Registry  List 1

Chooze a resource to monitor
] Filez | Ports Proceszes | Registy |
Frocess Achian 1 File: N
explorer. exe; 940 IRP_MJ_CLEAMLUP Cr:Spaid. bt
Alert - Message %]
Your status will change because you have accessed a
restricted resource. You will have limited accesses to
SO0ME rESOUrCES.
Ok, a
Stop ' Clear ]

Helg Bbout Bun ]

[ [ra [Pe e



DaMon - Sunmmary

Security
Rule

Files created by the process

Files deleted by the process

C:ATRPS
CATMPY"DFASED. TMF
CATMPA"DFAB4S. TMF
CATMPA"DFET4C. TMF
CATMPA"DFET1EY. TMF
CATMPAMSOCLIFTS,
CATMPASMSOCLIFTSO07
C:ATMPSMSOCLIFTSO
CATMPY M WwWRDO003. TMP
CATMPYWRDO00DZ.0OC
CATMPA"DFEZEE. TMF
CATMPY " WwWRDO00S. TMF
CATMPY " WwWRDO004.0OC
CATMPA"DFEZ4 3. TMF

I-II_I‘

C:ATMPS"DEASED . TMF
CATMPY"DFAB4A. TMF
CATMPAYDFET4C. TMF
CATMPAYDFET1EY. TMF
CATMPY " WwWRDO003. TMP
CATMPAY " WwWRDODOZ.DOC
CATMPAYDFEZEE. TMF
CATMPA " WwWRDO00S TMF
CATMPY " WwWRDO004.DOC
CATMPYYDFEZ43. TMF




13\7 . . .
Ry Monitoring at Runtime

Lﬂ"'

« PROS:
— Exploits the knowledge that can be gained by running the program
— Ideal complement to the static analysis of code
— Acceptable for software vendors

« CONS:

— Significant overhead in run-time performance

— “Infinite number” of possibilities and conditions

— Too much information to manage

Defence R& D Canada — Valcartier #31



R;) MaliCOTS Testbed
{ -

Intermediate Code
I (assembly) 1

)
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13\7 i I
m‘J | ncreasing Complexity

Lines of code
e Win3.1 1992 3 million
e WINNT 1992 4  million
e Win95 1995 15 million
« WINNT4 1996 16.5 million
 Win98 1998 18 million
« Win2000 2000 40-60 million

Ref: M. Sues, M. Gingras, Secure Programming and Development Practices,
Cinnabar Networks, CITSS Symposium , June 2001

Defence R& D Canada — Valcartier #33



@7 Softwar e Certification Techniques

o Certifying Compiler Technology (C and Java)

Defence R& D Canada — Valcartier # 34



@7 Certifying Compiler Concept

Source Code

(Possibly COTS)

Defence R& D Canada — Valcartier # 35



Security Manager

User’s
World

Code Producer’s
World

n

Vendor’'s Software

i

s In-house Software

Open-Source Software
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,_:-Et TalccDemo - [BackDoors.c] [ _|O]

File Edit “iew Build Optiohs Window Help

=8| %]

I DEeEHE| & 2B 7| S 22

&

#include <stdio.h>
#include <string.h>

extern int checkPasswordichar?®*) ;
extern int readPassword(char™®) ;

int wvalidateIdentity ()
1
char pazssword[Z0] :

readPasswvord| password ) ;

i

oldAaC = gotionChoice:

goto 11:

if[ password == NULL )

S4 Talide un mot de passe
S/ Saisit un ot de passe

int actionChoice = 0, oldlcC;

printf({ "Entrer -wotre mot de passe: " ) :

if [ password '= NULL )
checkPasswordl password ) ;
el=se
checkPasswordl password )
printfi "Wous &tes autorisé & entrer dans le systémes! T ) :
houcle:
scanfi "Entrer le code d'opération souhaité: %d", gactionChoice )
if{ actionChoice == 1 ]

printfi( "Entrer un nouveau mot de passe: ") ;
readPazszword| password

goto 1:;

checkPasswordl password )

printfi( "Opération en cours ... ]:

=

|Ln 43, Cal 1




#% TalceDemo - [BackDoors] Hi=]l E3

File Edit “iew Buld Optionz Window Help _IEI_}ﬂ
1D EHS| & B TS i nm s
TAL TNCLUDE BackDoors.type ;i

_TEEZT segment

_wvalidateldentity:

push ebx

pu=sh e=i

push e=di

enter 28,0

Lz0O:

mow dword ptr [(—4) [ebp] .0

lea edi, [(L2)

pu=sh edi

CALL < 4, printf, < 22§, —-28, "23% =
lea edi, (—-24) [ebp]

push edi

CALL < 4, readPassword, < 24§, -2 =
lea edi, (—24) [ebp]

cmp edi, O

Je tappi L3, < =1, nl > )

lea edi, (—24) [ebp]

pusteemeld

ALL C 4, “gheckPassword, < TZ25E, -8 =
Jmp tapp( L4y < =21, nl > ]

L3:

lea edi, [(—24) [ebp]

prush edi

CALL < 4, checkPassword, < Zei, -8 =
Ld:

lesa edi, (L5]

push edi

CALL C 4, printf, =< 278, —-28, "Z8% =
La:

lea edi, (—4) [=ebp]

push edi

lea edi, (L7)

push edi

CALL C &, _sScanf, < 29§, -28, "30§% =
cmp dword ptr [(—4) [ebp] .1

qne tanbl LE. < =1. nl > i
Feady |Lri 1, Cal 1 [ [ [

LA




<X % TalccDemo - [BackDoors type] [ _ O]

' FI|E E|:I|t "-.-"IEW Bullu:l Dptlnns Wlndnw Help |7 x|

==

TYP|FPrint| < 2758 : Tz = EB4*u:: (arravy( S(20) , Bl jJ)*u:r:B4*rw: B4 =: B4 x::B4 x::B4*=x::({ E3IP: Sptr[S[:ﬁ

o

TYPE < 28§ : Ts = se >

TYFE < 29% : Tz = EB4™u::(arrayi( S(Z0) , Bl 11 *u::B4*rw::B4*x:::Bd*w: B4 x::B4*x::({ EIP: =ptr[3|(
TY¥FPE < 30% : T= = [(ptr EB4):: (3] >

TYFE < 31% : T= = EB4™u::(arravyi( 3(Z0) , Bl 11 *u::B4*rw::B4*x:::Bd*w: B4 x::B4*x::({ EIP: =ptr[3|(
TYFPE < 32§ : T=s = =ze >

TYFE < 33% : T= = EB4™u::(arravyi( S(Z0) , Bl 11 *u::B4*rw::B4*x:::Bd*x: B4 x::B4*x::({ EIP: =ptr[3|(
TYFE < 34% : Tz = B4 rw:: (arravy( 3(20) , Bl 11*u::B4"*rw::B4*x::B4*x: B4 x::B4*x::({ EIP: =ptr[3
TYFE < 35% : Tz = B4*rw:: (arravy( 3(20) , Bl 1i1*u::B4"*rw::B4*x::B4*x: B4 x::B4*x::({ EIP: =ptr[3
TYFPE < 365 @ Ts = =e >

TYFE < 3748 : Tz = B4 rw:: (arravy( S(20) , Bl 11*u::B4"*rw::B4*x::B4*x: B4 x::B4*x::({ EIP: =ptr[3
TYFPE < 383 : Ts = s =

TYFE < 39% : Tz = B4*rw:: (arravy( 3(20) , Bl 11*u::B4"*rw::B4*x::B4*x: B4 *x::B4*x::({ EIP: =ptr[3
TYPE < 405 @ T= = =z =

TYFE < 1Dhuf$ : Tm3Z = *[ (ptr B1)*rw , EB4*rw , (ptr EB1l)*rw , EB4*rw , EB4*rw , EBd4*rw , E4*rw ,
TYFE < fpns_t$ : Tmd = *[ B4*rw , EB4*rw ] =

WAL Li,«< Al11[ =s1: T= , nl: Zint ].{ ESP: sptr[3(0)] junk 28%x::B4*x::B4*x::B4" x::B4*=x::({ E3IP:
VAL L10,< ptr (*[ arrayi S(33) , EBL1 ) 11 =

WAL Li1l,« All[ =1: Ts , nil: Sint .{ EZP: sptr[3(0)] EB4*rw:: (arrayi( S3(20) , B1 ) "u:r:BE4"rw::EBE4"
WAL L13,«< Al1l[ =1: Ts , nl: Sint .{ EZP: sptr[3(0)] EB4*rw:: (arrayi( S3(20) , B1 ) "u:r:BE4"rw::EB4"
VAL L14,< ptr (*[ arrayi S(23) , B1 ) 11 =

WAL L15,« Al1l[ =1: Ts , nil: Sint .{ EZP: sptr[3(0)] EB4*rw:: (arrayi( S3(20) , B1 ) "u::BE4"rw::EBE4"

1 1 =
VAL L17,< ptr (*[ array({ S(18) , BL1 ) ] >
WAL L1&,« Al1l[ =1: T= , nil: Sint .{ EZP: sptr[3(0)] EB4™u:: (arravy( S(20) , B1 1)"u::B4*rw::Bd*x
VAL L2,< ptr [(*[ arrav( S(28) , B1 ) 11 >

WAL LzZ0,« ALIL1[ 31 T= , nl: Slnt { E3P: =ptr[3(0)1] B4™u:: (arravi( S3i(20) , Bl ]]A r:B4u:r B4t x

ST FLERT _ — i ¥ RS _ PO T K] LT i K K]

e e e T B o e e e e T F = o e e o ey e e e e L S Y B B LR B . R s
WAL L3,« A11[ =1: T= , nl: Zint ].{ E3P: sptr[3(0)] EB4*u:: (arravy( S(z0) , B1 }1]
*ur:BE4rw: B4 x: tBdt % tBd wr B4 x:: ({ ESP: =2ptr[3(0)] =1 , EBP: sptr[3(nl)] =1 ,
EL¥: B4 })*m::31 , EBP: =ptr[3(—-28)] B4™u:: (array( S (20) , B1 1)
1 :B4*rw: B4t x: B4 B4 w: B4t x:: ({ EZP: =sptr[3i(01] =1 , EEP: sptr[3inli] =1 ,
EAX: B4 })*x::s1 + =

e Ferie I — o =N T FE

e T T o e e R et e o B e R ey S S R

VAL LS,< ptr (*[ array( S(46) , Bl ) 11 >

VAL Lé,< Al11l[ =1: T= , nl: Sint ].{ EZP: sptr[3(0)] EB4*u:: (arrav( 3(zZ0) , Bl 1)1*u::Bd*rw::B4"x:

VAL L7,< ptr (*[ array( S(40) , Bl ) 1) >

WAL L8.< A11T =1: T= . nl: Sint 1.{ ESP: svotrl23(011 Bd4*u:: iarrawv! S(Z01 . Bl 11*u::Bd4*rw:::Bd*x: ¥
4| | 3
Frinit the: active docurmemt ILn 39, Col 34 i (T iy

E
1
1
E
1
WAL Ll16,< ptr (*[ array( 3[(21) , B
E
1
1
1.

e - R C P o HUAHLEr]




13\7
.B"J | nference Rules

e >op,.B4 e >o0p,:B4 e >Writeable(op,)
e >VaidBinops(op,,op,)

(ArithBin)
e > arithbinop,0p,:€

e >cop :{0gl} e >g,(esp) = sptr(g,::c’)
e >ed ep: sptr{g,::(egexp))} | <9,

(Call)
e>call cop:€g:0,]

Defence R& D Canada — Valcartier # 40



mj Safety Properties

Control flow safety

— Programs cannot jump to code that has not been verified

— Stack preservation

Memory safety

— Accessto initialized memory locations

— Array bounds check

Type safety
— Compatible type in operations

Defence R& D Canada — Valcartier #41



&1 SPCheck _[O]
File Edit

Werification ] Properties | Settings |

| Group Ungroup | A file path ]EacanDrs.asm _]
Farrula :J

=] Group : Local Policy Result ] HiSthﬂ Trace ]
:.Nn:u "Back Orifice"
Mo loop containing senzible actions
_tnggered by a receive.

|Mo backdoors | Log
[ ] USEFUL INFORMATIONS: J

JThe Program RESPECTS the logic expression.

Immedi..at.el_lrl after each reau:llf'asswnrd;
checkPazzword iz inevitable.

; Mo netwark

-5 = {_end L20-1L20-2,_validateldentity L3-1 L20-3.L4-1 LE-1.L21-2L21-1 L131.L15

_ _ -5'={ end L20-1,.L20-2, wvalidateldentity L3-1.L20-3 L4-1 L6-1 L21-2.L21-1 L13-1 L1F
4 Mever do netwark, 585 =1}
- allStates £ 5' = {}

Nao process DOS _ -5= initiaIStates?? MO

Mo createProcess inzide a loop. g : gﬁggi:tﬁ ?EPJSD
| . - -5' = jntialStates Y NO
Mo send private | -5' = finalStates 7 MO

After each readFile, no zend is allowed. -5'=allStates Y YES

= Grnup_ N e:twnrk T
Mo network

Mewver do network, |
£ N X ﬂJ

Mn zehd nnvate

I:I.'I-EI seconds




ﬂ sPCheck (] aisee (ERP version) res

FIlE! Eljlt File Misc Folding Position  Scale
- = Auxiliaries  Help

10 x|

©{ma] o[+ =

_valfotaldartd ty

Werification ] Properties | Settings |

| Group Ungroup | A file path ]EacanDrs.asm @
Formula :_J
| Erny_p : Lu:_.cal P!:Ilil:_lrl : Result ] Histurﬂ Trace ] T AU N D
:.Nn:u "Back Orifice"
Mo loop containing senzible actions

JThe Program DOES MOT RESPECT the logic expressior

tniggered by a recerve. : =
oo | I &
Mo backdor Irf_ ] L

p | 3 - TR L e ol T USEFUL INFORMATIOMS: e e

check I.-'-.I|:|.|- iz Ihevitable. E gz
checkPassword is inevitabl T : &)

Mo netwnk ' | )
| i | -5'={_end}
Mewver do network, -5 5 =) L.«A e
| | - allStates & 5' = {L20-1 L20-2,_validatel dentity L3-1,L20-
{Mo proces: DOS -3 =Initial3tates ¥ MO
Mo createProcess inside a loop, g : gﬁggi:tﬁ ?NEES
| : - - 5" = jnitialStates * MO
..N':' send prvate 1 - 5' =finalState: ?YES
Bfter each readFile, no send iz allowed. -5'= allStatez 7 MO
= ij.rnup_:.ﬂeztwnrk -
_.Nn ngatwnrk
Mewver do netwaork:

Mn send nrivate LJ ) l

| (253,1)

I:I.I?EI secnn'ds




mj Certifying compiler

« PROS:
— Large software certification = rapidly
— Detailed and exhaustive enforcement
— Intellectual Property is protected

— Execution is not slowed

— Possibility of enforcing security, maintainability, and
interoperability (...) specifications

e CONS:

— Emerging technol ogy

Defence R& D Canada — Valcartier #44



./ MaliCOTSProject
R-.J Resear ch Outcomes

 Market Surveys/ States of the art
 MaliCOTS Prototypes:

— SamCOTS - Satic Code Analyzer

— DaMon - Runtime Monitor

— TalCC - ANS C Certifying Compiler
— TalJAVA - Java Certifying Compiler

— SPCheck - Security Policy Checker

e Lotsof publications
— http://www.drdc-rddc.gc.calresearchtech/malicotshome_e.asp
— Many of them on the CD

Defence R& D Canada — Valcartier #45
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@7 MaliCOTS Team
>

Professors

Mourad Debbabi Ph.D.

Jean Bergeron PhD.

Jules Desharnais Ph.D.

Nadia Tawbi Ph.D.

DRDC Scientists
Robert Char pentier
Martin Salois

M.Sc.

Séphane Doyon
Mourad Ehrioui
Emmanuel Giasson
Marc Girard
Vincent Labbé
Yvan Lavoie
Frédéric Michaud
Frédéric Painchaud

Ph.D.

Myriam Fourati
Lamia Ketari
Béchir Ktari
Emna Menif

|nterns
Sylvain Daigle
Patrice Lamarche
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@7 The MaliCOTS Project

s

A very successful Project

=

CANADIAN

@ INFORMATION

PRODUCTIVITY
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~7  MalicoTs
DJ Conclusions

 The earlier the certification starts in the software
design process, the better

o Static and dynamic approaches combined in a
test-bench:

— Offer a short-term solution
— May be alengthy and cumbersome process

— Redlistic only for smaller programs such as embedded
code
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~7  MalicoTs
!}l) Conclusions

o Security policy
— Thisis currently the weakest link in most approaches

— It must be clearly defined to be manageable and
enforceable

« Multiple levels of abstraction
e Modular

 Integration at the design level is highly desirable
o Certifying compilers:

— Emerging technology for large software certification
- rapidly

— Capabilities confirmed by the MaliCOTS prototypes
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Philosophy:

Maximum risk managed earlyin the chain
Progressive risk reduction
Enhancement of certificate at each step
Highly focused monitoring

Software Model
(UML/OCL)

Source Code
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[{"J The SOCL e Project

o SOCLe: Secure OCL expressions
— UML/OCL isachoice of reason, not love
— Likewise for Java (generated |language)

« A UML/OCL prototype

— Preliminary assurance of
coherence/compl eteness for quality and
Security

— Modularization of the design to manage the
explosion of the state space

— Suggest and enforce the use of secure design
patterns
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m‘J The SOCL e Project

e Many studies show that OCL is agood tool

— Improves quality
» Laurendeau (1997)
* Nurun (1999)

— Can be used for security
» SecureSoft — OCL Expressivity (2001)
» SecureSoft — Insider Mitigation (2001)
— UML/OCL can be formalized to alarge
extent
 Polytechnique — Literature Review (2002)

 Polytechnique - Model-checking OCL Constraints
(2002)
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.B"J The SOCL e Project

o Sametype of organisation as MaliCOTS
— 3 DRDC Scientists
— 3 Professors at I’ Ecole Polytechnique de Montréal
— 2-3Ph.D,,
— 4-5M.&cC.,

— +interns
« 6 monthsfeasibility study completed in 2002
e Starting a 2-4 years project
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Other projects...
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B‘J Unified Security Policy

* Inall projects, asecurity policy is needed
e Unifying all the requirements into one security
policy language

— Notes of conformity
» What has’hasn’t been certified

— Delegation

* From UML checker to certifying compiler to runtime monitor

— ldentify precisely what’ s left to verify using
traditional testing method
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[{i} Certified ASN.1

* Following the OULU problems identified last
year

e Currently inth Wj
e 2 options (and;
— A Javacert

. Generat|

— Certify the
completen

Philosophy:

Maximumrisk managed early in the chain
Progressiverisk reduction
Enhancement of certificate at each step
Highly focused monitoring
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m‘J Softwar e Visualization

* A derivative of the knowledge gained with the
static analysis prototype (SamCOTYS)

e Develop a Canadian expertise

« Develop toolsto help in understanding
programs without the documentation (or very
limited)

State of the art completed

Moving on to project definition
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[{,‘J Java Hybrid Analysis

* Derivative of the Java certifying compiler
(JACC) and the dynamic monitor (DaMon)
expertise

e Ph.D. subject for one of our scientists

— Will be working with a professor and ateam
of M.Sc. (maybe another Ph.D.)

 Mainldea: To tightly couple the Java certifying
compiler with the Java monitor

— Compensate the weakness of one with the
strength of the other
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R;)y  Summary and Perspectives

* Expertisein
— Static Analysis
— Dynamic Analysis
— Cetifying Compiler (C and Java)

» Ongoing Projects (approximate timeframe...)
— UML/OCL formal verification (2-3 years)
— Unified Security Policies (?)
— Certified ASN.1 (1-2 years)
— Software Visualization (2-3 years)
— JavaHybrid Analysis (3-5 years)

* Quite open to collaboration
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