
Semantic	Similarity	in	Security	Regulations
Sarah	Elder															 Hui	Guo Munindar Singh	 Laurie	Williams

Systematic	Literature	Review
How	has	semantic	similarity	been	calculated	
in	the	domain	of	software	security?

How	have	ontologies	and	taxonomies	been	
applied	in	the	security	domain	for	the	
calculation	of	semantic	similarity?

Preliminary	Findings
• Ontologies	and	taxonomies	are	often	
evaluated	based	on	whether	they	contain	all	
relevant	concepts

• Ontologies/taxonomies	often	used	in	
combination	with	each	other

• Additional	information	content	sometimes	
used

Potential	Tools:
OpenNLP/R
Watson	Analytics	Studio
MALLET
WEKA

Methodology
• Based	on	Kitchenham and	Brereton

• Quasi-Gold-Standard	is	a	core	set	of	
documents	in	the	domain.	Will	be	based	on	
sources	cited	in	other	SLRs

• Automated	Keyword	Search	may	be	
supplemented	by	Manual	Search	
(Shakeri et.	al)
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Identifying	Semantically	Similar	Statements
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